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FIE wTHEHES
1.1 w217

F P AT L =07 28 A b oRAL i 247
1. #iTConsole HHH{T A M 3¢
2. Rk UK M s R Telnetidh 47 A< i sz 72 2 5
3. JERE ARG CR B SSHIE AT A< Hh 5z f2 8 5
1.1.1. 83T Console OBTAHEF
10 5, BNl (B [ R G E 8 DUK A2 el Console %4,
2. FTHFENL SR JAER (W Hyperterminal f2/7), LB F 23
= JEFFE: 38400bps
= BdlEf: 81
= WAL T
= fFibf 147
= BRG] T

3. TEMZ L EE R 8, BT LAE B“TL-SL3226P-Combo>" M2/~ #4F, 15 BH CLR Tl % 5%
ML WA 1-1 .

L) 1- 18 -
XA FEE SEV) FMO SE0) ZEH
0= 3 B

TL-SL3226P-Combo>_

BiEE 0:00:13 SHSM 38400 8-N-1 NUM

& 1-1 B



1.1.2. e BRSPS

TEHE A Telnet 8 SSH HHAT R B S 2 7, 75 ZES B 288 £ A A2 ALY Console [T,
TEFE LR 25 1 e B i N REAURE 2 250

¥4 1.1.1 3#it Console DT AHNE T irid 0 PSS As #eil, FRE IR T BT s 3L B 3k N ZZ Hetll
FEAURE S 258

e gk - Bk BEE
THE SEE BEW EUQ SEo Fhw

TL-5L3226P-Combo>enable

TL-SL3226P-Combo#iconfig
TL-SL3226P-Combolconfig)#enable password 123 <€—— WA FHAFHELHHFDG

TL-SL3226P-Combolconfig)4_

DR 0:00:31 Habtaill | 38400 5-H-1 Hm

1-2 Ve B R AU A i

1.1.3. B3d Telnet HITEF
1. iEEHEARZ N S ENAE R — RN . 3R, FEZREMA cmd, HdiBlEg.

1-3 fTIHE T & 1

2. B 1-4 R 4T E H, % telnet 192.168.0.1, Hidi b ZE4 .
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= ) |

BN ChWindows\system3Ziomd.exe

Microsoft Windows [Uersion 6.1.76811]
Copyright (c) 288? Microsoft Corporation. HAll rights reserved.

C:Users“Admin >telnet 192.168.08.1

K 1-4 i817H O

3. MANERMAFBMERE CBRIMER R admin®), FIZERR#EANH B, Wi 1-5.
= e |

E¥ Telnet 192.168.0.1

m |

e u M NN NNR ||ser ACCess Login soess s e s m e

User:admin
Password:

> H2006-81-81 A8:82:37. [User1/3-Login the CLI by admin on vtyd <192,

K 1-5 AP
LR AT 7E Telnet @82 H CLI an & HACHAL T -
4. w L% enable @y 23 NI AR R .

o B ) |

Bl Telnet 192.168.0.1

m | »

ot p e e MmN | Jzepr Access Login oo oS-SS oo o oo e

lser:admin
Password:

1-6 HENFFRURE

1.1.4. #BiF SSH #TEF

e A8 = 7% Pt PUTTY SREEST SSH & . EERMEH SSH T8 F 2 i e X B 1T
BB R (350 . SSH B 3548 IR GERE R :

FRWERR: &G AN A&, BIMEE Y admin.
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FHWNERR: TFHER A MENY, [ERFGEeEN Putty F 914 s E X A PIRIFAL,
NP, AT RN S A AT NE -

BEE:
TR SSH B, BHBTEHE WS R, £ Telnet £ET, BRAXHEIE SSH 1188,

Bl Telnet 192.168.0.1 EE—

e NN R User Access Login s st

lser:admin
Password:

>#2086—B1-81 @8:82:37. [Userl/3/Login the CLI by admin on vtyd (192,

ssh server

Kl 1-7 J5 H SSH IhRE
> EREAAERER

1. fTHFERAE, B PUuTTY IS . 7E“Host Name b S S HALi 1P Hudik; “Port’ fRIFER A
22; “Connection type” 4t # SSH AN 7. W F AR,

g e I ==
Categary:

= Sgssinn Basic options for your PuTTY session

- Ten I..oglging Specify the destination you want to connect to
Tmé;:board Host Mame (or IF address) Port
- Bell 192.168.01 72
- Features Connection type:

=1 Window Raw Telnet Rlogin @) S5H Serial
Appea@nce Load, save or delete a stored session
- Behaviour
.. Tranelation Saved Sessions
- Selection
- Colours : T

Default Settings

—I- Connection |ﬂ|
- Data | Save |
- Proogy E—
- Telnet | Delete |
- Rlogin
+- 35H
""" Senal Close window on exit:

Always Newer @ Only on clean exit

About | [ Open

1-8 BFPUTTY X L
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2. midi<Open>#ii, BIR[&EFIBIZZHML. #AETES telnet MR, NG P4 RS R ED,
RPR] 2k ST T B 4R . R R
£P 192.168.01 - PUTTV EEE)
Kl 1-9 EFATHA
> EHAEER
1. IEFEHHRMEHAKRE, AR SSH %iHH. W EIFR.
(s )
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate a key Generate I
Load an existing private key file | |
Save the generated key
Parameters
TWESDI:EIE?’FEEE}BHEE{E: @ 55H-2 F{SAKEY el S55H-2 DSA |
MNumber of bits in a generated key: IW'
Kl 1-10 iR EHR M HK
EER:
o EHAKEMLEN 512 E 3072 LiF,
o HERFANIRY, ERANZalAhENEERS BT, ~AMIEKE, TUmRERE K



WMERZHHL AT T

2.

AR, B APIRAGISCAFORAFAE — > TFTP RS54+ . Wi N EFms.

g oty e i

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized _keys file:

sshsa

AAAABINzAC lycZEAAAABIQAARADEAG4RILBYBNTS Db Fn3MuoHrALHF 7w BWNEBCE
FoJzriwndlbpC7DlodBmizlJoBSR

| +sUVKBEa TWROgOpf Brechu 7GP LIBMADcMzOmDCZk 3bhfgbgIrvOMm SmGNoEYHD

m| s

ghXLbFU3Dx TinSnlUCrvG 0o RUKIva YREqSqKHwpsGb ZKQIZt S /Bap 1/2Pn (2255 2D

1

Key fingerprint: sshrsa 2048 of:11:bc:4b:40:55:50:ef .Bae4:9d:c5b9:ca:30:13
Key comment: rsa-tey-20150122
Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair Generate
Load an existing private key file | Load |
Save the generated key Il Save public key |I Save private key |I
Paramaters
Type of key to generate:
S5H-1(RSA) @ 55H-2 RSA S55H-2 DSA
Mumber of bits in a generated key: 2048

B 1-11 fRAF AP
i Telnet B3RS 4%, HIRMEE TFTP R4 2% LI AU S S

s nmnd [oer Access LOgin s s e e

User:admin
Password:

Combo >enahle

Combo#conf ig

TL. Comboconfigd#ip ssh download v2 public ip—address 172.168_8_188
Start to download S8H key file

Dounload S5H key file OK.

TL FP—Combo{conf ig>#

1-12 SN B AL

ER:
EARBESTALHNRBERRT K

O\ SSH % 47 ry i 2 A BEA T T .

XY

B
EH Telnet 192.168.0.1 [ =] B i




4. FALNHAFE, I PUTTY S, FN IP Mk,

- Teminal
- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=~ Connection
- Data
- Proy
- Telnet
- Rlogin

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port

192.168.0.1 22

Connection type:
(") Telnet ) Rlogin @ SSH

(©) Raw ) Serial

Load, sawe or delete a stored session

Saved Sessions

Default Settings

Cloge window on exit:

) Mways (7)) Newer (@ Only on clean exit

||

1-13 FTJF PuTTY B A

5. KA FAE SSH & k. W R E TR,

Categarny:

= Sgssion

=1 Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

[=- Connection

Options controling S5H authertication

[7] Bypass authertication entirehy (S5H-2 only)

Authertication methods

Atempt authentication using Pageart

[ Attempt TIS or CryptoCard auth (SSH-1)
Atempt "keyboard-interactive” auth (S5H-2)

Authertication parameters

[] Allow agent forwarding
[] Allow attempted changes of usemame in S5H-2

I D:\Program files private pphk

Private key file for suthentication:
| Browse... II

1-14 S AR ZESSHE i

6. WhEIEIhE, AR AT RS, WORIRA TR E N BRI SR, R E RO &
BRE. W B s
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EF 192.168.0.1 - PuTTY

TL-5L3226P-Cambo> ]

1.2 T RA

CLI #ZhreRl Ny HAa, Bl AP ReBUsist. e RBcEA. 3% O BN VLAN i
B, e O AR Sy g LUK ) 11 P A R SR o e B AR A, G R

EDRK: SiN

FeBUER

K 1-15 BT

=)

\ 4

£ fRfic B

BOmESN

Interface fastEthernet

Interface gigabitEthernet
Interface range fastEthernet
Interface range gigabitEthernet

Interface vlan

\ 4

VLAN fic & 15 58

TRIN T BBV % PR T AR ] B T A8

P
i

5 ML A ST FE B 3t
NZHE

TL-SL3226P-Combo>

i N exity 2 Wi 5 22
HLiEH (Console 132\
(N5 RN DA

fi Nenablefir 4, HENFF

B

FAL
i

EHPEAT, [/
enable fiy & HE N % #
7

TL-SL3226P-Combo#

& N disable iy & 5 exit
w4, R P AR
#r ANconfigurefy %, it

A2 R B

£ JR)
[
e

R T, A H
configure iy & i N\ 1%

LAY

TL-SL3226P-Combo(config)#

i Nexitip 2 Biend i %,
oy N Ctr+Z 41 &4,
IR [ RS 5

1 N\ interface type
numberdi 4, #EA$E AL
B

N\ vlan fr 4,
VLANPC B

iAW

10
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fE4 R BB BN .
interface HrNenddr 4, AN
Ctri+ZZH &8, R IR
. fastEthernet/ B,
: : TL-SL3226P-Combo(config-if)# ’
i gigabitEthernet port . ( ? )_f W Nexitfr s, R4
o 5% interface range fénT:;fLSZZGP-Con1bo(con|gq- B,
fastEthernet/ 9 7£ interface fiy & 41 1 4
gigabitEthernet port- L N — N2 L
listir 4 3t N iZAE G B,
VLAN N end %, HUEEA
RN BT, . Ctrl+Z 41 5 B R [R] 4 B
i = i vian vianist & 4 TL-SL3226P-Combo(config- %
FENPIONC e vian)# o Nexitfrd, B4
Mic B
R
1. i Console M Telnet s 255 &2 bl v 3% 422 fm R aE N A A
2. SMERHH S B S, EEREAT AR a4 o B DA B g AR AR
o EREEARN: RMEFREENGS, W AR, BB,
o ENOBEMES: AN, MM EOEA S BN S:
a) interface fastEthernet/gigabitEthernet: FtE —ANLUKMEG 1S4, WX T,
MRS
b) interface range fastEthernet/gigabitEthernet: £ & ¢y 4 Rinterface fastEthernet/
gigabitEthernetFE A —#+f, AL E 2 ALK M 3 H 1 240
c) interface vlan: FCEVLAN#E 2.
e VLANFEEBMR: GIZVLAN, H9hnss 245 % VLAN.
3. H—E@mAEARMN, EFTA AN AT

show: WERZHENLEMEE, W:
history: T[4,

1.3 T REFR

SZHAL

2%

HRETE P AR T 1R AT a7 B 1 2R 1
v VLAN Jig BN A8 # L AT

GutEE. wmAERE.

AN LR P RRE L

AR, WE. EHERE.

11

VLAN(E B 4%,

EHR BRI, ERECEAA. AR
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i3 Telnet B SSH A% i, Fay A I A F 7 A4 A 65 e BE N P8, BISRAS T ZOBUR
AL RO SRR I, WA SRV SR [ i AT . AR BT, Ardid i A fr 4 enable
BEANFFBUE

i Console HMBHTAMERR, RN ZAEGRIATENA A8, #H enable fiy4ik
NERE R, A LAE4 R B AR Fifid enable password fir 4% B & B 3Y . R TE LN
A enable 1y & B EE NFRAUBS, A %00 DL N N E BRI RS A RE i N R RO 20 HE NRE U 3
RN SRAS 5 FRAUR

1.4 TR LI E
1.41. EXRERL5E

SRS CLI i 2 I RURIEAE LR 4058 «

»

>

FERIES [] BT S HCE 2 rT .
FERIES {} HEEMSEEGE LN

WA Z AN IEI, WAL 2 "7 fa R e Tl
#4n: speed {10 | 100 | 1000 }

FpEE (P IRFFAZR, DRI DORHATE A B

filtm: show logging
R (Mg E, R —) D@ AU,

fltn: switchport type { access | trunk | general }

Ak (AL ALASEMAE AT B AR ) LARMATE U B

f4n: bridge aging-time aging-time

1.4.2. KRR

HARBNTIERI, AR

>

>

o< >\ & BRANTFRIRARRIAM.

FPFFEE PR M, W RTINS 580055, Wihello world’. “hello world”.
PR FRNE] S A (B2 FRIE SN — N 2R SEE N RIS, e

ST IS (BREASD FhFH

1.4.3. S2HHEA
A B A 2 MR R R R A TR

>

MAC HihE 25 BL XX XX XX XX XX XX [ RN -

12
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Ui V4 2O W g S HERE AL 75 oSSR &R 58 1, SEFEAIEUEN O, T 7
FRWE L H S, BAARE AR WA R

flan: 45 1/0/3 TRt Lam'sh 3 M.

i N — 21355 115 (port-list) 5k — 41 VLAN ID(vian-list)fs, #] LN —NaZAME, FEAME 2 A
LSRRI, AL W] DU E BN

fil:  1/0/1,1/0/3-5,1/0/7 Ko~y 1 1/0/1, 1/0/3, 1/0/4, 1/0/5, 1/0/7.

13
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FE HP R

2.1 enable

2t F T M PR N R 2

we

enable
B

EDAKL 52N
i

BCE TR CEE N R AU 2 35 D
TL-SL3226P-Combo>enable
Enter password

TL-SL3226P-Combo#

2.2 service password-encryption

—

i T BB B S NBC B ORI, IR N SEE N & B i . 0 & i ] ARy 1k C B S

TR B B no i T AR AR RS N Th e .
we
service password-encryption
no service password-encryption
B
4 e B A A
5

THIR 22 )R SR N & T R -

TL-SL3226P-Combo(config)# service password-encryption

2.3 enable password

B

it 4 FF BB M P B U SRS R B 0, 1 no 4 T B . S Bk
R LA 002 R 2
Lis

enable password {[ 0 ] password | 7 encrypted-password }

no enable password

14
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B

L

Nl

0 —— —FinERA, FoREe FRTEEMABAAT IR, 0 NERIAINE KA,
password — EHEHN, 1 1~31 NMERFAR, FX 0 KNG, RTFRART . %
SRR R RIZANH SRR 7 (1$%'0%- /{1 - BRI

7 —— RN RRY, FORER N ORTE B N AT IR0 A, R K [
5E o

encrypted-password —— [# 7€ K B 1 BEAT I 0T BRI S, AT DL HAth 52 # A7 AR P
B EHER . IE TINERLZ S, MR, T2 AR R
N B

G )R ie B

N SAE G B R RN AR N &Y, {HiE T service password-encryption #54E H T
A R INEINGE, A BNV & SO B R 2 BN A RR I a4 2K

¥ P A D) 45 B USSR 1 B AN N 5 60 adimin:

TL-SL3226P-Combo(config)# enable password 0 admin

2.4 enable secret

Pt A T T B E M PR e R AU U B G 0, HL S A% (8 A MD5 I 52oin s, e/
no v & M TR EBUABCE -

we

B

enable secret {[ 0] password | 5 encrypted-password }
no enable secret

0 —— —Mn# KA, RO TR EMANEAEATINE R %S, 0 AR,
password —— L EN, B 1~31 NMFFHM, FEX o KNE, RTFRAST. &
PR, FRIRAH AN FE R A$%' 0% -II{D . BN . SRS L B
SCAF IR MD5 kg .

5 —— M RA, FORE TR EMAATIS MD5 I 1 ES, ALK
[E] 7 o

encrypted-password —— [ & K FE AT MDS I 125, Al LA HABAZ /L1
BT EHIEE. RE TINEERZ S, MR R, 7B AR R

T # i .

15
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2R E
i B
2 [EIACE T enable password il enable secret iy 4, enable secret fitl & 1% 154
A
7~
W F s D) 4 BRE BB U 1) SR A 1 B AN N2 %59 admin,  H B ASRERS
HALECE S Bl MD5 I s X R
TL-SL3226P-Combo(config)# enable secret 0 admin
2.5 disable
i T R BOCRE 2GR 18] 21 P R
we
disable
%2
R
5

MR IR 1] 21 R
TL-SL3226P-Combo# disable

TL-SL3226P-Combo>

2.6 configure

i T ARFBURE i\ 42 R Bl B AR K

e

configure
B

R
bl

MRS N 4 JR e B AR
TL-SL3226P-Combo# configure

TL-SL3226P-Combo(config)#

16
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2.7 exit
2 F IR 2 A B AR R e b — R B AR
Lie
exit
B
I e B A
zNil
M P B R [0 1) 4 R 20, IR [ 2R AR K
TL-SL3226P-Combo (config-if)# exit
TL-SL3226P-Combo (config)#exit
TL-SL3226P-Combo#
2.8 end
i A FH R R AR
W
end
L S:e
P L B AR
i

N FIC A R [R] B R AU
TL-SL3226P-Combo(config-if)#end

TL-SL3226P-Combo#

2.9 show history

A T Bos RGUR Bl E SRR Balr i A i) 20 2% % .
e

show history

B
RO LK P A TS B

17
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7~
TR 2 BE SRR R 4
TL-SL3226P-Combo(config)#show history

1 show history

2.10 clear history
HATFiEZ RSB E SRR M a4, T —AEH history i8I EHAL BoRix L

W

clear history
(SN

RO DAL i A e B AR X
7~

HERG AL N AL 2

TL-SL3226P-Combo(config)#clear history

18
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VLAN (Virtual Local Area Network, RzfUlJRiisk ™) & —FhfE— M3 4% _E X0 212 48 25 1)
AR, BEES IO, oM e, LRSS B TSR .

3.1 vlan

Z a4 FF#EN VLAN it & B0 3F 17 IEEE 802.1Q VLAN, ‘i no 4 FT M IEEE 802.1Q
VLAN.

Lie
vlan vlan-list
no vlan vlan-list
28
vlan-list —— VLAN ID List, HUE 5 2~4094. A2 H i TR —ME s — MK
1B
e
4 Rt B A
7~

A2 VLAN 2-10 L& VLAN 100:
TL-SL3226P-Combo(config)# vlan 2-10,100
M VLAN 2:

TL-SL3226P-Combo(config)# no vlian 2

3.2 interface vlan

Zr A T A% VLAN £2 0 9F3 N VLAN 2 08220, &1 no #r4 F T-MIEk VLAN £ 1,

interface vlan vlan-id

no interface vlan vlan-id

ZH

vlaniid —— VLAN ID, BUETE[ 1-4094.
R

4R B A K
N/

f1)7% VLAN 11 2:
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TL-SL3226P-Combo(config)# interface vlan 2

3.3 name

Zar & TR E IEEE 802.1Q VLAN #id75F, ‘B no fn 4 A TiE Sk 7155
i

name descript

no name
ZH

descript —— VLAN #iiR25F, KN 1-16 M5 .
R

VLAN FEE T (vian)
7~

# vid=2 1f] VLAN #ifiid % “VLAN002”:
TL-SL3226P-Combo(config)# vlan 2

TL-SL3226P-Combo(config-if)# name VLANOO2

3.4 switchport mode

i 2 F B UK R 1 R 58T

we
switchport mode { access | trunk | general }
28
access | trunk | general —— LUK M FEERR R, LR =P,
B
B O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
il

e & DUK M 1 3 SN general:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)#switchport mode general

20



WMERZHHL AT T

3.5 switchport access vlan

Zar A H T access KA O 7ME] IEEE 802.1Q VLAN, ‘Eff) no #4 T M IEEE
802.1Q VLAN F1# %

we
switchport access vlan vlan-id
no switchport access vian
Z2¥
vlan-id —— VLAN ID, HUEEH 2-4094.
K
O K & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Bic B LK 5 1 3 B AL access FHK H A N VLAN2 i
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3
TL-SL3226P-Combo(config-if)# switchport mode access

TL-SL3226P-Combo(config-if)# switchport access vlan 2

3.6 switchport trunk allowed vlan

Z A F T trunk 2889 ()35 D N2 IEEE 802.1Q VLAN, ‘1) no 4 T3 H M IEEE 802.1Q
VLAN F#Fx .

[
switchport trunk allowed vlan vlan-list
no switchport trunk allowed vlan vlan-list
S8
vlan-list —— 5% IEEE 802.1Q VLAN ID, HUEEE 2-4094, AJ£ik, X A: 2-3,
5.
B

O B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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A~

Pt B LK M3 1 2 BRI trunk K LR N E] VLANZ
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2
TL-SL3226P-Combo(config-if)# switchport mode trunk

TL-SL3226P-Combo(config-if)# switchport trunk allowed vian 2

3.7 switchport general allowed vian

Z A F T general 287 5 DR N3] IEEE 802.1Q VLAN, FHfc & i A H CHUN . & no iy
A T35 H M IEEE 802.1Q VLAN H1#2[4% .

B

Nl

switchport general allowed vlan vian-list { tagged | untagged }

no switchport general allowed vlan vlan-list

vlan-list —— $552 IEEE 802.1Q VLAN ID, HUHEM 2-4094, nl£ik, #%:XN: 2-3,
50
tagged | untagged —— HEOHEN], tagged 5i# untagged.

O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Bie B DAK M 11 4 BE 2% 278 general, B LN 3] VLAN2 A1, FE48 € H TR A tagged:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/4
TL-SL3226P-Combo(config-if)# switchport mode general

TL-SL3226P-Combo(config-if)# switchport general allowed vlan 2 tagged

3.8 switchport pvid

%4 s B AL ) PVID.

e

2%

switchport pvid vlan-id

vlan-id —— VLAN ID, BUE G 1-4094.
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=
¥ O & U Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

N/
BB N 3 H) PVID 4 1:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# switchport pvid 1

3.9 show vian summary
iz 4 T 278 |IEEE 802.1Q VLAN H4it15 5 .

e
show vlan summary
(SN
RO DAL i A e B A X
7~
78 IEEE 802.1Q VLAN M4tiHE &
TL-SL3226P-Combo(config)# show vlan summary
3.10 show vlan brief
4 HT &R IEEE 802.1Q VLAN [fIHEE/E &
W
show vlan brief
L S:e
BB LA P A e B A
bl
7% IEEE 802.1Q VLAN [ HEEL(E 2.

TL-SL3226P-Combo(config)# show vlan brief

3.11 show vilan
Zan A T SoRT5 € K |IEEE 802.1Q VLAN HIFE4R(E K.

we

show vlan [ id vlan-list]
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B

P

vlan-list—— VLAN ID, BUETGHN 1-4094, wf%ik, & N: 2-3,5. ZSEEA I,
R |IEEE 802.1Q VLAN [z &..

FEBUS B K i e B A

BRFTA VLAN [HVEGIE B :
TL-SL3226P-Combo(config)# show vian
7R vid=2 ff] VLAN FI7E4E1E 2.
TL-SL3226P-Combo(config)# show vlan id 2
7R vid=3-10 ] VLAN [ 1E4H(E B

TL-SL3226P-Combo(config)# show vian id 3-10

3.12 show interface switchport

Zdn 2 TR R ORI FHRAE B

B

Nl

show interface switchport [ fastEthernet port ] [ gigabitEthernet port ]

port —— LK% 15

AU DAL P e A X

BN PUK I 1/0/3 (VR4S K-

TL-SL3226P-Combo(config)# show interface switchport fastEthernet 1/0/3
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FAE B VLAN BEBmd

1B VLAN 2 NiESEER RN LT TR0 1 VLAN. 38t 814> Voice VLAN F¥53 BaiE 3 150 & i3 1
A Voice VLAN, AILCHIESEFRACE QoS 4L, REiE & HIRm LM FREEE R .

4.1 voice vlan

Zar 4 T8 Voice VLAN IhEE, B/ no w4 H T25H Voice VLAN Tigg.
s
voice vlan vlan-id

no voice vlan

28

vlan-id —— VLAN ID, HU{E 3t 2-4094.
B

A SR C B AR
/i

F 55 vid=10 ¥ Voice VLAN Ifjfg:

TL-SL3226P-Combo(config)# voice vlan 10

4.2 voice vlan aging time

a2 T HCE Voice VLAN ZALINIAE], E# no dr4 M TREEIAZ AL ], BRME Y 1440,

voice vlan aging time time

no voice vlan aging time

S8

time — ZALI A, HUEVEHE 1-43200 (73 8H).
B

SR 5
Bl

fic & Voice VLAN ZALHS (] 2880 434

TL-SL3226P-Combo(config)# voice vlan aging time 2880

4.3 voice vlan priority

Zfir % THCE Voice VLAN 15524, "B no fiv & I TWREZERAILE R, BRIAE N 6.

25



WMERZHHL AT T

e

B

P

voice vlan priority pri

no voice vlan priority

pri —AL 5, WAL 0-7.

% JRy e AR

¥ Voice VLAN L5622l & A 3:

TL-SL3226P-Combo(config)# voice vlan priority 3

4.4 voice vlan mac-address

Zan A T A2 sl % Voice VLAN OUI. ‘&1 no fiv 4 TR $8 %2 1Y Voice VLAN OUI.

B

Pl

voice vlan mac-address mac-addr mask mask [description descript]

no voice vlan mac-address mac-addr

mac-addr —— OUI %% MAC Hitik. #%50H XXXX XX XX XK XX o
mask —— MAC HihE#ERD . #50A XXXXXXXX XX XX o

descript —— OUI iR, 1-16 NF4F. BREHI T A,

4 T B AR

B MAC bk >y 00:11:11:11:11:11, #45% FF:FF:FF:00:00:00 f#] Voice VLAN OUI,
K H AR N TP- Phone:

TL-SL3226P-Combo(config)# voice vlan mac-address 00:11:11:11:11:11 mask

FF:FF:FF:00:00:00 description TP- Phone

4.5 switchport voice vian mode

24 T E LUK 11 7F) Voice VLAN B SRR

we

switchport voice vlan mode { manual | auto }
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2%
manual | auto Uity 1 AR R B

K
£ 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N/

fic B LA 55 3 ) voice vian i 511520 manual:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# switchport voice vlan mode manual

4.6 switchport voice vlan security

i A FH T B LK M3 11 Voice VLAN 2415,

e
switchport voice vlan security
no switchport voice vlan security
%2
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
B

J& FH AR W3 13 [ Voice VLAN %2 4K
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# switchport voice vlan security

4.7 show voice vilan

Z 4 F T 875 Voice VLAN 4 Rilic & .

e

show voice vlan
SN

AU ORI BT TE B
bl

{7~ Voice VLAN 2 R B (S 5.

TL-SL3226P-Combo(config)# show voice vlan
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4.8 show voice vlan oui

%4 T &7~ Voice VLAN OUI it B .,

Lie

show voice vlan oui
B

FEBUE A AT A C B AR 2
A~

fi. 7~ Voice VLAN OUI it & 135 &

TL-SL3226P-Combo(config)# show voice vlan oui

4.9 show voice vlan switchport

i A FH T 5~ LUK 3 E1 1 Voice VLAN LB (S B,

W
show voice vlan switchport [ fastEthernet port ] [ gigabitEthernet port ]
28
port —— PUKMS H o S HERE N, B Ird b D ECEE S
L S:e
REAUAR 2R P A7 TG BB X
B

SR T g R TC EBLAE B
TL-SL3226P-Combo(config)# show voice vlan switchport
R 2 FEEAE R

TL-SL3226P-Combo(config)# show voice vlan switchport fastEthernet 1/0/2
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#5E EtherChannel BB w4

EtherChannel fic & a4 H THCE LAG M1 LACP Zjfg.

LAG(Link Aggregation Group,¥iij 715 2H) 244 A A L 22 P B8 g 11 2R Rl — > 480 11 (R D g
ATDASE I 5, PR R AT S .

LACP (Link Aggregation Control Protocol, & ##7_ R thi) &%+ IEEE 802.3ad Anifk AR5k
DI 6 2N AT R SR RAE MR S R EE R, FIULHC I HE S R A& 75—k
REHE, BARERREIHME 7 A ae

5.1 channel-group

P T DA ENCIRA, IR E B, R no A TR N RA R ER

channel-group num mode { on | active | passive }

no channel-group

28
num — JCRAM S, BUEEH 1-8, REZWEE 8 MLERA.
on — JFAHZE LAG.
active —— JFE £3HE A LACP.
passive —— FFJa#ahiE A LACP.
B
# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
B

NN 2-4 BRCIRAL 1, TR ERAS LAG B
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-4

TL-SL3226P-Combo(config-if-range)# channel-group 1 mode on

5.2 port-channel load-balance

Zan A TR R A S HE . EF no A T WREEAE, Bl src-dst-mac.
i

port-channel load-balance { src-dst-mac | src-dst-ip }

no port-channel load-balance
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src-dst-mac —— Y5 H # MAC ihit. SFyoBEETU5 B ) MAC Hbbik S28 73k 1
sre-dst-ip —— VR H A 1P Huhik. FPBEE TR H A 1P bk Sea 63k 1 .

B
42 J5) e B AL
7~
¥ LAG (157 s 4 52 B B sre-dst-mac:

TL-SL3226P-Combo(config)# port-channel load-balance src-dst-mac

5.3 lacp system-priority
Zimr S H TR E 2R RGENLHK, B no a2l TIREERIE.

W
lacp system-priority pri
no lacp system-priority
28
pri— RS, BETEHE 0-65535. ERIME N 32768.
(SN
4 e B
B

lit & LACP [ R4 2: 4% 5 1024

TL-SL3226P-Combo(config)# lacp system-priority 1024

5.4 lacp port-priority

Zanr A THE LACP 3 0564, "B no fir & I TR EBRIE .

we
lacp port-priority pri
no lacp port-priority
Z2H
pri i ek, BUETEH 0-65535. ZRIA(E N 32768.
L S:v
O B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Fau 1 1-3 Bu LA B N 1024
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TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/1-3

TL-SL3226P-Combo(config-if-range)# lacp port-priority 1024
Ko 1 4 {3 RS B B Y 2048:
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/4

TL-SL3226P-Combo(config-if)# lacp port-priority 2048

5.5 show etherchannel

Zar AT BoRICRAFE.
we
show etherchannel [ channel-group-num ] { detail | summary }
¥
channel-group-num —— JCRAM S, BUETEH] 1-8. %S HEE I, BRI HNER.
detail — b5 E.
summary —— MRS H.
Bk
FERUE A AT A AC BAR
5

BoNIERA 1 HTEIREE

TL-SL3226P-Combo (config)# show etherchannel 1 detalil

5.6 show etherchannel load-balance

Zdn & T B A 5.

Lile

show etherchannel load-balance
SN

AU ORI BT A TG B
A~

TR IS

TL-SL3226P-Combo (config)# show etherchannel load-balance

5.7 show lacp

a4 T SRR el B 4A P LACP E 5.
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e
show lacp [ channel-group-num ] { internal | neighbor }
Z2¥
channel-group-num — 45, BUEIEHE 1-8. ZSHEER, SR LACP KR4
A5 B
internal —— A LACP 15 E..
neighbor —— X} LACP {5 5.
LS
R AT A G BAR
7~

BNIERA 1 A LACP 5 5 -

TL-SL3226P-Combo (config)# show lacp 1 internal

5.8 show lacp sys-id

Zr A T 5) LACP 2444 .

W

show lacp sys-id
L S:e

REAUAR A P A7 TG BB =X
B

78 LACP RGiAlt o2

TL-SL3226P-Combo (config)# show lacp sys-id
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FeE MPEHEEWS

FP BE B AR B8 Web CLI B SSH 75 USSR AZ B (5 2. BLE R RSB UBC B H o

6.1 user name (password)

Zdn A I — N8 P K BUE S AR P K 15 2, B no fn & IR CAFAER

B

Vi

R~

o ﬁ

Ao s A 4 R DA R R0 s SR s P P 2 S

user name name [ privilege admin | guest ] password {[ 0 ] password | 7 encrypted-

password }

No user name name

name — M4, 1-16 MFFF, WEEHIET . ST RER R RIZA K
admin | guest—— F /' 2RAY, admin: LG, WL, BEONE R BTA A F ThRER)
FlE; guest: ZIRH /Y, (NREABIHEERCE, TAGwiEAEE. WINA I, BRAH P
Ay admin.

0 —— —FiNZ AR, R TR EMNEA AT INE %D, 0 NERIAINE A,
password —— FH PR ERY, B 1~31 NMERFARR, FGX KNS, SRR ECE
PECFEE FRILAHASFRERERF 1$%0%- /I

7—— RN RAY, FOREE TR BN AT IR0 1A, SR K R [

~

5E o

encrypted-password —— [F] & K 2 SRR [ 69, w] DU HAR RS S b LG i &
AR EHIRR. BE TINEEL L G, SEREENH PR, 5B MR
I R0 .

4R i B AR

1. W RAESCHC B B RS RN 1% A, {Hilid service password-encryption fir 4 JH
T AR SR I B ThRE, A4 34 pLEC B S R 2 i 4 B s B oin &4 20

2. WA KZEE Telnet B Console HIEREE % FACHANLR) 4T FH P %, 8458 #
UKW M anERE, I H, P B SRASHAIN, 55 25 A8 1 & 1 &5

MR —AH P 404 tplink, %85 A AN admin 1) B 61K -

TL-SL3226P-Combo(config)#user name tplink privilege admin password 0 admin
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6.2 user name (secret)

Zdn A AN —N8 P K BUE S AR P K 15 2, B no fn & IR CAFAER

LA |

we

B

YiE

A~

R 4R LU MDS i S i - 8 s i .

user name name [ privilege admin | guest ] secret { [ 0 ] password | 5 encrypted-

password }

no user name name

name — H 4, 1-16 M7, REEHET . JECTRERTF RIZ A
admin | guest—— F PR, admin: FELGR, WUGREE. IBURIEEITE AN ETHARER
FCE: guest: SZRRFHF, INREAEDIRERCHE, AR RIS WInMH e, BRIAH P
KA admin.

0 —— —MINERAY, FoRtk FRFEMNAE BT MER LD, 0 ABININEH LKA,
password —— FH B R R, B 1~31 NMEFHNK, HEX KNG, RV
YRR N RISA NFSE R TR (8% 0% - {D) . LSRR AE A e LT B S
7N A MD5 Jin# % 2

5 —— —MumERA, FoRETRFERALATL MD5 INE MY, R ELKE
[ 7 o

encrypted-password —— [#] € K i SRR S 2569, AT DU HAl 22 b LG B
AR E IR BB TN EN S, UGN R, fRE A R R A
I D

4R i B AR

1. HFEKEE T user name (password)fl user name (secret)m & H), REHGEE
25 R A 3K

2. R CRIET Telnet 5% Console MHEFE:E 5 EAHAMLAT 7T FH 7 %05, A4
LR W4 anEs:, JEH, HP OSSN, 7525 A8 E %,

NI —AEE G, F P 408 tplink, B0 8ANINZ 1) admin, 2L 7EAS Al

Wi & SO R LA MDS i kg R

TL-SL3226P-Combo(config)#user name tplink privilege admin secret 0 admin
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6.3 user access-control ip-based

Zar TR ST 1P ShE ) B PR, AT 1P B s A T BLUT I A S el B/
no iy 4 F 1B AL S 47 BR 1 o

we

B

R~

user access-control ip-based {ip-addr ip-mask } [ snmp ][ telnet] [ ssh ][ http ] [ https ]
[ping ] [all]

no user access-control

ip-addr / ip-mask —— ¥ IP sl IP 65 . WA AT Rt 1P WBE 54 A AT LG R AR
AZHAL o

[snmp][telnet][ssh][ http][https ][ ping][all]
HX ez .

e Ui . BRI R

4 JRy i B AR

JE 1P Mk >4 192.168.0.148 ()5 43 BR il
TL-SL3226P-Combo(config)# user access-control ip-based 192.168.0.148

255.255.255.255

6.4 user access-control mac-based

Zdn TR ST MAC HhE g B R ), R Fo v T i i) MAC Hihitissd Web 7 [l S #e il .

we

B

A~

user access-control mac-based { mac-addr } [ snmp ] [telnet] [ ssh ][ http ] [ https ]
[ping ] [all]

no user access-control

mac-addr — ¥ MAC Hutik, R 1% MAC Huhik 15 5 74 0] CAVS i) A28 el
[snmp][telnet][ssh][http][https][ping][all] BV ML . BN LT

SEpres JuR

4R ic EAR

J& F MAC #iihik >4 00:00:13:0A:00:01 (175 43 PR 1) -
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TL-SL3226P-Combo(config)# user access-control mac-based 00:00:13:0A:00:01

6.5 user access-control port-based

A4 F A T om S BR ], RS VRS B s i) B 10 L8 WEB 15 FI 22 #4L
we

user access-control port-based interface { fastEthernet port | gigabitEthernet port |

range fastEthernet port-list | range gigabitEthernet port-list } [ snmp ] [ telnet ] [ ssh ]
[http] [ https ] [ping ] [all ]

no user access-control

port —— LK% 15

port-list —— LUK 53, 2 ATEE 5 i .
[snmp][telnet][ssh][http][https][ping][all]
HX ez .

e Ui . BRI R

B
4R B

7~
JE T 2-6 T3 1) B 43 BR 1)
TL-SL3226P-Combo(config)# user access-control port-based interface range

fastEthernet 1/0/2-6

6.6 telnet

Zanr A H T Telnet B IIAEMIIT A FI2<H], telnet enable /R I ThEE, telnet disable /RIS 1
. BRIRAJ enable.

e

telnet enable

telnet disable
SN

4 e B A 2
bl

FHH Telnet ThfE:

TL-SL3226P-Combo(config)# telnet disable
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6.7 show telnet-status

A T 5o Telnet ThfEE BE .,

Lie

show telnet-status
B

FEBUE A AT A C B AR 2
A~

iR Telnet Dhag &5 )G H :

TL-SL3226P-Combo(config)# show telnet-status

6.8 show user account-list

Zdn A TR ST K R

W

show user account-list
e

R BB AN i e B A X
bl

TR HT K B R

TL-SL3226P-Combo(config)# show user account-list

6.9 show user configuration

TR Z e E, OISO RE], BRG], A

—

Lile

show user configuration
B

RERUARE A P A TG BB =X
A~

ATV E Pk s Wi

TL-SL3226P-Combo(config)# show user configuration
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£ HTTP(HyperText Transfer Protocol, # 3L A& i il ) 8# HTTPS(Hyper Text Transfer Protocol
over Secure Socket Layer, T2 2E 82 W SCARMERIPO FEBT, AT LG —AMRE R 3 b
FE AN . HTTP J2& F T3 Mo A 1% 6 SCAR N 25 BRI L o

SSL(Secure Sockets Layer, Z&EHEZ )& — A2, Eo8EET TCP N Z M (W HTTP)
PRpt e iR . SSLR AR E A, FZPIXEATE BN R, BN E— A ()
EAEET D) F—NFAAM R HILER BB S BRIAMIE T (AZRIET) Mt FAHE, HP
AT DL I IE P/ 5 N T e e BR A ) 25 X

7.1 ip http server

ZmAHTERITE HTTP RS #0688, ©1 no b T2 ZIh6E. BRIATENL T o F e Th At
HTTP F1 HTTPS JIR45 88 ANfe Rl 22 F .

e

ip http server

no ip http server
Bk

4 e B
5

FePH HTTP Zhfig

TL-SL3226P-Combo(config)# no ip http server

7.2 ip http max-users

% TR E O VFIERBIHTTP AR S5 4 0 K 8L e inofir & F B R -

ip http max-users admin-num guest-num

no ip http max-users

ZH
admin-num —— DU G S BB HTTP RS2 i R %cE, T 1 3 16, &
AR R S 8% T 16,
guest-num —7EVi & S B R 2 HTTP g5 as i REE, JuEIM 0 2 15, &3 G AN
Vi IS HN N T 16,

B
4 R A
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A~
We B B RN U 2 6 e B HTTP RSS2 R B KBy 5 A 3.

TL-SL3226P-Combo(config)# ip http max-users 5 3

7.3 ip http session timeout

ZamA AT E HTTP RS2 FER R B . &) no a2 ml LAVKE H ) BRIAHGE RS IE],  BRIA
(AR Y B TR A 10 4%
e

ip http session timeout minutes

no ip http session timeout

ZH
1), TS E) 30 4rbh. BIANRR T, (N 10.
Bk
R B
i

fic & HTTP G 8 15 2%

TL-SL3226P-Combo(config)# ip http session timeout 15

7.4 ip http secure-server

Zar 2 TR SSL TiEE, BRI no mrd T2 ZIhet. BN A HItThgE. HTTP A1
HTTPS %45 AaelRIT 25 H .

W
ip http secure-server
no ip http secure-server
B
2R B AR
7~
4R H] SSL T

TL-SL3226P-Combo(config)# no ip http secure-server

7.5 ip http secure-protocol

Zm A HTECE SSL il hiA, B no fr 2 TMEERIN SSL fRA. BN T, AT RE
SSLv3 1 TLSv1.
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e
ip http secure-protocol {[ssI3][tls1]}
no ip http secure-protocol
2H
ssl3 ——SSL 3.0 Hril
tlsl ——TLS 1.0 #il.
K
4 e B
il

o SSLIERAE A #Ch SSL 3.0:

TL-SL3226P-Combo(config)# ip http secure-protocol ssI3

7.6 ip http secure-ciphersuite

i % T I B AL SRR SSLOERI RSB, EH no dr 4 H TR BBV LT
we

ip http secure-ciphersuite {[ 3des-ede-cbc-sha ][ rc4-128-md5][rc4-128-sha ][ des-
cbc-sha]}

no ip http secure-ciphersuite

2%
[ 3des-ede-cbc-sha | [ rc4-128-md5 ] [ rc4-128-sha | [ des-cbc-sha ] —— &€ SSL &
FEAS AR s L RN AR
BOATEIL T, S S T X LB A
B
4 e B
bl

liC & SSL EHAS H M #ME /)N 3des-ede-cbe-sha:

TL-SL3226P-Combo(config)# ip http secure-ciphersuite 3des-ede-cbc-sha

7.7 ip http secure-max-users

wan 2 M E VS SR HTTPS MRS as I am KH P 4, B no a4 F T BOH R -
we

ip http secure-max-users admin-num guest-num

no ip http secure-max-users
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B

P

admin-num ——BUE B 53 By o B HTTPS kS5 de s R 80E, Yol 1 3] 16, &R
SIS N iz AN 16,

guest-num ——EV % B3 T3k B HTTPS k55 & i KHcE, JEHM 0 3 15. A
A5 % B SN ANE T 16

4Ry i AR

P B B A AU % G ok B HTTPS iR S5 & 1 e KBy 5 Al 3:

TL-SL3226P-Combo(config)# ip secure-max-users 5 3

7.8 ip http secure-session timeout

Zar S THCE HTTPS RS54 R IERGEN N 8] . &) no fr&F] LA T BROLHE IR IS 1), BRI
(IR B )04 10 23k

e

B

Pl

ip http secure-session timeout minutes

no ip http secure-session timeout

minutes ERI T IE], YOI 5 3 30 0%k, BRINIEILR, 1Z%EN 10,

4R i B AR

fic & HTTPS &EHGE NI [a] 8y 15 4340

TL-SL3226P-Combo(config)# ip http secure-session timeout 15

7.9 ip http secure-server download certificate

3R

ATt TFTP 705 N SSLE+.

ip http secure-server download certificate ssl-cert ip-address ip-addr

ssl-cert —— EHFEF AN SSLUET AR, Al 1~25 747, ETLZih BASE64
It s =X
ip-addr —— TFTP JIR55 25 1 |P Mk SCHF IPv4 Hibik. 5140 1Pv4 Mkl 192.168.0.10.
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=
4 Jey e B A
w5
It 1P itk 192.168.0.148 1] TFTP %5 #% 5 A4 4 ssl.cert [f] SSL iiE$3:

TL-SL3226P-Combo(config)# ip http secure-server download certificate ssl.cert

ip-address 192.168.0.148

7.10 ip http secure-server download key

Zar AT @ TFTP XS SSL %44,

e
ip http secure-server download key ssl-key ip-address ip-addr
2%
ssl-key — EFFEF A SSL BYICAAFR, AN 1~25 NF4RF. BHLATN
BASE64 i fith#% 3.
ip-addr —— TFTP fR&#:11 IP Hutik. ¥ IPv4 bk, 5140 IPv4 Hihl 192.168.0.10.
(SN
4 e B
B

B 1P HihEA 192.168.0.148 ) TFTP k%548 5 A\ 4% N ssl.key [ SSL % 4H:
TL-SL3226P-Combo(config)# ip http secure-server download key ssl.key ip-

address 192.168.0.148

7.11 show ip http configuration

Zin 2R HEREIRH) HTTP RS & IRCERE S, OFIRE. St e, Ui e, s 4
A2 PR R I I [ 45

Lilce

show ip http configuration
B

RERUARE A P A TG BB =X
A~

7R HTTP R4S 2 L B A8 .

TL-SL3226P-Combo(config)# show ip http configuration
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7.12 show ip http secure-server

4 TR SSL A RRE .

Lie

show ip http secure-server
B

FEBUE A AT A C B AR 2
A~

E78 SSL &R EAE B

TL-SL3226P-Combo(config)# show ip http secure-server
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FE s RMEMS

VUG THRETT LB B3 M HR 13 WL 1P Hohl. MAC #Hihik. VLAN Al AT, ARP B30I
Ae 8 Y e sE 26 H 3 B a itk T g .

8.1 ip source binding

Zan A AT F 3N IP-MAC-VID-PORT U ogkE sk H. R ELESE T Fsg ™ - 5ALH P A
FEE, I IP #ihk. MAC Hillk. VLAN VLA &ER:m 112, b IFESUegh e .

e

SN

ip source binding hostname ip-addr mac-addr vlan vid interface { fastEthernet port
| gigabitEthernet port} { none | arp-detection | ip-verify-source | both } [ forced-source
{ arp-scanning | dhcp-snooping } |

no ip source binding index idx

hostname — FHFELLEN EHL4, 1-20 MFFF.

ip-addr —— ¥ IP itk

mac-addr —— 5 MAC Hiuik:.

vid — FEEYEE 1 VLAN, HUETEH 1-4094.

port —— T B E A WL o 5 .

none | arp-detection | ip-verify-source | both —— %4% H 447 [1) ACL Z1F , arp-detection
RN ARP [ ip-verify-source i IP YR both RARPIFIBE 4%  none &
AL B

arp-scanning | dhcp-snooping A2 % forced-source H T 5@l Hiinngs H K
JPE M manual &N arp-scanning 5% dhcp-snooping, LAEHL arp-scan 5% dhcp-
snooping W INgRE % H, (FAEFah48e 2% B ol AMRAFRCE

idx e BRI HF S . "Il 4 show ip source binding 3REU- 4% H 4B
S, R, XRAFS5RIBZEEESERPIT S, MR A —E 2% 15
(R AN B SE B, T R 7R 25k HEGRE R I SERR P 5 .

4R ic EAR
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A~

FERm—2M gl e % H, FN4 KN hostl, IP Hibly 192.168.0.1, MAC HifkH
00:00:00:00:00:01, VID A2, 5~ 5, H¥iZ25HFRRNHT ARP Bif:

TL-SL3226P-Combo(config)# ip source  binding host1 192.168.0.1
00:00:00:00:00:01 vlan 2 interface fastEthernet 1/0/5 arp-detection
MR8 E & 754 5 1) IP-MAC -VID-PORT % H :

TL-SL3226P-Combo(config)# no ip source binding index 5

8.2 ip source binding index

S TEM 2 IP-MAC-VID-PORT U4k e 4 H .

e

B

R~

ip source binding index idx {hostname hostname | mac mac-addr | vlan vlan-id |
interface { fastEthernet port | gigabitEthernet port } | none | arp-detection | ip-verify-
source | both }

idx — feEEBUKHF 5. AfiH < show ip source binding FREUE 5% H X
RIS . R, XRRNF5ERIZZHESERTNTS, MRREA—E 2% 315
R NNBIGEI NG, 10 BN i% 5k HAESE E R SR 5

hostname — FEEBHK I LN, 1-20 NFERF.

mac-add
vlan-id — 7 ZE501M VLAN, BUETEE 1-4094.

port —— T BB BRI A Bl 5 .

none | arp-detection | ip-verify-source | both —— %4% H 147 [) ACL Z1F , arp-detection

=7~ ARP Bi37; ip-verify-source K IP JEFiH; both FRAPIFEI 4%  none &
AN H BT

4 JR e B AR

BEZB SN 1, ENLLN tp-link IV c4hE 4 H

TL-SL3226P-Combo(config)#ip source binding index 1 hostname tp-link
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8.3 ip dhcp snooping

Za A T4 RIS DHCP WilrThée, &/ no 4 T25 ] DHCP Snooping. il DHCP {iilr
Dhie, A HHL AT AT P shAS HE 1P bk FE , e 3R A LR 1P ik . MAC ik
VLAN PLAGES G D 2EE R, BahstTIUeyhie .

Lie
ip dhcp snooping
no ip dhcp snooping
B
4Ry e B A
7~

4= J5 )7 DHCP Snooping:

TL-SL3226P-Combo(config)# ip dhcp snooping

8.4 ip dhcp snooping global

%y 4 Fi-T DHCP Snooping 4= RALE, "B no #r & F-F I BN E
Liss

ip dhcp snooping global { [global-rate global-rate] [dec-threshold dec-threshold]

[dec-rate dec-rate] }

no ip dhcp snooping global

global-rate —— 4 /R EEH], CEZHAED RV K DHCP W EREH , HiH
B K £ 28, AL 0. 10, 20. 30. 40. 50, Hifi7 pps (packet/second). Zk
WA 0, FoR%EH.
dec-threshold —— Decline {4 iI{f, Hc & fil &4 € ¥ 1 Decline {&47FT# 1) Decline
WoCH/NARE, AN 0. 5. 10, 15. 20. 25. 30, Hifi7 pps (packet/ second). Bt
WIEN 0, RREEH.
dec-rate —— Decline {2 R, Wi 1 Decline Y8 S &8 H BRIME, JUPREAH B3
I PR S 11 97 2 R ) 5 B M i A1, AT 63 5.10.15.20.25..30, Hifi7 pps(packet/second) .
BB N 5.

B
LR E
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7~
fic & DHCP Snooping 4 i &2~ 30 pps, Decline {#47®1{f 7 20 pps, Decline 1%
P& R {E Y 20 pps:

TL-SL3226P-Combo(config)# ip dhcp snooping global global-rate 30 dec-

threshold 20 dec-rate 20

8.5 ip dhcp snooping information option

Z 4 F 175 DHCP Snooping [f] Option 82 Thg, ‘e[ no fiy4 H T 51 Option 82 Thfk.
we
ip dhcp snooping information option
no ip dhcp snooping information option
Bk
4 e B
7~
JFJ5 DHCP Snooping ] Option 82 ThfE:

TL-SL3226P-Combo(config)# ip dhcp snooping information option

8.6 ip dhcp snooping information strategy

2 TR BB 1) L2 Option 82 e T K ik ST HC B AL B SN, &1 no & HI TS 3K
LI

we
ip dhcp snooping information strategy { keep | replace | drop }
no ip dhcp snooping information strategy
28
keep —— TREFIZIRSCH Option 82 JEWUANAHFATH K BRINIEII
replace ——F% R AL & (13 78 A X JH 78 Option 82 1ET, FF& #4156 1) Option 82
METRUHEAT #E A
drop — EF R
B
2R E A
7~

FFR USRI IS KR SCH) Option 82 AT & #ON I H E L HIIETRN 2, AT H A

TL-SL3226P-Combo(config)# ip dhcp snooping information strategy replace
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8.7 ip dhcp snooping information remote-id

Z a4 F TR & Option 82 ff) Remote ID TATI N % . no T4 T E BRAME
W
ip dhcp snooping information remote-id string

no ip dhcp snooping information remote-id

ZH

string —— FH/ E € XECE Y Remote ID TN & . KRN 1-32 N7,
B

4 R B AR
/i

fic & Option 82 [¥] Remote ID &I A tplink:

TL-SL3226P-Combo(config)# ip dhcp snooping information remote-id tplink
8.8 ip dhcp snooping information circuit-id

Zan4 H T & Option 82 ) Circuit ID FiEIA 2. no 4 A TR E BRIAME.

ip dhcp snooping information circuit-id string

no ip dhcp snooping information circuit-id

S8

string —— F /7 [ € XL E ) Circuit ID TiET N 2. KEN 1-32 M.
B

4 JR e B AR
B

fic & Option 82 ff Circuit ID TiEIH A tplink:

TL-SL3226P-Combo(config)# ip dhcp snooping information circuit-id tplink

8.9 ip dhcp snooping trust
i % TG B i LU B 1, R R4 I LA Be ek B DHCP ik9s &m fvH 8, B/ no
A T U 4 A5 o
W
ip dhcp snooping trust

no ip dhcp snooping trust
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L S:e
¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

i

Je A Bt L 11 2 D334 3w 1 -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping trust

8.10 ip dhcp snooping mac-verify
2 T A M F ) MAC SG1EDhRE, B no fir M 45 MAC 4&iE. DHCP i & Ha M4
BRAFAE 25 P i) MAC Hiuhik, MAC BGAIETh BB S i P AN 7 BodbAT L, ISR [, JURKE v 2 &%
w4

ip dhcp snooping mac-verify

no ip dhcp snooping mac-verify
B

O/ & # R Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

5
J& F G 1 2 1) MAC B0 UEThRE
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping mac-verify

8.11 ip dhcp snooping limit rate
% fir % F G B i AR, IR AR () DHCP s ke 258, B/ no ar % TRE
NN
W
ip dhcp snooping limit rate value

no ip dhcp snooping limit rate

value

Ui VAR EEH], AR 0. 5. 10, 15. 20. 25. 30, Hifii pps (packet
per second). ERIME N 0, RRZEH.
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L S:e
¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

i

Fe o 2 BRI % 20pps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping limit rate 20

8.12 ip dhcp snooping decline

2 8 M H ) decline T Dhe, BRI no ir4 I T-25 1 decline fitWr .
(iiSq
ip dhcp snooping decline

no ip dhcp snooping decline

R
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

A~

J& 3 1 2 1) decline il ThiE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip dhcp snooping decline

8.13 show ip source binding

Zar A T 875 IP-MAC-VID-PORT MU G40 5E % .

e

show ip source binding
B

AU R BT TG B
bl

7R IP-MAC-VID-PORT VU 455 3 :

TL-SL3226P-Combo(config)# show ip source binding
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8.14 show ip dhcp snooping

Z 4 F T &% DHCP Snooping 4RSS &

Lie

show ip dhcp snooping
B

FEBUE A AT A C B AR 2
A~

7% DHCP Snooping 4 H7IRAE R

TL-SL3226P-Combo(config)# show ip dhcp snooping

8.15 show ip dhcp snooping information

Z 4 F T &7~ DHCP Snooping ff] Option 82 &I & .

we

show ip dhcp snooping information
L S:H

B AT A e B AR X
bl

{7~ DHCP Snooping ] Option 82 i& I & :

TL-SL3226P-Combo# show ip dhcp snooping information

8.16 show ip dhcp snooping interface

%4 T 5.7~ DHCP Snooping 3 H it B 15 4 .

Lile
show ip dhcp snooping interface [ fastEthernet port ] [ gigabitEthernet port ]
2%
port —— SZHH L 1, SR I B BT i TR ELAE B
B
REAUAR 2 P A TG BB =X
bl

3278 AT ¥ 1) DHCP Snooping Bt B 15 B

TL-SL3226P-Combo# show ip dhcp snooping interface
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5 ARP 1000 T B AT LA X 534 WX oy 0 P R 5% 0 s A e TR N B0 2% ARP SR HEAT BRI, A8 Rdm i)
Jer sk A i) ARP 3K

9.1 ip arp inspection(global)

Zn 2 HT2RITE ARP By, ‘B no fr &M T4 ARP B Lifg.

Lie
ip arp inspection
no ip arp inspection
(SN
4R e B
7~
2RI ARP B

TL-SL3226P-Combo(config)# ip arp inspection

9.2 ip arp inspection (interface)

Zan 2 T IF a5 ) ARP B4R Zhag, ©1 no a2 H T4 H ARP BiHIfe.
we

ip arp inspection

no ip arp inspection
L S:e

O & B 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

B
JFIR ¥ I 2-6 1) ARP B4 D) g :
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL3226P-Combo(config-if-range)# ip arp inspection

9.3 ip arp inspection trust

Zmr A HTHE ARP B9 HEFEm 1, B8 no a M Fis S EFm 5% . EBem . B i
PLA LAG ity S4eik ui 1 2 B E & O~ S AT H . 783 BT ARP ¥ 3sThae 2 af, MNAGHELE ARP 1T
Ui 1, PSS 1w A
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e

B

P

ip arp inspection trust

no ip arp inspection trust

B O e B #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Bt & i 1 2 9 ARP B4 045 AT 3y 1 «
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# ip arp inspection trust

9.4 ip arp inspection limit-rate

Zdn A T B i L ARP B, B no iy H TRE BRI HE A

Pl

ip arp inspection limit-rate value

no ip arp inspection limit-rate

value —— HHH A, BUEIEHE 10-100, 47 pps (packet/second). ERIME A 15,

O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

#1151 ARP I H R 15 B Y 50pps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# ip arp inspection limit-rate 50

9.5 ip arp inspection recover

a2 R AT ARP LSRR K3 K E N ARP H AR

we

B

ip arp inspection recover

O B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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N
K 1 5 K2 N ARP % ROIRES :
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# ip arp inspection recover

9.6 show ip arp inspection

Zr S T 58 ARP P2 mic E, 64 5 FPRES IS (i H 513K .
Lie
show ip arp inspection
(SN
B AT A e B AR X
7~
TR ARP B4 R e & -

TL-SL3226P-Combo(config)# show ip arp inspection

9.7 show ip arp inspection interface

Za A T SR ARP B D ACE S .

Lile
show ip arp inspection interface [ fastEthernet port ] [ gigabitEthernet port ]
2%
port—— AZ LI 5, SRAE I R BT i RIS EAE S
B
REAUAR 2 P A7 TG BB =X
i

TR BT G 1 ARP B4 B 45 B

TL-SL3226P-Combo(config)# show ip arp inspection interface

R 2 IR

TL-SL3226P-Combo(config)# show ip arp inspection interface fastEthernet 1/0/2

9.8 show ip arp inspection statistics

Zan A H T R ARP RO T

we
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show ip arp inspection statistics

B

RERUS R AT A TiC B A5
N/

78 ARP R LG

TL-SL3226P-Combo(config)# show ip arp inspection statistics

9.9 clear ip arp inspection statistics

Zdn 2 T X ARP ARER G AT %

e

clear ip arp inspection statistics
e

R BB AN i A e LA X
7~

X ARP JEEAR LG AT % -

TL-SL3226P-Combo(config)# clear ip arp inspection statistics
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B10E IP FERP <

IPYERIT 7 3 T IP-MACH € 2% H I JEIPEE &, R A7 2 IP-MACHRE MU I8 1 SO RER AL EE
AT AT AR R s A

10.1 ip verify source

2t F T HC B e I A 1P JRBT. E) no ar & TS B Th e

W
ip verify source { sip | sip+mac }
no ip verify source
¥
sip UG HYER 1P kAT S 4 DU o0 5E (5 B a1 .
sip+mac HANFRYE 1P Huhl . Y5 MAC Huhik s O 35554 D o408 (5 B BUE AL,
%2
O/ & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Ja F ¥ 1 5-10 (1 1P YEREF ThREM . FC & B3R KO AR YR 1P Hukik, J5 MAC Huhk Al
55 15 UUAD IP-MAC 4552 3000 (8 4 0, «

TL-SL3226P-Combo(config)#interface range fastEthernet 1/0/5-10

TL-SL3226P-Combo(config-if-range)#ip verify source sip+mac

10.2 show ip verify source

Zar A FHULEOR IP IR R E SR

e

show ip verify source
SN

R B A AT A e B AR 2
bl

BN IP B ECE S R

TL-SL3226P-Combo(config)#show ip verify source
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#1122 DoS Bitrind

DOS Tt &1 ¥ 4% P et 5 st W AR T 1) F AR AR B KBRS 13K, BRI AE A TR
H1 DoS Bi#rThBe G, S HATLN USR] IR R4t L 1S 8 - BOEAT T, IR0 IR e B L4
Hi, AR g 1 LE 3 18 4T
11.1 ip dos-prevent

%A T4 55 FH DoS Bt Thés, &8 no w4 H T-28F DoS B thig

W

ip dos-prevent

no ip dos-prevent
(SN

4 e B
7~

42 JR A I DoS Bt Uise

TL-SL3226P-Combo(config)# ip dos-prevent

11.2 ip dos-prevent type

Zdn A TR DoS Malifid KA, &) no fiv & M A HIAH BB 26
e

ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 | blat |
ping-flood | syn-flood }
no ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 |

blat | ping-flood | syn-flood }

land —— Land Zit5.

scan-synfin —— Scan SYNFIN X,

Xma-scan —— Xma Scan %

null-scan —— NULL Scan X7 .

port-less-1024 —— i 1 /NF 1024 1) SYN R 3.
blat — Blat it .

ping-flood —— Ping flooding Xt -

syn-flood —— SYN/SYN-ACK flooding it -
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B
&R B
1
i P Land Jcati i o g

TL-SL3226P-Combo(config)# ip dos-prevent type land

11.3 show ip dos-prevent

i 4B TR DoS Weibii 4 BB, GHRARA, BHbison., Wi,
e

show ip dos-prevent

L S:H
AU AT T A TG A G

B
o7 DoS Bk B 4 Rl BLAS B

TL-SL3226P-Combo(config)# show ip dos-prevent
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#5123 |EEE 802.1X Bt B4ré

IEEE 802.1X &4 JRsk W i+ N USRHHAIED BE,  FFARYEAUESS RS 34230 1 I ABUIR A HEAT 12 1,
B AR DA R PN AAIE T 2 4 077 THI A ) 72

12.1 dotlx system-auth-control

Za A H T4 /7T IEEE 802.1X Thég, B no fr 4 T25F IEEE 802.1X Thfg.
we

dotlx system-auth-control

no dotlx system-auth-control

Bk
R E R

7~
H 5 |IEEE 802.1X Lfjfg:

TL-SL3226P-Combo(config)# dotlx system-auth-control

12.2 dotlx auth-method

Zin A A THCE |IEEE 802.1X HIWAUETTVZE, B/ no dn & H TR EEABLE -
e
dotlx auth-method { pap | eap-md5 }

no dotlx auth-method

ZH
pap | eap-md5 —— AIEJ7 V. &S pap B, FH i S A #AL 2 [H3E1T EAP L, %
HHLK EAP W B AILEIMIEYY Cn RADIUS), &3 FH P AIESS B4 A EIRSS 38
FRYi. 154 eap-md5 B, ZHNLGIEIRSS 8 HIZ1T EAP HML, EAP Miirfgk i3
TEHAE, K BORIIEILE S Z KR (0 RADIUS),  DUE 28 R AT A4 ) I 2% 13 A
WEMRSS 2% . BRIAEDTA eap-md5.

B
LR E

7~

% # IEEE 802.1X IMIEJT M pap:

TL-SL3226P-Combo(config)# dotlx auth-method pap
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12.3 dotlx guest-vian(global)

%4 T4 R Guest VLAN Ihfg, ) no #ird T4 %5 Guest VLAN Tk,

e

B

R~

dotlx guest-vlan vid

no dotlx guest-vlan

vid —— J& A Guest VLAN [#J VLAN ID, HU{E G| 1~4094. Guest VLAN H 1 H il LA
Ui 1) ¥ 52 B T 2% 55 R

4 JRy i B AR

J&i H VLAN 5 & Guest VLAN:

TL-SL3226P-Combo(config)# dotlx guest-vlan 5

12.4 dotlx quiet-period

Zdanr 2 TITR IEEE 802.1X FR LRI BRINAE, B no fir & I TR HliZIhRE -

e

B

Nl

dotlx quiet-period

no dotlx quiet-period

4R i B AR

FF 5 IEEE 802.1X #+ERIhfRE:

TL-SL3226P-Combo(config)# dotlx quiet-period

12.5 dotlx timeout

Zan 2 M T E R BRI B0 i i NN I, B no a4 T R EBUABCE .

we

dotlx timeout { quiet-period time | reauth-period time }

no dotlx timeout { quiet-period | reauth-period }
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B

A~

quiet-period time —— BRI Ko P IERIG S, FE#FERIN (8] 9 AN P A0 32 (7] — FH - 1)
|IEEE 802.1X AiEiE K. HBUEJEH 1~999 (F0), BRIME A 10,

reauth-period time —— %5 7 diigli SIS B 4K, RIZE 3 AL S5 A5 255 i Wi 2 14) B K S5 R T
)0 5 S HALAE BEE I 8] A% o el 2, B R BUETER 1~9 (B,
BRINE R 3.

& JR g B AR

BEEFEN K 12 7

TL-SL3226P-Combo(config)# dotlx timeout quiet-period 12

12.6 dotlx max-reauth-req

i A T B 2 7 i SRR OCE RAGERE, B no fin & T FIRE B E .

we
dotlx max-reauth-req times
no dotlx max-reauth-req
Z2H
times —— AR SCHI RN B R IR S, BUETEHE 1~9 (O, BUMEN 3.
B
2Rl B
B
B N R RIEIREON 5:
TL-SL3226P-Combo(config)# dotlx max-reauth-req 5
12.7 dotlx
24 T IT A b ) IEEE 802.1X #51E, 'E#J no #4145 M3 1/ IEEE 802.1X $514.
W
dotlx
no dotlx
L S:v

B OBt B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
FF R T 1 () IEEE 802.1X ik

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# dotlx

12.8 dotlx guest-vlan(interface)

Zan A H T a5 D Guest VLAN Zhig, ‘B no @4 H T2 D Guest VLAN Ihfg. EFF
Ja U T Guest VLAN ZHAERT, 1A TRAH N L1 #E N3 #1128 54°8 port-based, I dotlx port-
method-

e
dotlx guest-vian
no dotlx guest-vlan
%2
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

FFJE ¥ 1 2 ) Guest VLAN IhE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# dotlx guest-vlan

12.9 dotlx port-control

Zdn A THCE IEEE 802.1X {E45 7€ i H IR A HIA, B no i & HI TR EEIABCE .

dotlx port-control { auto | authorized-force | unauthorized-force }

no dotlx port-control

S
auto | authorized-force | unauthorized-force — #%#i|#:3(, & auto ( H3). authorized-
force (E#|IAIUE) unauthorized-force (BRFIAIANUE) =ANET. HEFE auto B, w1
FEHATINE; % # authorized-force IF, U 1A 75 A E B 7] 35 A) (N 4% 5 ik %
unauthorized-force i, i F7KiZ JoyEE I INIE. BRINEDTA auto.

B

O fd B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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N
BEE IR 1A AL HIE Ay s CIE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# dotlx port-control authorized-force

12.10 dotlx port-method

Z A TECE |EEE 802.1X 1E+E & im N AR NFEHIZERL, B no w2 TR E BRIABCE .

dotlx port-method { mac-based | port-based }

no dotlx port-method

ZH
mac-based | port-based — #%il|Z5%4, A mac-based (J£T- MAC) Al port-based (J&
T Port) BN ETH . 15 mac-based I, %3 HERE R TG tHEHLE FIAIE; #%$ port-
based I, Zu ERERIFEAH P @ ARG, HALH P AR RP AT U5 iR N 4% . BR
INZETA mac-based.

B
# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

A~
BB I H 5 AR RIS N E T Port TAIIE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5
TL-SL3226P-Combo(config-if)# dotlx port-method port-based

12.11 radius

Zan A T E FE RS 2SS H. BRS8N HH IR AL GRS sk, RSS2
A AP RER, SRR 4. FHLLEE S, B TS28068 P FRAE. AR5,
% A RADIUS (Remote Authentication Dial-In User Service, EFENIEHE S P IRS) IRE2L.

we

radius { [auth-pri ip] [auth-sec ip] [auth-port port] [acct-pri ip] [acct-sec ip] [acct-port
port] [auth-key {[ O ] password | 7 encrypted-password } ] [acct-key { [ O ] password |
7 encrypted-password } ]}

no radius { auth-port | auth-key | auth-pri | auth-sec | acct-port | acct-key | acct-pri |

acct-sec }
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SN

A~

auth-pri ip —— FIERS 41 1P Hiutik,
auth-sec ip —— R IERS 21 1P Hiutik.
auth-port port —— AUFARZS B FE AEVGIE RS P30 . HUE S Bl 1~65535, ERIME
1812,
acct-priip —— FE RS AT 1P Hubik,
acct-sec ip —— H/ iR A A 1P Hibik,
acct-port port —— TH2ARSEAR UL 9IRS I e 1. AT 1~65535, ERIME
o 1813.
auth-key { [ 0] password | 7 encrypted-password } —— AL 34, BISZ bl 5k
S5 AR IL I
0: — PP RA, FoREE TR EMABAEATINE W ED, 0 ABIAINERA.
password: AL EHY, M 1~31 MERAAR, ARV R SHTERE, JEEF
FN,&<>\"s
7 —RRINEERDY, FRORTE T R B N EAT IR AR A, SRR A K
5E
encrypted-password: [ 5 B EAT I XS RRIN S 1%, AT DU A A e L AT
B R 1R E
7 1% E 1) password B encrypted-password ¥ LG FR N 25 4% R B s
acct-key { [ 0] password | 7 encrypted-password } —— AL a4, BIAs #ebL 5 AR
S ARt B
0: —FhinERAY, FonH TRFEMNBAFATINE R, 0 NERANEHAL,
password: ZESLEEY], M 1~31 NMERAAEM, ARVFRAR STk, JRkT
FFN,&<>\"s
7 RN, ROREE T R B N EAT IR RN B, A A K

=

JE o

=

=

encrypted-password: [ii] & 4 BE (3E T IR FR 02 B %D, nl DM A A2 AL T
B R3]
7E I B 1) password ¥ encrypted-password K LG R i 4% R 7R

4R ic EAR

WE FINEAR S 2510 1P #uhik A 10.20.1.100, 2559 A% 40 tplink

TL-SL3226P-Combo(config)# radius auth-pri 10.20.1.100 auth-key 0 tplink
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12.12 radius server-account

Zdn 2 TR 2RSS AR T SR Thag, e/ no dr TR SR Thng.

W

radius server-account

no radius server-account
K

4 JR i B AR
zNil

Ja 2R Tl e -

TL-SL3226P-Combo(config)# radius server-account

12.13 show dotlx global

A T 5o~ 801X & Wil BE R,

W

show dotlx global
e

R BB AN i e LA X
B

IR 801X &R EE R

TL-SL3226P-Combo(config)# show dotlx global

12.14 show dotlx interface

A H T 5o 801X i ML BAE E..

e
show dotlx interface [ fastEthernet port ] [ gigabitEthernet port ]
2%
port —— LURMG 5 . SR I B B i I BC EAE B
B
AU ORI BT A TE B
bl

HEoRr 801X i ML EAE B

TL-SL3226P-Combo(config)# show dotlx interface
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SR 1) 802.AX LB E ..

TL-SL3226P-Combo(config)# show dotlx interface fastEthernet 1/0/1

12.15 show radius accounting

Zr A T 5~ RADIUS i RG2S i B S B

Lie

show radius accounting
B

FEBU A AT E B AR 2
i

78 RADIUS 1138 RS AL B A5 S

TL-SL3226P-Combo(config)# show radius accounting

12.16 show radius authentication

Zar 4 T 578 RADIUS WEIRS SR EAE B

e

show radius authentication
B

R B AT A e AR X
bl

78 RADIUS AIFAR S 23 B (5 5 -

TL-SL3226P-Combo(config)# show radius authentication
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F13E RGAHIEEWS

F G0 H EAG B HARIE EASATIAT 208, OV IR B IS AT IR NS I i & i s it 52
o

13.1 logging buffer

Zar 2l TR E RS H EZ X EBMASERARE, B no L HTRARGHEZMX D)
Ao PRAAAEARBIS ARG HEEENAMHE, A HEAEPA 5 Ry PR 2 A
RIS HEZ XA H S HEZMN X T R AF RS H S — RN X, 2 XA
5 AJE show logging buffer Ar&&F, (EWTHEAFXEEEHEER. K HKEEH
LG X IR S

W
logging buffer level
no logging buffer

28
level — J"E 4], 3308 0~7 \AER, FoMER/N, BERREME. R gl
INF BT B BRAER A S . BIMER 6, %% 0~6 LAERINH &
FREESRAAR HEZ X

B
4 JRy e B AR X

5

JA FH H B G2 Xt B ™ 400 05 5

TL-SL3226P-Combo(config)# logging buffer 5

13.2 logging file flash

Zanr A THE RS H SRR, €/ no fr @M TR RS HE . HESF Flash
BI—Hfr X8, HESCHRIE B i@t show logging flash fy 4 BE, 18 L E 5 JH X L5 5
AeER

we
logging file flash
no logging file flash
B
4 R B
R~
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JA &G H &S D Rg

TL-SL3226P-Combo(config)# logging file flash

13.3 logging file flash frequency

i T EAE HEZ M X P i R 40 H S SR 2 flash BI5E, ‘€1 no & H T IR EBIME.
W
logging file flash frequency { periodic periodic | immediate }

no logging file flash frequency

2
periodic FAC R, BUETSE 1~48 (B, ZRIMER 24.
immediate —— {EZ X AP RGHE SR LZIFE R flash o SRR & PG
flash (OfE I A5 i, DRIEANHERE (6
B
4 JRy i B AR
R~

BB AP N 10 /Nt

TL-SL3226P-Combo(config)# logging file flash frequency periodic10

13.4 logging file flash level

Zar S HTRCE R4 H B 0E BRMAESR, €8 no fr S TIKEERIME.
e
logging file flash level level

no logging file flash level

2%
level —— EI, Lo 0~7 )\ JOERVD, RERREGEGE . N Se 4]
NFEEETIZAE R HEAE SR BN H S BRMEN 2, Ron etk 0~2 (1 H
EfE BORER H B

B
4 JR e B AR

A~
BB H A E RN 7

TL-SL3226P-Combo(config)# logging file flash level 7
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13.5 clear logging

Zam S T 2T H B X e H B IE R .
Lie
clear logging [ buffer | flash ]
2
buffer | flash — ZES K% 5 H, 4 buffer (HEZHX) Al flash (HESXH) H
AR, SRR I RO 1S RIS 2
B
4 e B A
i

FHERATH SN X PR RGHEE L

TL-SL3226P-Combo(config)# clear logging buffer

13.6 logging host index

Zan S HTHE SRS, © EI’J no fir & M FE A E HEMS S ERE S HERSEH T
WAL HHRIER RGHEH L, E% RS54 AT LA A AZ LA AC L1 DA AT RS AT
R

we
logging host index idx host-ip level
no logging host index idx
2%
idx — HEMRFSSRITFS, BUEER 1~4.
host-ip —— HEMRE#1 1Ptk .
level — J"H 40, 3308 0~7 \AEY, FoME/N, RSN, R avrdol
N EEE TR HEE R ROERIZMR S5 BUMEN 6, Ko R4y 0~6 HIH &
5 R RIEENZ RS54 -
SN
4 e B A 2
A~

B HERS# 2, 8B IZIRS 20 1P Hihk Ny 192.168.0.148, @& 25K 5:

TL-SL3226P-Combo(config)# logging host index 2 192.168.0.148 5
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13.7 show logging local-config

Zin T SRt HE (B HEZM XA HEXH) WBCERE .

Lie

show logging local-config
B

FEBUE A AT A C B AR 2
A~

BRAMHERERE R

TL-SL3226P-Combo(config)# show logging local-config

13.8 show logging loghost

Zar T B H SRS SR EEE .

W
show logging loghost [index]
28
index — ZE/RICEE B A H SRS 5, SUE N Bonirf H SRS AR EEE .
L S:e
REAUAR 2R P A7 TG BB X
B

BoR HEMRS A 2 MRCESE B

TL-SL3226P-Combo(config)# show logging loghost 2

13.9 show logging buffer

Zan S T ERHEZM X HEER, ATRGE ™ HI AT B oR

W
show logging buffer [level level]

S8
level — F=HGn] (0~7), HERFHDTEHETZEMHEGEER, ke ERHE
Gerh X T H 3B 45 B

B

R AU ORI A P A 5
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A~
B H S G X Z0n 0y 0-5 1 H G5 B

TL-SL3226P-Combo(config)# show logging buffer level 5

13.10 show logging flash

Zan 2 Ros HESCH P A EE R, R ™ B4 3T I EoR .

-~

Lie
show logging flash [level level]
2
level — J*#H )] (0~7), RERFOV/NTEEETZEMHEER, SEERHE
AR HEE R
(SN
FEBUB AT A C B AR
i

o H A0 0~3 ITH E(E R

TL-SL3226P-Combo(config)# show logging flash level 3
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$14% SSH BB md

SSH (Security Shel) R INEFAEDNRE, 7 PCAZRE SRS IRt 22 210, DREEEER
%4

14.1 ip ssh server

Zar % H T A SSH Ik Di6E, E 1 no fir e FH 25 SSH I35 4 Lhfe -
W
ip ssh server

no ip ssh server

Bk
A R A

R~
J I SSH IR 5543 DI fg -

TL-SL3226P-Combo(config)# ip ssh server

14.2 ip ssh version

Zin % M T A SSH MIhisticA, B/ no fir& H 125 SSH i il4s.

we
ip ssh version {v1|v2}
no ip ssh version {vl|v2}
2%
vl | v2 — ZE M SSH Wl iAs, 40 mi%f R SSH vl Al SSH v2.
B
)R e B AR
R~
JE H SSH v2:

TL-SL3226P-Combo(config)# ip ssh version v2

14.3 ip ssh algorithm

Zn % HTHCE SSH DRI 5%, B no fird Fl T 25 Rl i e .
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e

B

R~

14.4

ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

no ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

{ AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC | 3DES-
CBC | HMAC-SHA1 | HMAC-MDS5 } faE M SSH Hik.

4Ry fic B AR

85 SSH K575 N AES128-CBC:

TL-SL3226P-Combo(config)# ip ssh algorithm AES128-CBC

ip ssh timeout

Zan 2 H T3 E SSH MFFERIT K, B no 2 M T IKEBOARCHE -

B

Nl

14.5

ip ssh timeout value

no ip ssh timeout

value — FRERIS K, ULt & P oA A s ERE, &S . BACARE, HBL
fEEHE 1~120, BRiAMEN 120,

)R e B AR

fic & SSH i# BRI KA 100 -

TL-SL3226P-Combo(config)# ip ssh timeout 100

ip ssh max-client

Zar A THCE SSH M &AL B no ar T TIREBOARCE

e

ip ssh max-client number

no ip ssh max-client
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¥

number —— SSH i RIEREE, BUETEH 1~5, BRMEN 5.
S

A JRC B AR
N/

o SSH i KIERAUY 3:

TL-SL3226P-Combo(config)# ip ssh max-client 3

14.6 ip ssh download

Zan S T TFTP J7:U% A SSH %8130t

w4
ip ssh download { vl | v2 } key-file ip-address ip-addr
ZH
vl | v2 — EFEF AR HEA, vl £/R SSH-1, v2 £ SSH-2.
key-file —— EFFE P NI LHR, FHIN 1~25 DMFERF. SNRSCAFL A0 % 5
K4 256~3072 LLARK SSH A4
ip-addr —— TFTP 454511 IP Hudik. SZF IPv4 k. 5140 1Pv4 il 192.168.0.10.
B
A R B A
A~

T 1P ity 192.168.0.148 1) TFTP k45 #%5 A 4 4 ssh-key (1) SSH-1 &8 3 1
TL-SL3226P-Combo(config)# ip ssh download v1 ssh-key ip-address

192.168.0.148

14.7 show ip ssh

iZ A T 5or SSH 4/l BE B
i

—

show ip ssh

B
RERUER T A AL A
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A~
7R SSH )RR B B.-

TL-SL3226P-Combo(config)# show ip ssh
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$15% bR E m4
HbhkTC B i 22 4 1 B AN R R HOR g S N 4% 22 4, S S .

15.1 mac address-table static

Zdn 2 M T INE S H, R no dr & F T IMERX Rk H o S sbhk i P T ARl g
ANEZZ AL 1) A BR 1l 65T WA 48 P SRR ] ) S8 PR R, 8 FH i At k2 5 T AR i 22 4L
DS & & S P RS Sl TR 3/ = 8

we
mac address-table static mac-addr vid vid interface { fastEthernet port |
gigabitEthernet port }
no mac address-table static { mac-addr | vid vid | mac mac-addr vid vid | interface
{ fastEthernet port | gigabitEthernet port } }
2%
mac-addr —— ZLA Nk 2% B 1) MAC Hidik.
vid — b3k 2% H A& ¥ VLAN ID, HUEVE Fl 1~4094.
port —— kit 5% B %R 1) 1
L S:v
S| W=r 5N
5

ININERSHNES H, %% B MAC Hihik 00:02:58:4f:6¢:23. VLANL flii 1 1 455
TL-SL3226P-Combo(config)# mac address-table static 00:02:58:4f:6c¢:23 vid 1

interface fastEthernet 1/0/1

15.2 mac address-table aging-time

%2 T Bl Sk 2L E, B no i &l TR E BN E -

Lilce
mac address-table aging-time aging-time
no mac address-table aging-time
2%
aging-time —— ZLUCE bk Z AL [H], BUEVEEDY 0 2 10~630 (#0), N O I RIxA
B H Bz DR . BRIMEDY 300.
B
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4Ry e B AR
P
BCE HhEZ LI ]y 500 75

TL-SL3226P-Combo(config)# mac address-table aging-time 500

15.3 mac address-table filtering

Zdn 2 M T sk 2% B, B0 no dr TR % H ol i B gk, SRS LT
AR R B WOEAT I e . gk A 2 AL, Rﬁé?ﬂlﬁﬁ@ﬂﬁﬁﬂﬁ B

we
mac address-table filtering mac-addr vid vid

no mac address-table filtering {[ mac-addr ] [ vid vid ]}

SR

mac-addr —— ZLA Nk 2% B 1) MAC Hidik.

vid —— ik 2% H &% VLAN ID, HUEVE Fl 1~4094.
%2

4 JRc B AR
7~

Ak e bk 25 H, € VLANL £ MAC #i3ik 00:1e:4b:04:01:5d:

TL-SL3226P-Combo(config)# mac address-table filtering 00:1e:4b:04:01:5d vid 1

15.4 mac address-table max-mac-count

Z 2 H T B 2228, B no fr S H T BRINEC B o S 1122 43 5 PR o 1 AR e K2 =)
MAC % H, KBiya MAC Huhik Boeh Fis il LT 2SI . s 13 Ao 1 22 2 ThRg, K H 3%
2?@?)\&%5‘] MAC Hikik, 42% > HhEH0E B i KB 1R22 2] o S, MAC b A 27 o7 1 i 2%
WA WG AN REFLIE L 1Z 00 D N ZS, PREZE A

we
mac address-table max-mac-count { [max-number num] [mode { dynamic | static |
permanent } ] [ status { disable | enable } ]}
no mac address-table max-mac-count
28
num i B¢ 2 ] ASE 2T ) MAC % H . BUE TSR 0~64, SN N 64.
mode s b2 2820, A dynamic (3h745). static (#4) Fl permanent (7

A ZANEDT. % HF dynamic I, MAC $idikay 21 32 2 A I TR IR 1, EAui T 5, By
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B

P

15.5

0 MAC HuhE K IBR; 1% static ), MAC Huhk % SIASZ 2 T PR 1, H AE
AT MR, (AAZHLE S )G 5 ) B % H RIS 7 4% permanent i, MAC Hiik % >
A2 TR PR, Ree T AT mER, CHALES F7 I 20 % BIRFFAZR . 6
i >4 dynamic.

status —— &5 /3 Al 022 Thag, BRIANZEA (disable).

¥ O & # 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

JA G 1 e TRg, HFBE S IR AV, &K MAC HiLht30 30:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)}# mac address-table max-mac-count max-number

30 mode static status enable

show mac address-table

Zin % M T otk HAE R .

B

Pl

show mac address-table { dynamic | static | drop | all }

dynamic | static | drop | all —— ZE & Rk,

REBURE R FITA iC B 5

S NFIEER: bR JERENSE

TL-SL3226P-Combo(config)# show mac address-table all

15.6 show mac address-table aging-time

% T Bos ik AL [A].

we

B

R~

show mac address-table aging-time

R AU ORI A P A 5
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BRI Z A I TR

TL-SL3226P-Combo(config)# show mac address-table aging-time

15.7 show mac address-table max-mac-count interface

iz 4 ot L 2 i e, Bl R R 2] MAC HUBERORT =7 S R

—

show mac address-table max-mac-count interface { fastEthernet [port] |

gigabitEthernet [port] }

28

port —— F R 7N B SRS, SAE I BRI b R 2 e B
B

A U BT A G A
7~

BRI EREE R
TL-SL3226P-Combo(config)# show mac address-table max-mac-count interface

fastEthernet 1/0/1

15.8 show mac address-table interface

i F T 2o i R E S

—

e

show mac address-table interface { fastEthernet port | gigabitEthernet port }
2%

port —— R UL B AF B A LS, SRE I B A I R B AR R
B

R B AT A e AR X
A~

o 1 kL E AR R
TL-SL3226P-Combo(config)# show mac address-table interface fastEthernet

1/0/1

15.9 show mac address-table count
i 4 TS ok 3 S50
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e

show mac address-table count
B

FEBUE A AT A C B AR 2
~ il

SRR HBHE R S

TL-SL3226P-Combo(config)# show mac address-table count

15.10 show mac address-table address

Zin 2 H T St MAC HUiERI(E & .

W
show mac address-table address mac-addr
2%
mac-addr &2 MAC Hbtik.
(SN
BB AN I A e B A 2
7~

SR Hlik > 00:00:00:00:23:00 (12 E.:

TL-SL3226P-Combo(config)# show mac address-table address 00:00:00:00:23:00

15.11 show mac address-table vlan

Zr AT B8 E VLAN [ MAC HitFiR & .

W
show mac address-table vlan vid
2%
vid R VLAN ID.
L S2e
AU ORI BT TE B
bl

78 VLANL (i hEfRe B A S

TL-SL3226P-Combo(config)# show mac address-table vlan 1
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F16E RERLEMS

AGRERKEE RSGER . 1P IESE, I BT DX BT E R . B0, FHRRG 4
i (o

16.1 system-time manual

i T P B AL RS E]

Lie
system-time manual time
2%
time — TN BE I RGNS [E], #5300 MMIDDIYYYY-HH:MM:SS
e
4 R le E AR
7~

BB AL R GiR (8] 4 03/20/2013 17:30:35:

TL-SL3226P-Combo(config)# system-time manual 03/20/2013-17:30:35

16.2 system-time ntp

% T BB HAN ML+ NTP k55 5 EIRE UTC I 1A,

we
system-time ntp { time-zone} {ntp-server} {backup-ntp-serverKfetching-rate }
Z2H
time-zone —— EFAZ WML RIS X o DUIE B XN, UTCH ] 4% 20
UTC+02:00. Hfei il 2UTC-12:00¥|UTC+13:00.
ntp-server —— ¥ & & NTP R 554511 1P Hhuhik.
backup-ntp-server ——ix B ik NTP k55451 1P Hidik.
fetching-rate —— BB M NTP JIR 55 253K EU 8] (RIA%
B

4 JR e B AR
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A~

BB ARG R T N NTP, B [X A UTC-12:00, ik NTP k4% IP Hitkh
133.100.9.2, £k NTP RZ52511 IP sk A 139.78.100.163, FREUIE Ny 11 /N

TL-SL3226P-Combo(config)#  system-time  ntp UTC-12:00 133.100.9.2

139.79.100.163 11

16.3 system-time dst predefined

A T IIE SO AR AR AN E, ACE rEA M .

[
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
ZH
USA | Australia | Europe | New-Zealand —— R &30, B PUANATIE(E, 435 AUSA,
Australia, Europe, New-Zealand, Zki\ NEurope.
PUAEAR R A IR 1 X ) R
USA: =HHE AN HM2: 00am~ +—HHE A HM2: 00am
Australia: +H A H2: 00am ~ PYH %4 H3: 00am
Europe: =H&Ji— 1 H1: 00am ~ +H&J5—4 ) H1: 00am
New-Zealand: JLA &5 —A A H2: 00am ~ PUH%—/E H3: 00am
B
AR E R
i

BB BN E A IR 1R (8]0 Europe Arifk:

TL-SL3226P-Combo(config)# system-time dst predefined Europe

16.4 system-time dst date

wn 2 T i B RIE A0, JT s FII 6 BROA N STy o B AL X [a L AU — 4,
SR E

W
system-time dst date {smonth} {sday} {stime} {emonth} {eday} {etime} [offset]

S8
smonth —— JT#4H, B F: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec.
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B

R~

sday —— FFaaH, BUEVER 1~31, & H REARME, HRIELhrE RS
stime —— JFEEZ], 2 8: hh:mm.

emonth —— %5 H, HUE#F: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec.

eday — %R H, BUETEHE 1~31, % H RKEARMIE, ERELPRENIES.
etime —— 25K ZI, 3 N: hhimm.

offset —— WikZH, HEAMWEIAEEA/, BUEVEHDY 1-1440. RN 60 708

%Ry ic B AR

BWEAHE LR LR HA 4 H 1 H O A3 10 H 1 H 0 55, B AW [a] %

K/ 30 734

TL-SL3226P-Combo(config)# system-time dst date Apr 1 00:00 Oct 1 00:00 30

16.5 system-time dst recurring

Zar S TR E AN E LB E. TS FE R E.

e

system-time dst recurring {sweek} {sday} {smonth} {stime} {eweek} {eday} {emonth}

{etime} [offset]

sweek —— FF4AfE, HBUELIR: first, second, third, fourth, last

sday — JF#hH, BUELIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

smonth —— JF4EH, BUEWR: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec

stime —— JFFUEIZI, #%X8: hh:mm

eweek —— Z5HFE, HUEWF: first, second, third, fourth, last

eday — 4% H, BUEWIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

emonth — Z59 A, BUEWI K. Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec

etime —— Z5WNZ, #:h: hhimm

offset —— AESH, HAMKRMEE AN, HUETEEDY 1-1440. ERILH 60 734
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B
4Ry i AR

~ il
B AU W S IR TR By 5 H 15— 2WIK 2:00am 2] 10 A2
HIK 2:00am, =AW E]EEE RN 45 735

TL-SL3226P-Combo(config)# system-time dst recurring first Sun May 02:00 last

Sun Oct 02:00 45

16.6 hostname

Zn TR ERELIR, R no e HTRKEBIARE.

e
hostname hostname
no hostname
2
hostname — W& X FR, 1~32 MF4F, BRILA TL-SL3226P-Combo.
e
S| W=r 5
5

BB WS AN TP-LINK:

TL-SL3226P-Combo(config)# hostname TP-LINK

16.7 location

e T B EREME, B no T RKEBIALE.

[

location location

no location
ZH

location — ¥ &A1 B, 1~32 745, Bl SHENZHEN.
B

4 JR e B AR
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i
WE &N B N GUANGZHOU:

TL-SL3226P-Combo(config)# location GUANGZHOU

16.8 contact-info

Zin TR EKARTTE, Efno T REBIARE.

W
contact-info contact_info
no contact-info
2%
contact_info —— BER 7L, 1~32 NFAF, BRUCH www.tp-link.com.cn.
%2
4 JRyic B AR
7~

W B B & 71N www.tp-link.com:

TL-SL3226P-Combo(config)# contact-info www.tp-link.com

16.9 ip management-vian

Za A H TR E LN VLAN, HAEZREE VLAN B TS AL A T LLUEE Web.
telnet. SSL 8% SSH 2577 AREHZHM . BRIAEH VLAN N VLANL,

Lile
ip management-vlan {vlan-id}
2%
vian-id — Fo B HALAE HE VLAN, JUETEH 1~4004.
B
4 e B A 2
A~

4 VLANA W B AL # VLAN:

TL-SL3226P-Combo(config)# ip management-vian 4
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16.10 ip address

ZmAHTRERAN IP bk, FRFELABIAMK, S no A HTIKERIANBE. BIAER
T&% IP #ihi- oy 192.168.0.1, MRS N 255.255.255.0, MK NT ., HEEH IP Lai7ESH
VLAN f)$z AR 3047

[
ip address {ip-addr} {ip-mask} [gateway]
no ip address
ZH
ip-addr R4 P ik,
ip-mask — TR,
gateway RAM K,
LS
OB R (interface vian)
7~

B RGN IP Huhl B N 192.168.0.69, F I E A 255.255.255.0 (A2 AL & F
VLAN # VLANL):

TL-SL3226P-Combo(config)# interface vian 1

TL-SL3226P-Combo(config-if)# ip address 192.168.0.69 255.255.255.0

16.11 ip address-alloc dhcp

%4 AT 5 H DHCP Client Ijfg, @it DHCP Client 75 X3KEL IP #uhil-. f5 F DHCP Client Iifig

WZITEREFE VLAN [ B N AT
[

ip address-alloc dhcp
L S:v

OB E A (interface vian)
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7~
JFiE 241 DHCP Client g (ZZHAHLHE L VLAN 4 VLAND):
TL-SL3226P-Combo(config)# interface vlan 1

TL-SL3226P-Combo(config-if)# ip address-alloc dhcp

16.12 ip address-alloc bootp

Zmr AT B BOOTP #rY, iEid BOOTP BpMZREL 1P Huht. )5 BOOTP ps 4 & Bl
VLAN f)$E AR 31T .

we
ip address-alloc bootp
B
O ER (interface vian)
N/
J& Hl BOOTP #0 (ZZHALHIE HE VLAN J9 VLAND):
TL-SL3226P-Combo(config)# interface vian 1
TL-SL3226P-Combo(config-if)# ip address-alloc bootp
16.13 reset

An M T AEA AL AL, R AG, SCMALAC B R B | BRVCIRAS I il B e s
FAUN

W

reset
B

R B
7~

XA HMUFEAT BAF R AL :

TL-SL3226P-Combo# reset

16.14 reboot

wan 2 T HE RN EERIE, EEEAZORM B R, DU
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e
reboot
K
B
zNil
ERIVEEIRE YR

TL-SL3226P-Combo# reboot

16.15 copy running-config startup-config

et 4 T (R4 200

we

copy running-config startup-config
%2

B
7~

TRAF 1T P U C & -

TL-SL3226P-Combo# copy running-config startup-config

16.16 copy startup-config tftp

Zar A AT EE TRTP 77 03 & S A

Lile
copy startup-config tftp ip-address ip-addr filename name
2%
ip-addr —— TFTP 4545 IP Hudik. SZ3F IPv4 tihik. 540 1IPv4 ik 192.168.0.10.
name T8 E T HBEC E A
L S2e
R
bl

JEIT 1P Mkt A 192.168.0.148 1) TFTP k452 S HEC & SO, oK S A HC & SO 44
“A config.cfg:

TL-SL3226P-Combo# copy startup-config tftp ip-address 192.168.0.148 filename

config
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16.17 copy tftp startup-config

N

e

2

B

R~

PANPA
i

M TFTP J5 sU AN E AT

copy tftp startuup-config ip-address ip-addr filename name

ip-addr —— TFTP RS540 IP sk, S IPv4 bk, 140 IPv4 Huhk 192.168.0.10.
name — S5 NFIHCE X4 .

FBUR

L P ity 192.168.0.148 1) TFTP k%5 4% 5 A 4 K config.cfg MIMC & SO
TL-SL3226P-Combo# copy tftp startup-config ip-address 192.168.0.148 filename

config

16.18 firmware upgrade

—

Za 4 M T TFTP 7 A% &R G

we
firmware upgrade ip-address ip-addr filename name

28
ip-addr —— TFTP 4545 IP Hudik. SZ3F IPv4 tihik. 540 1IPv4 ik 192.168.0.10.
name 189E RGN

L S:e
R B

5
i IP Mk 192.168.0.148 [ TFTP IR 3545 T+ R G0 3CA, R 5030144 8 firmware. bin:
TL-SL3226P-Combo# firmware upgrade ip-address 192.168.0.148 filename
firmware.bin

16.19 ping

2 F TSI A S35 — W 48 745 i 2 T PR B 7 33

we

ping ip_addr [-n count] [ -l count][-i count ]
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¥

ip_addr —— ZRIN ) B AR S 1P bk

count (-n) —— JIEIRSCHIEL, BTG 1~10, BRUMEN 4.

count (-) — KRIEMICHIKSE, HUEVEH 1~1500 CFF5), BRAMEN 64.

count (-i) —— AIXARICI 8] (] R, HU{EYEE 100~1000 (Z+0), BRIMEN 1000.
B

FA PR AR AU 2
i

KAz Hyl 5 IP bk A 192.168.0.131 M4 %4 /& fidil, Hp MR CKE RN
512 77, HOCEERE 1000 Z=ZFP kg —Ik, #Ri%E 8 IKIERAWEIRIR, TR KIN:

TL-SL3226P-Combo# ping 192.168.0.131 —n 8 —| 512

16.20 tracert
1t 2 FH A I IR SC A W L AL 126 3 H 1150 % BT 28 35 1) PO S5 [ 2 e 1

W
tracert ip_addr [ maxHops ]
28
ip_addr ——EAG I 1) H 11541 1P Hidik .
maxHops —— K kg, BUETEE 1~30, BRMEA 4.
B
F PR AR AR 5
B

KAz L5 1P Hihik Ay 192.168.0.131 fM 48 % & TiEE, A4nk 20 B h Gk
R, MR

TL-SL3226P-Combo# tracert 192.168.0.131 20

16.21 show system-time

% RoR SCHAHLIN R GO RS S

show system-time

R AU ORI A P A 5
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A~
BRI R G [R5

TL-SL3226P-Combo# show system-time

16.22 show system-time dst

Lt I T A B S R .

Lie

show system-time dst
B

FEBUB AT A C B AR
7~

BREAIHE R

TL-SL3226P-Combo# show system-time dst

16.23 show system-time ntp

Zdi 2 T o T RGN R ) NTP BCE A B

Lile

show system-time ntp
B

R B AT A e AR X
bl

SBRNTP R EER:

TL-SL3226P-Combo# show system-time ntp

16.24 show system-info

Zan ST BRRGHIA . KRGS RGAE . BARTTE BARA . WA, RGN RIAIZAT
I IA) 545 8

e

show system-info

SN
AU U T A TG B A G
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il
EZE—\‘/ \gﬁ,f%z%\ H

TL-SL3226P-Combo# show system-info

16.25 show running-config

Zdn M T BoR ARG MEE I R AT BRI E R .

Lie
show running-config [ interface { fastEthernet port | gigabitEthernet port } ]
2
port 1858 s T BRI B A 3
L S:H
B AT A e AR X
7~

WIR ARG AR ACE -

TL-SL3226P-Combo# show running-config

16.26 show cable-diagnostics interface

%2 F T s o AT A BRI 5 A5 R . 2RI Th e e A AR 5 S N U I e85 2 5
i LU SRR A B, A LR T RE TT AR Bl H 3 TR 2232 W

W
show cable-diagnostics interface { fastEthernet port | gigabitEthernet port }
28
port T AT ERBUS I F) 3 15
L S:e
R B AT A e AR X
il

Tt 1 3 AT ARG 45 R

TL-SL3226P-Combo# show cable-diagnostics interface fastEthernet 1/0/3

16.27 show process

2 Ros M AT 1) CPU L A A5 DL
we

show process
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B
R BSR4

~ il
LR HHTR% CPU A A5 &

TL-SL3226P-Combo# show process
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F17E DAMAECE mS

DS N L8 WAEP7 S =R N 7 N == 4 1| ) ViR - S W 14 I ol 3 R

17.1 interface fastEthernet

Zin 2 T HEAFE OB A, A IR LUK M AT B

we
interface fastEthernet port
2%
port —— EHCE 1) I8 LUK R .
B
4 R E R
Nl

BEANFL RS E A, X PUKM S 2 FEATRCE -

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

17.2 interface range fastEthernet

A T TREASR BCE A A, 0 24N LUK W AT R P

we
interface range fastEthernet port-list

28
port-list —— ZLFLE 1) H I8 LUK o L 5136 . i 2 (8] 75 2 5 T GE 5075 AR
B RSN — A DA VRS 20K, 0 1/0/1-10 FoRdi i 1 ) 10; A 54 0
HE -SRIt

L S:v
2R B AR

B
fEinterface rangefic B4 T, [Fl—dr &2 AE R 2IFER A o H o (5 EH2 A
EASTH, AR A AE N BT RIS, ANz m A 1 BRI HAT

7~

AN OB, FEE LRSI 1,2,3,6,7,9 A S| — i 4R, S edlFEBHET
fic & -
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TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/1-3,1/0/6-7,1/0/9

17.3 interface gigabitEthernet
ZAr A T HEANSE O Ay K, X 8Tk LUK i L1 HEAT IO

Liss

interface gigabitEthernet port
e

port —— LML E T I8 AR R
LS

G )R ie B
Bl

BEANFE OB E R, X LUK MG 25 TR E -

TL-SL3226P-Combo(config)# interface gigabitEthernet 1/0/25

17.4 interface range gigabitEthernet

i TREASL OB E Ar A, 0 24N LUK R 1 AT R P

we
interface range gigabitEthernet port-list

28
port-list —— ZHCE ) TIE LUK D53 . 3 2 [8] #5 FHIZ 5 0T GESHTE AN RER
2D ESLH— g O DU fF SRR, W 1/0/5-7 Rori 1 5 B 75 542 R A
25T

B
4 JRy e B AR X

YA
f£ interface range ML BN, A2 EHRBIR B Em I Lo (H& 52
FEARSLH, a5 AE — A 1 EPAT R, AN B2 HAt i B AT

il

BEAFE OB, FRGLURM S 25,26 AR — i 4L, e Eq RN #E TR E

TL-SL3226P-Combo(config)# interface range gigabitEthernet 1/0/25-26

17.5 description

A T B LR, 1 no iy A TS 28 AH R 1R A
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e
description string
no description
2H
string Ui RN ZE, AT 1~16 155 .
LS
£ 0O i & B A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
il

N 5 AN FRER Port#s:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# description Port#5

17.6 shutdown

2 T ZEH DOR RS H, B/ no dr4 I B3R F AR R 5

we
shutdown
no shutdown
L S:v
O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
5

KPILLR M 3 H 3:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# shutdown

17.7 flow-control

ZAn A AT A A D R E S, B no a4 H TR A R 5 H B TR . o HRIEens R D Mo
A ik vty AT IE 6, B ok PR T AR AN — 20T 5 35 1 X 4 5

fir

flow-control

no flow-control

SN
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B OB & # X Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

il
FEJE PLK M3 3 i s 42 il -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# flow-control

17.8 media-type

ZanA T % E Combo DA SR, % BAZHHL Combo [T 25 AIXL T AR 202 mi s 45050 F it i
455 E Combo [/ 5Kk AL,

e
media-type { rj45 | sfp }
2%
rj45 | sfp —— Combo IR/ AL,
Bk
O ER (interface gigabitEthernet / interface range gigabitEthernet)
B
Fit B A2 #e#l TL-SL3226P-Combo [¥] Combo [ 25F #Jfi 2541, SFP:
TL-SL3226P-Combo(config)# interface gigabitEthernet 1/0/25
TL-SL3226P-Combo(config-if)# media-type sfp
17.9 duplex
2 T B DAL, E8 no fn - TR EEBRARE .
W
duplex { auto | full | half }
no duplex
S8
auto | full | half g FOCEAREG, 230 o B P AR, 4 RO X AR e R
ANy B R
B
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B OB & # X Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

il
W LUK MG 3 94 W T AR
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3
TL-SL3226P-Combo(config-if)# duplex full
17.10 speed
2 T B I AR, B no i TR E B BCE .
we
speed {10 | 100 | 1000 | auto }
no speed
2%
%, 4%y 10M, 100M. 1000M. [ B,
HRAE I auto.
Bk
O/ & # R Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
5

BB LUK M 3 (LY 100M:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# speed 100

17.11 storm-control broadcast

73 RS R aPA O = a2 N s 1 D T S s BN ST e ERE S U R PR D 4 W M N R S PN e 6L
FE, ‘B no fir & TAEIEXS 2 B HBLA) T ST IEE . Ha UL H A S BUE R K
RN, SHZNEF, LABIIEMZE R R A

e

—

storm-control broadcast [rate rate]

no storm-control broadcast
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2%
rate —— IR EL I BRORWCEEE, IR E A BRI EFE . A0y bps, HUE
JulEl 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m. $#44
i A 128 Kbps.

LS
B O e B #% 30 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

Ja H 5 1) R, R IRE )RR A RIRIE 2y 256Kbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# storm-control broadcast rate 256k

17.12 storm-control multicast

i A T A SR B Ao i 2 L B AL A Bt ATt i, B no i H T 2R 1B 2%
I AR R AT NE . S HN U DU R R S B OGN, 2 AZEFE, UBEX
2RI R A

w4
storm-control multicast [rate rate]
no storm-control multicast
ZH
rate —— HIRE MR BOEE, 88 R KR B 5T . A0y bps, BUE
Ju [ 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m.
B
# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
A~

Je Fam 5 AR e, i B A AR R Bl %y 512Kbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# storm-control multicast 512k

17.13 storm-control unicast

2 T I8 S HAL A RN P 2 ) UL AT I8, B no dr 4 F T-45 X0 k2% |
HPLH) UL BREATIE I8 5l UL A I e i KRN, 2 HBhEFE, BB IEMZE)
FERERI R L
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e

B

Nl

storm-control unicast [rate rate]

no storm-control unicast

rate —— UL G40, BRI UL A dp R BSCH B2, 8 H I 30 20 I e (o g e 5 5 BRAr
N bps, HUEEHE 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m
| 50m.,

¥ O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Ja o H 5 B UL B4, B UL i KEBOE Sy 2Mbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# storm-control unicast 2m

17.14 bandwidth

i 2 FH T HC B DKW 1 PR 58 BRI, &/ no iy F 345 s 1417

B

A~

B 1l o

i

bandwidth {[ingress ingress-rate] [egress egress-rate] }

no bandwidth { all | ingress | egress }

ingress-rate —— PR E A 77 SEFR I, HA Kbps. HUEE Y 1-1000000. #4514 H
Bk 5 TS U S AR T ) 64Kbps FEEEHE MO A58 .
egress-rate —— AL E H M7 SE PR, #4678 Kbps. HBUETERY 1-1000000. #4i4 H
Sk AT S 0 BUE AL ) 64Kbps (BB MM H A 58

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Fic & 3 11 5 BN A %4 IMbps,  H 17 % 10Mbps:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# bandwidth ingress 1024 egress 10240
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17.15 clear counters

Zdn 2 FH BRI K W I SEiHE .

Lie

clear counters
B

4 e B A
~ il

THERITA KM 3 1 e THE B -

TL-SL3226P-Combo(config)# clear counters

17.16 show interface status

2 A F T s UK FBERRIRES -

we
show interface [ fastEthernet port ] [ gigabitEthernet port | status
2%
port —— LR RIERRA B LUK M 3 11, SR I s B A 3 IR -
(SN
REAUAR A P A7 TG BB X
i

SR AT DLK i 1 AR ZEROIRAS <
TL-SL3226P-Combo(config)# show interface status
TR 1 ERRIRAS

TL-SL3226P-Combo(config)# show interface fastEthernet 1/0/1 status

17.17 show interface counters

2 T B LUK I SE 5 B

W
show interface [ fastEthernet port] [ gigabitEthernet port ] counters
28
port —— EERIRGETHE B LUK 3 1, SR I SR BT o S B
L S2e
R B AT A e B AR X
7~
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TR AT N R GETHE R
TL-SL3226P-Combo(config)# show interface counters
ER PR M 3 s S

TL-SL3226P-Combo(config)# show interface fastEthernet 1/0/3 counters

17.18 show interface description

2 T s UK M iR 45 8

e

L S:H

R~

show interface [ fastEthernet port ] [ gigabitEthernet port] description

port —— ERIRNL B AE ST LKW S 1, 5k N Som BrA i 5 .

R ORI BT E B

S NERONT L RERE P EYSE
TL-SL3226P-Combo# show interface description
ORI 2 IR G R

TL-SL3226P-Combo# show interface fastEthernet 1/0/2 description

17.19 show interface flowcontrol

i 2 s DUK R 245 2

B

A~

show interface [ fastEthernet port ] [ gigabitEthernet port] flowcontrol

port —— ER RIS E ST UKW S 1, Sk I SR B i 5 R

AU U T A TG B A G

SR A UK M S H RS B
TL-SL3226P-Combo# show interface flowcontrol
SoRFTE R 2 B E R

TL-SL3226P-Combo# show interface fastEthernet 1/0/2 flowcontrol
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17.20 show interface configuration

Zim A T SR UKW o L BAE S, B FURES . mEEsl, g sier g O #R 5.
e

show interface [ fastEthernet port ] [gigabitEthernet port ] configuration

2

port —— ELE RACE(F S LUK RS, SRAg I o B A i 1S 2
B

B AT A e B AR X
R~

B RPAIK MG H 5 R EAE B

TL-SL3226P-Combo# show interface fastEthernet 1/0/5 configuration

17.21 show storm-control

i F T B i ) E AR 5

—

we
show storm-control [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } ]

Z2H
port /port-list—— L5 75 KN AE B B3 115 /o 8138, SRAs I 27 BT o 11 7 2%
HIE B

B
R BB AN i 7 e LA X

5

TL-SL3226P-Combo(config)# show storm-control interface fastEthernet 1/0/4-7

17.22 show bandwidth

-

iZ 4 BT R A SRR S B

we

—

show bandwidth [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } |
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port /port-list—— £ 77 B FR fi45 2 13 5 /0 8138, SR8 I 7 B A i AT e

PRAIAEE
B

R SR BT A E B
~ il

EoRFTA I 5 R R EE R

TL-SL3226P-Combo(config)# show bandwidth interface fastEthernet 1/0/5
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#£18% QoS ELEmS

QoS (Quality of Service, Ak55JFED DIfeH LR =M 28 5 il S0k, SR mi BRI I 2 iR 55

18.1 gos

Zin % M TR EE T ) CoS, "B/ no fir 4 H T & Kk 1 BRI CoS.

e

L S:H

L

Nl

gos cos-id
no qos
cos-id B UYL CoS fLsuZl a4k, mliEVElEy 0~7, Kk CoS0~CoS7. FME

%Oo

# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

sty RS 2 & D — AN @ e, fEWE Tuw DI dUE, BRSO K CoS
{H LA IEEE 802.1P ' CoS | TC . [a] 1) B i 5% Z KA e Z st 11 H 11 BA

B I 5 MRS 3:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# qos 3

18.2 gos dscp

Zan & T3 H DSCP itk 24 DSCP {65 CoS LB RIMME C &R, B no drd H T4EHZmt

UIPS

we

B

N
:

gos dscp

no qos dscp

4 JR e B AR
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i
DSCP(DiffServ Code Point, [X 73z 554wt ri)s& IEEE XJ IP ToS B E & X, FIHZF
BEAT LK 1P #SCRI5r N 64 M. FF)E DSCP ek )E, 1P Bt SR IEEuE e
DSCP fti %] CoS 564, CoS 2:2k %] TC BAFI 2 1] ity it i ¢ 2 Kifi 2 B A i s 1 BA
5.

7~

JFi Fl DSCP {852 ff) DSCP {EH A1 CoS LSe35 & -

TL-SL3226P-Combo(config)# qos dscp

18.3 gos queue cos-map

Zm A T % E IEEE 802.1P It 2:4% tag Al IBASI IR SC R, "B/ no i TR BRI
#. IEEE 802.1P X} IEEE 802.1Q tag H'[¥) Pri FEB4A T T HEE M2 X, R Z BT LB EdE
XI5 8 MILYedk. f5H IEEE 802.1P fR%e4k )5, EHHURYEHHE (2 141 IEEE 802.1Q tag
SR e BT (AR S Bt XT3 f tag AR, A IEEE 802.1P flsdt, 75 WIS 3T i
LSRR

we
qos queue cos-map tag/cos-id tc-id
no gos queue cos-map
28
tag/cos-id —— IEEE 802.1P ¥l A E [ 8 Mg, HUEIEMHZ 0~7.
tc-id —— tag AR B AR, AIEERy 0~7, 43 il xf B 8 A A [A] 45 4% 1
H 1 BA %I TCO~TC7.
L S:v
2Rl B
VLB
1. FINBOLT, tag FH E AR RO R A
0-TC1, 1-TCO, 2-TC2, 3-TC3, 4-TC4, 5-TC5, 6-TC6, 7-TC7.
2. MAEHEH TCO. TC1..TC3 H1, Hrlhk, RIS .
il

W tag Mg O XS R HBASIL SN TC3:

TL-SL3226P-Combo(config)# qos queue cos-map 0 3
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18.4 qos queue dscp-map

Zmr A T % E DSCP 5624 f) DSCP {ffl CoS MMM XA, B no 4 HTIKE BN
#H. DSCP (DiffServ Code Point, X4 Az%4ifids5) & IEEE %} IP ToS FEB R E & 3, FIHZT
BT LK 1P RS0k 64 MEZeg. I DSCP R5E ), Wik Rk BdRa 2 1P e, WAg
HHLRIFH DSCP R5EZ: i 2dE 1P 0, SRR &% /EH T 1EEE 802.1P 264 LK %L
PEWUE A tag ik e K R e =,

iy
gos queue dscp-map dscp-list cos-id
Nno gqos queue dscp-map

e 24
dscp-list —— DSCP g %1%, mJixff— ek~ DSCP i, #L:)—4 DSCP 7] LA
A5 Row, NESEPEZE. ANEA2 B FHESEA, 1 1,4-7,11 £RERF
1,4,5,6,7,11. DSCP 18 [ 7] %75 FE A 0~63.
cos-id —— DSCP {HX N[ CoS sk, RIEVEREN 0~7, 43 A%t 8 ANASIF S 2 1)
CoS 54 CoS 0~CoS 7.

R
4 Rl B A

Ui
1. BRIAEHT, DSCP {5 CoS fHIX R AW F: (0-7) -CoS 0, (8-15) -CoS 1,

(16-23) - CoS 2, (24-31) -CoS 3, (32-39) - CoS 4, (40-47) -CoS 5, (48-
55) - CoS 6, (56-63) -CoS 7.
7~

& DSCP {8 10,11,12 %} ) CoS 42 N CoS 2:

TL-SL3226P-Combo(config)# qos queue dscp-map 10-12 2

18.5 qos queue mode

iZ a4 T B B SR AR, ER no ar e TR EABC B . 72 M FERS, 3% K I A1)
R SR i 1 22 A B30 UL [R1 IR 57 {5 FH B0 ) ) 0 S8 LA A 90 16 1 ) A0 e 4 BA 1) R A 1) ) 82 B
FAEHAR S RIRIF o« ARAZHHLLL TCOL TCA...TC7 R AR IR SEHBAF .

e

<

gos queue mode { sp | wrr | sp+wrr | equ }

no qos queue mode
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sp—— R ILE PRI MR, mLsE NI & b A vl , R e %
BB R ARDL e S A HEAT B e

wrr —— B RARe i . AESREECR, BT E 0 S G BA F1 2 FE T 4 2 TC R A R EL [
IR IEF AR . TCO 2| TC7 IR E HLE 2 1:2:4:8:16:32:64:127 .

sp+wrr —— sp Fl wrr RGBS EMBER, SZHABLEE T sp A wrr BN BEAL,
Hor sp A wrr 282 TR1EAR IR AR L S RO FE RN, T wre 25 P9 S A BB A (F A2 wrr
VIR . EZRMERRT, TC7 J&8F sp 4l; TCO~TC6 J& T wrr 41, *XEH:;‘%
1:2:4:8:16:32:64. XFELE L i & J6 /2 TCT 1%/ sp Eﬁﬁﬂ‘%fﬁzﬂa HHATE, R
J& 2 wrr I R TCO~TC6 #Z FEALE L 1:2:4:8:16:32:64 1) EL i (5 F 45

equ— RGP, BRVGET. FEMBLN T FTA MBAF AP &5 F s 56, Frd BAS
AR L 1010110101010
R
4 ey e B A
B
BEHE 1 BAF 1 R A IS e A e AR

TL-SL3226P-Combo(config)# qos queue mode wrr

18.6 show gos interface

i % T o EE T AR R E S B -

W
show qos interface [ fastEthernet port | gigabitEthernet port | range fastEthernet
port-list | range gigabitEthernet port-list ]

28
port /port-list—— L% 7R FE Tty AR S0 20 Be B A5 5 19 DAK X g 115 fos L1 41036, A5 I 2
ZNVEEE RTINS

L S2e
R ASURE O i A T A 2

il

SR PUK M 1 5 1) QoS it B AE B -

TL-SL3226P-Combo# show qos interface fastEthernet 1/0/5

18.7 show gos cos-map

%A AT 5~ IEEE 802.1P M 4: it B 1= K
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e

show qos cos-map
B

R ORI BT A G B 5
A~

7R |EEE 802.1P it 5: 2k it B A5 B

TL-SL3226P-Combo# show qos cos-map

18.8 show gos dscp-map

Zan 4 T s DSCP e L B AE B

W

show qos dscp-map
e

R BB AN i e B A X
7~

27 DSCP R I BE B A5 B -

TL-SL3226P-Combo# show qos dscp-map

18.9 show gos queue mode

% H T Bt E RS EEA .

Lile

show qos queue mode
B

REAUAR A P A7 TG BB =X
i

7 B (1 1 FEE R«

TL-SL3226P-Combo# show qos queue mode

18.10 show gos status

Zan A H T 27~ IEEE 802.1P 4 fl DSCP s 2% i ja PR & .

e

show qos status
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B
R BSR4

1
7R |IEEE 802.1P It 552 A1 DSCP 552 1 Ja AR :

TL-SL3226P-Combo# show qos status

110



WMERZHHL AT T

F19%E O RBEEMNS

Sy

=)

1 o A A M 2 i 11 PR SR A B 4o 1, M o R N B i, RIS e o i
2o M RS0, TE B 2% M P AR B HERR ) H

19.1 monitor session destination interface

e TR Wi S ThRE, R E MmO . B no & BRI R4
e

monitor session session_num destination interface { fastEthernet port |

gigabitEthernet port }

No monitor session session_num

SR
session_num — W45, BUEVEH 1-4.
port — Wi 5,

B
2R B A

7~

BB 1 A 1

TL-SL3226P-Combo(config)# monitor session 1 destination interface fastEthernet
1/0/1

MHIBR A% 1.

TL-SL3226P-Combo(config)# no monitor session 1

19.2 monitor session source interface

Zdn A TR EPME R 1, S/ no iy I MHERAH L AR B 42 o

W
monitor session session_num source interface { fastEthernet port-list |
gigabitEthernet port-list } mode
no monitor session session_num source interface { fastEthernet port-list |
gigabitEthernet port-list } mode

Z2H

session_num — 445 . BETEHE 1-4.
port-list —— s 513, AT — Nl AN .
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B

L

Nl

=

—

B

R~

9.3

mode —— WAk, H=FERE: rx, tx L& both. rx (NI, Kk lads
Uit S 1) (R e & ok 2 W Ao 11, HEAT A . tx CH M dsspi =), il a5 1 R
B S B A O, TR, both, [RIBTHEAT N AR H s 45,

& JRy e B AR

1 WIAER OB MRS, (B R RR O
2. Wi CURIRE WS P50 T AT BLAL T — VLAN i, 18T BARAE T — VLAN i,
3. Wk CURVRE o O R I 3 6t

BB 4,5,7 NIIEA 1 s H, IR N D .
TL-SL3226P-Combo(config)# monitor session 1 source interface fastEthernet
1/0/4-5,1/0/7 rx

IR MR A 1 i ) 4 R B

TL-SL3226P-Combo(config)# no monitor session 1 source interface fastEthernet

1/0/4 rx

show monitor session

%A M T Bos A AR

show monitor session [session_num]

session_num feeinisd A s, SEEN N ERITE REANREEE. BUETER

1-4,

AU ORI A P B A 5

SoniiEd 1 MR ERE B
TL-SL3226P-Combo# show monitor session 1
SR AR B E AR R

TL-SL3226P-Combo# show monitor session
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F20E OWBBZEE WML
Uit 11 B B T e m] DL PR i1 — 4 1 21 35 2h—2H o 1 IO BE 8% A, AT B i I 248 1) 22 4k

20.1 portisolation

A T B i ) T RE B Thae,  BR RN i AN ] DA e % iy 11 810 32 P 1 g 11 % e 2540
. BN no A T MIBRAE R % E

W
port isolation { fa-forward-list fa-forward-list | gi-forward-list gi-forward-list }
no port isolation
2%
fa-forward-list / gi-forward-list —— % & i 1513, wEF—PEE A b .
%2
# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

F o 11 1 AXCRT BAR 3 11 2,5,6,7 % R B .-
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# port isolation fa-forward-list 1/0/2,1/0/5-7

20.2 show port isolation

i T EA RN AR Ko B3R

e
show port isolation interface [ fastEthernet port ] [ gigabitEthernet port ]
2%
port —— & FEA AR K 1 5 RAS B 5
SN
R ASURE O i A TG A 2
A~

TR 6 B K AR

TL-SL3226P-Combo# show port isolation interface fastEthernet 1/0/6
S A S 1 A A 1 A 3R

TL-SL3226P-Combo# show port isolation interface

113



F21F FE WA E <

A 0 D 3 T ARG HE S 4 U B S 1 P S (R I 2% TR T A7 AE R B, DT AT IR 2% mh o A )
R R RS o

21.1 loopback-detection(global)

Zdin % T A 4RI RN TR . €0 no fir 4 H T 5% M4 R PR s e D e

W

loopback-detection

no loopback-detection
Bk

4 JRc B AR
7~

Jet FHAZ AT LA B s 00 Ty

TL-SL3226P-Combo(config)# loopback-detection

21.2 loopback-detection interval

i A FH T HE B2 M 00 P O ] () G, SZ S ATLAE B3 o ST P9 i — A B DI i SO M 00 I 4% 2 15 774
B2V

W
loopback-detection interval [interval-time]
2%
interval-time —— P B AR W RIS 1), BROACH 30 70
L S:e
4 e e B A
bl

Fic B2 55 e 0 14 18] B3 ) 1)y 50 A5+

TL-SL3226P-Combo(config)# loopback-detection interval 50

21.3 loopback-detection recovery-time

dir 4 10 T 9 1 L PO 2 e )
i

loopback-detection recovery-time recovery-time
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ZH
recovery-time —— 43 I 0 31 X 2% tHILER BT, 44 BELFE 3 1 o ZE 0 (PRI () )5
Bﬂ%ﬁ@ﬁﬂ%m%'rf’gﬁﬁ)%ﬁ, S BT M A3 o AR AL 75 5 8 A M 0 D o B [ ) R
, BUEVEFEY 1-100 AW (B R, BRI 3.
B
4 e e B AR
N/

Pic B2 I AR P SR 18] 2 6 A M 1] g ]«

TL-SL3226P-Combo(config)# loopback-detection recovery-time 5

21.4 loopback-detection(interface)
Zan A T 4R g IR I IhRE . B/ no 4 F 5% P 48 5 i AR PR 4% W T e
i

loopback-detection

no loopback-detection

R
O/ & f R Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

B

Je F 3 1 2-5 PR 0 ) e
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL3226P-Combo(config-if-range)# loopback-detection

21.5 loopback-detection config

2t 4 FH T IR 1 BELZE R (O AR BRSO AR ST
Lis

loopback-detection config process-mode { alert | port-based } recovery-mode { auto

| manual }

process-mode ——iZ i & I BRI (AL AR . A PIAN IR D
Alert: i R IR BRI HOR HARE(S B

Port based: ¥ [l FRIIIREEI & HREAE B, [FIES PHZER .
recovery-mode —— 1% R R ZE S R AR A T
Auto: i FBEBH 28 5 400 B B Pk B 18] 5 22 B 3 g RR L 2E .
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Manual: i g PHZE 5 R eEF BRI IR
K

¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il
Bt B 3 11 5 130 1% W Ab 3R A port-based, & & 50 manual:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5
TL-SL3226P-Combo(config-if)# loopback-detection config process-mode port-

based recovery-mode manual

21.6 loopback-detection recover

i A FH TR R E BOBE 283 DRSO IEFIRES .

we
loopback-detection recover

Bk
O/ & fL X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

5

Wi 5 B ZERE A IEFRAS
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/5

TL-SL3226P-Combo(config-if)# loopback-detection recover

21.7 show loopback-detection global

% T BRI N D e ) 2 R B S 4.

Lile

show loopback-detection global
B

REAUAR 2 P A TG BB =X
A~

B PR I DD RE Y 4 R e B S KL

TL-SL3226P-Combo# show loopback-detection global
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21.8 show loopback-detection interface

i F T S BT i 11 AR B 1 0 T RE I B 2 808 s LIRS

W
show loopback-detection interface [ fastEthernet port] [ gigabitEthernet port ]
Z2¥
port T8 155, BRI 2R A i IS S
L See
e A T A G B
7~

A P i PR R I I T BE I B S B RS -
TL-SL3226P-Combo# show loopback-detection interface
A I 5 P I ) e AC B 2 i LIRS -

TL-SL3226P-Combo# show loopback-detection interface fastEthernet 1/0/5
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$o28 PoE BB W4
.

AFME, L TL-SG3226PE/TL-SG3226P/TL-SG3218PE/TL-SG3210PE/TL-SL3226PE-Combo/
TL-SL3226P-Combo/TL-SL3218PE-Combo/TL-SL3210PE #L%A ¥ PoE &, AZMHHE % PoE
Lo

PoE (Power over Ethernet, KM, X ARZEFEHEHL ) /2 $5 15 # il i LR N2k X5 4% PD (Powered
Device, ZHL &%) ¥4 (WP HiE. Lk AP, MEZIRGEHIE) ST fegtd .

22.1 power inline consumption (global)

Zanr 2 THE PoE SZZHA LT HEIR BLAI B KT

e
power inline consumption {power limit}
28
power limit —— PoE ZZ#ALFT REFR AL I e K T % .
e
4 e B
B

B E PoE ZZ#eHLAT REFE HE I i K Th &N 160W:

TL-SL3226P-Combo(config)# power inline consumption 160

22.2 power inline supply

i 4 5 P A P A B3 1Y) PoE TIfE .

W

power inline supply {enable|disable}
S8

enable|disable —— & F 2% F AH B3 F1 ¥ PoE D .
L S2e

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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N
Jet i 11 2 f¥) PoE ThfE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# power inline supply enable

22.3 power inline priority

i 2 FH T AL 3 TG & POE R 2.

W
power inline priority {low|middle|high}

2
priority —— MEIRIEAGE, S4tEEH )7 —E e A PD 4t 5 =,
AL ERAFEE (ow). F (middle). & Chigh) =F.,

Bk
O K & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

Fic B 5 11 2 [¥) PoE a4 A 1K:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# power inline priority low

22.4 power inline consumption (interface)

% H T B LA R B IR

W
power inline consumption {power limit}

28
power limit —— FH 33t 1 RESR AL B R D% . BUEE Y 1-300. ThaE LR %A
fELL 0.0W. i, 38 i I s KBt T30y W, NILAE R4 A 50.

B

O B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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N
P B i 1 2 B Rt L Th 208 BW:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# power inline consumption 50

22.5 power time-range

Z iy 4 F IR 0 8] B 3348\ PoE i 1) Bt 18 B 158 . 7 PoE B[] B i B A% X n] i — 2@t holiday,
absolute, periodic 5% inactive iy 4 B ARRL B I [0 B . B no & F T-MIBRAH SR A B . 4
J T B V(R e i (R BRI, TR B R B, AR5 K FL R FiX sty TR AT . 3
ks R Fi s R B[] B Pt FlL o

e
power time-range {name}
no power time-range {name}
2%
name — ZEARINIIS IR FR . AT 1-16 NF5Fs
e
4 JRc B AR
5
whn—/ 4%k tRangel [ A] Bt :
TL-SL3226P-Combo(config)# power time-range tRangel
22.6 holiday

1Zan 4 TG E O A0 R TR B2 B AL & PoE i H - PoE i H nlid@id power holiday iy 4 5& X o

holiday { exclude | include }

ZH
exclude — AR5 PoE FifiiH, I PoE 8 H Ha 22 Hb LA A A2 B 45 i L
include — &1 H, BI PoE i H IR sZ WL AC LA A 52 i e & b v . BRIA I
FAZI

L S:v

PoE i [] B i B AL (power time-range)
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7~
B B N TR B tRange3 AANVEL S TR H -
TL-SL3226P-Combo(config)# power time-range tRange3

TL-SL3226P-Combo(config-pwr-time-range)# holiday exclude

22.7 absolute

Zdn 2 T B OBV R R B R 20 k2 b Y, B IR S8 LR R R 1ZaE2 ah H IR D 32 fe i #%
i

Hhrs . B no T4 T EUH e B 2800 I 1]
we
absolute start start-date end end-date
no absolute
2%
start-date — #24A H Y], #3y MM/DD/YYYY, 141 01/01/2012.
end-date iR H W, #%3y MM/IDD/YYYY, 1 12/31/2013.
%2
PoE It [a] BE i B #5x0 (power time-range)
7~
fic & i) (8] Bt tRangel M 2012 45 H 5 H% 2012 4 10 H 5 H:
TL-SL3226P-Combo(config)# power time-range tRangel
TL-SL3226P-Combo(config-pwr-time-range)# absolute start 05/05/2012 end
10/05/2012
22.8 periodic

%A T DRI B O BRI T B, BRSSO LE — M B3 LR 2 ik it &
(K1 no iy I HXOTH IC 2L A0 Jo SUT T

W
periodic {[ week-date week-day ] [ time-slicel time-slice ] [ time-slice2 time-slice ]
[time-slice3 time-slice ] [ time-slice4 time-slice ] }
no periodic [ week-date | time-slice ]

S8

R, A 1-3, 6, WATfiA daily, off-day, working-day.
1 1-3, 6 FRfE—. B A=RAESS: daily £rBR, BE—FEH; off-day R
JAAR, BIEZSAIEH; working-day 7~ TAEH, BIJE—2I/E F. $a8 i 48 ik A R, .

week-day
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time-slice —— BN H] A B, #28 HH:MM-HH:MM, 41 08:30-12:00.
week-date | time-slice —— HX Y B 1 B 1] o i Ja] B Xl iy 18] Bt .

B

PoE It [a] B B #5x0 (power time-range)
7~
B B i 9] B tRange2 JA%EE K (1) 08:30-12:00:

TL-SL3226P-Combo(config)# power time-range tRange2
TL-SL3226P-Combo(config-pwr-time-range)# periodic week-date off-day time-

slicel 08:30-12:00

22.9 inactive

2% fir 4P T I TR B 5 2 6 0, i ) B AE 20N T8 )20, 200 ) 24U POE Bty 5 #br, ]
i FZTh Be SEPAE R AE — )N 8] e 1 1) 5 B R 2 L &S B0 no a2 TR A I Th R

e

inactive { mon | tue | wed | thu | fri | sat | sun | daily } { HH:MM }

no inactive
ZH
mon | tue | wed | thu | fri | sat | sun | daily —— 2<%t [a] 55 2 # . daily Ros&ER, R
JA—ZF R H .
HH:MM —— SR20 8] s R I 7o
B
PoE It [a] Bt B #5530 (power time-range)
i

fic B % FK A home [ PoE B[] B, %KM 00:00 7 PoE Wik 5 #5:
TL-SL3226P-Combo(config)# power time-range home

TL-SL3226P-Combo(config-pwr-time-range)# inactive daily 00:00

22.10 power holiday

%A 2 H T2 power time-range AR T H, E1 no a4 T MIBRAHR R H .
i

power holiday name start-date start-date end-date end-date

no power holiday {name}
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B

A~

name — THRHAFK, WA 1~16 NMFF.
start-date — il H &6 H Y, #%:2’y MM/DD, 41 05/01.
end-date — TR HMEERHEH, #%: 8 MM/DD, 41 05/03.

% JRy e AR

€ SR E BT, JRscE HGR IRy 10 H 1 HE 10 A 3 H:
TL-SL3226P-Combo(config)# power holiday NationalDay start-date 10/01 end-

date 10/03

22.11 power inline time-range

Zm A T s H G E AL R TR B B no A AT ERH L I TR B

Nl

power inline time-range {name}

no power inline time-range

name —— LA I TR BRI A4 F5

# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

MEFEIT ) B tRange2 {1 v 11 2 (At R ] B -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# power inline time-range tRange2

22.12 power profile

Zn A HT00E — /N PoE profile SCfF. B no i & H T-HIER CHCE Y PoE profile 3. PoE
profile SCAH TXT A MIFEJE R PoE #: O3 THEENCE, VAR 7 E1E. & PoE profile XC
e, BCE T =AY PoE JEIE: IRE. K. R Qld—> PoE profile 3, SR/EH
FCRLF T AHR 3 1, Al ARG B R
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e

L S:H

Nl

power profile name [supply {enable | disable} [priority {low | middle | high}
[consumption { power-limit | auto | classl | class2 | class3 | class4}]]]

no power profile name

name — profile XK, AN 1-16 D75 WER SR BREE 2, HEiZ
RRTBAER G| 5, Wn“File 27,

supply —— profile S4B B % 1 PoE R

priority —— profile SCAFHA E 3 1 PoE /a4 .

consumption —— profile 44 i1 & 13 11 PoE 8§ KIh# . 45 power-limit, auto, class1,
class2, class3 fll class4 HANAET . power-limit 75 1] Fshi N BAABUiE, BUETEHE]
4 1-300, D% ERR g NAERRLL 0.0W. filln, Ev B S C R Rt R Th# 0y 5w,

IAb RN 50.auto o~ AR 48 H 88 2 i 111 PoE i K% . classl &x 4W . class2
o~ TW. class3 #7~ 15.4W. class4 #7~ 30W.

4R i EAR

£ —/ PoE profile ({4, profile XX Z 52 IP Camera, PoE IRZE NS, PoE 1
FeBNAK, ORI N BW.,

TL-SL3226P-Combo(config)# power profile “IP Camera” supply enable priority

low consumption 50

22.13 power inline profile

%

SN

4 HT# PoE profile SC{F R A T BTk i) H . & no fir 4 H T HUH B H PoE profile SCAf.

power inline profile name

no power inline profile

name — CECE ) profile LA FR, AN 1-16 MR iR A FRE ST
1;%7 154ﬁlz%$d\ﬁiﬁﬂgl%¢’ ﬁD“File 27,

B OB B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
#1449 IP Camera ] PoE profile SCF R -5 H 2:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# power inline profile “IP Camera”

22.14 show power inline

Zm A HTERARS POEEE.

Lie

show power inline
(SN

R RN BT G B A X
7~

N R4 PoE 5 2.

TL-SL3226P-Combo# show power inline

22.15 show power inline configuration interface

% M T o5 L) PoE ICE(E B .

we
show power inline configuration interface [ fastEthernet port] [ gigabitEthernet
port ]
28
port —— Z IR PoE Bt B 15 B 15, 8t BonFra i 0K PoE 15 8.
L S:e
R B A BT e B AR X
5

B BT B 1 PoE PR &S B -

TL-SL3226P-Combo# show power inline configuration interface

22.16 show power inline information interface

%4 T R R 1 POE {5 5.
i

show power inline information interface [ fastEthernet port] [ gigabitEthernet

port ]
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2K

port —— E 7R PoE {5 B M5, SR s BT i [ PoE {5 5.
B

R AT Bl B A
Bl

LR P A S H ) PoE {5 B :

TL-SL3226P-Combo# show power inline information interface

22.17 show power time-range

2 T R (A Bl B AE

W

show power time-range
e

R BB CAN i T B A 2
7~

SR I A B B

TL-SL3226P-Combo# show power time-range

22.18 show power holiday

e

show power holiday
B

R ASURE AN i A G A 2
Nl

R g R H »

TL-SL3226P-Combo# show power holiday

22.19 show power profile

Zin 4 AT 7R ©E L PoE profile SCHF.
fré

show power profile
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=
REROBL AN BT i B A
w5
B8 B LI PoE profile SCf4:

TL-SL3226P-Combo# show power profile
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#0238 ACL BEE 4

ACL (Access Control List, V5la#xh%1)38), it it & UCECHEN] . AbFRAEAE DL A B TRIASL B Sk S 3 %t
BRI gE, FEOL RG22y I RS, s 4 2 et E

23.1 time-range

i TU I B, B no dir4 F T MR REFRIN TR B o 24 P BE LA ACL RN 75 4% I (]
BOATRLVERY, T LASGHC B B, SRS ZEAH L BRI T S8 2L i 1) Be A4 R 51 Pz A1 B, I SR A
RAEZAR E M T BE AR, AT SEBLEE I 18] BEK) ACL L€

e
time-range name
no time-range name
28
name — ZEAINKIN H B PR, AT 1~16 75
e
4Ry e B
i

IIn—/~% R tSegl R [a] B -

TL-SL3226P-Combo(config)# time-range tSegl

23.2 absolute
a2 H R E R R BON 46 85 5X, B/ no iy & H T2 FH 4 6,

W
absolute start start-date end end-date
no absolute

2%
start-date —— ZEXHE T BUELG H I, 20 MM/IDDIYYYY, ST Jy 01/01/2000.
end-date —— xR G R H I, T2y MM/DD/YYYY, #4154 01/01/2000.
A R IA FAI 28 o) A RN Ry, A% R4 i

B

I A XL B A (time-range create)
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7~
BC B B ) B tSegl A4axibizl, WalJaf v 2012 425 H 5 H% 2012 410 H 5 H:
TL-SL3226P-Combo(config)# time-range tSegl
TL-SL3226P-Combo(config-time-range)# absolute start 05/05/2012 end
10/05/2012

23.3 periodic

2 T RCE N R BON R, B no dir @ BT 2R H R I A

e
periodic [week-date week-day] [time-slicel time-slice] [time-slice2 time-slice] [time-
slice3 time-slice] [time-slice4 time-slice]
no periodic

2%
week-day JAEARE, BN 1-3, 6, Wr[HiA daily, off-day, working-day.
H1-3, 6 FKR—. A E=HESS; daily xR, RIE—2FH; off-day F/x
JAAR, BIEZSHIE H: working-day /s TAEH, RIE —30E T Saa 48k s
time-slice At E A B, BN HH:MM-HH:MM.

L S:v
A L B A (time-range create)

B
YmE NN tSegl B[R] BE, B [A)YE B Dy A K1) 08:30-12:00:
TL-SL3226P-Combo(config)# time-range tSegl
TL-SL3226P-Combo(config-time-range)# periodic week-date off-day time-slicel
08:30-12:00

23.4 holiday

1% fir 2 F T AE I TA) B e B U1 K i 2 I ) BOiE B OV IR B . &) no A& FH T 25 IR H AR .

W
holiday
no holiday

B

i A B B A (time-range create)
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7~
G LRI tSegl I TR B H AR
TL-SL3226P-Combo(config)# time-range tSegl

TL-SL3226P-Combo(config-time-range)# holiday

23.5 holiday(global)

Zin % T time-range BRIFBAKTEE, €8 no v TIERAER TR H
W
holiday name start-date start-date end-date end-date

no holiday name

¥
name — “T{RHAFK, AN 1~16 D4F.
start-date —— i H AR LE H I, #5308 MM/DD, %1 05/01.
end-date — i H 4R H ], #2’8 MM/DD, 141 05/03.
Bk
4 JR e B AR
A~

€ SCHRH E R, IRy 10 H 1 H# 10 A 3 H:

TL-SL3226P-Combo(config)# holiday nationalday start-date 10/01 end-date 10/03

23.6 access-list create

A TR 2 FR4E IP ACL 13 2 IP ACL.

we
access-list create access-list-num
S8
access-list-num —— ACL ID 5, HUEEFy 100-299, 100-199 Aknik IP jfrl #2141
#, 200-299 MY & P V5 [ HI 51K
B
2 JR e B AR
il

B —1 ID 524 123 fhrdE IP ACL:

TL-SL3226P-Combo(config)# access-list create 123
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23.7 mac access-list

Za A H Tl MAC ACL, ‘&) no fiv4 H T MBS R MAC ACL. MAC ACL HR¥EZdE o s
MAC Huti. H MAC il VLAN. —Z s R ASE — 25 BAl e VCEC RN, s 60 247 A0 R
ST AL

e
mac access-list access-list-num
no mac access-list access-list-num
ZH
access-list-num —— ZE ALK ACL ID 5, HUEJE Y 0-99.
LS
4 e B
N/

B —1 ID 54 23 ) MAC ACL:

TL-SL3226P-Combo(config)# mac access-list 23

23.8 access-list standard

Zan A T U IARHE IP ACL HUU, &/ no & F T M Bk AR o FrifE 1P ACL v DLAR SR £ s
F) 1P HhbA5 B E UCEC R, X B G 047 A0 87 ) 43 #r A 2L

we
access-list standard acl-id rule rule-id {deny | permit} [ [sip source-ip] smask source-
ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment ]
no access-list standard acl-id rule rule-id

2%

acl-id — ZE N e ACLID 5.

rule-id —— SFTA AL 1D 5.

op —— A HATUNH A2 DT BT i 5t i) b 2 U7 5K Fo b deny 380 & 37 4040 6 s permit
FoRFERBIRE . BN permit.

source-ip —— FI AL BIU5 1P Hiudik .

source-ip-mask —— Y IP il RS . A BN TUR 1P bk, D0 25t A AH SR 4
i,

destination-ip —— KU & H 19 1P Hutik.

destination-ip-mask —— H ) IP #hlik (OHERS . A EHN 7 B 1P Huhk, 026 25046 A A1
82 PR 4R o
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B

A~

time-segment —— BN AE I AT B 2 FK, BRI 9 TE PRI .

4 JRy i AR

BIEE—/N 1D 54 120 IFRAE IP ACL, NEZSIIHIN 10, HpJ& 1P ik 192.168.0.100,
519y 255.255.255.0, HUUA R BN tSegd, il 2 RN K BdE, LT
PLFE R -

TL-SL3226P-Combo(config)# access-list create 120
TL-SL3226P-Combo(config)# access-list standard 120 rule 10 permit sip

192.168.0.100 smask 255.255.255.0 tseg tSegl

23.9 access-list extended

2 HTE NG R 1P ACL B, B no i FH T R RERE I o

we

access-list extended acl-id rule rule-id {deny | permit} [ [sip source-ip] smask source-
ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment] [dscp

dscp] [s-port s-port] [d-port d-port] [protocol protocol] [tos tos] [pre pre]

no access-list extended acl-id rule rule-id

acl-id — ZEmFN e ACLID 5.

rule-id —— SFTA AL 1D 5.

op —— AZHATUXT Il 2 UG IR0 () g £ ) b 38 75 5K o deny 3R & 77 805 62 permit
Lo RBARA., BA A permits

source-ip —— HE & IR 1P Hudilk.

source-ip-mask —— Y IP bk RS . RN TUR 1P Hidik, D0 25T A\ AH S K4
i,

destination-ip —— FIUEL &1 H ) 1P Hudik .

destination-ip-mask —— H [¥] IP ik (RS . A &H N 7 B 1P Hohk, 025254 A1
S PR 4R o

time-segment —— KU A= RIS TRI BE AR A2 B, B IS R T R i1l o
dscp —— W E dscp [f{E, JEH 0-63.
s-port ——4 IP #pii%$% TCP/UDP i, BACAE B AU AL ) TCP/UDP Y5 5 .

d-port ——4 IP P i& ¥ TCP/UDP K, CALECE I €15 1 TCP/UDP H (1 145
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protocol —— & & VLHC 1) W 7 B HIME -

tos — MIEEH IP ToS FEAE L.
Pre —— FUIEL 1 IP Precedence FEHE .-

K
4 e B

7~
A —/> ID 570 220 3£ 1P ACL, Jy E s ALl 10, Her il 1P ik 7y 192.168.0.100,
ittty 255.255.255.0, FLI A RIS T B tSegd, i 2 LR A €1, A #bl 7
PAFE A -
TL-SL3226P-Combo(config)# access-list create 220
TL-SL3226P-Combo(config)# access-list extended 220 rule 10 permit sip
192.168.0.100 smask 255.255.255.0 tseg tSegl

23.10 rule

iz T 9 dE IR MAC ACL FUN, “ER no T4 F T R AH Rz R R0

W
rule rule-id {deny | permit} [ [smac source-mac] smask source-mac-mask ] [ [dmac
destination-mac] dmask destination-mac-mask ] [vid vlan-id] [type ethernet-type] [pri
user-pri] [tseg time-segment]
no rule rule-id

28

rule-id —— 4ETA DT ID 5.

op —— S ALK A2 UG FC I DU Fr B0 40 11 b 2 77 50 FHh deny oK % 7545040 6 ; permit
TR REE A . BUE RN permit.

source-mac —— FII L& YR MAC Hidik.

source-mac-mask —— i MAC ik RS . #1578 MAC Hidik, U0 254 A AH
JSL PR RS o

destination-mac —— FULE () H i) MAC Hidik.

destination-mac-mask —— H 1) MAC Hihik (5. # &N T H Y MAC Hhhik, 25
AU AR L ) FE R

vlan-id — B S VLAN ID 5, EUEEEN 1~4094.

ethernet-type —— FUU A& LUK ZERE R, FARE N 4 A7 16 3E| 2.
user-pri—— H PR, BUEEEDN 0~7, SRR IR,
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A~

time-segment —— BN AE I AT B 2 FK, BRI 9 TE PRI .

Mac Access-list fic B

wi MAC ACL 20 f# 10, HhJ§ MAC Hihk>A 00:01:3F:48:16:23, f&f% N
11:11:11:11:11:00, VLANID & 2, HIFREZN 5, BN AE S TR] BN tSegl, 5
JEUERL R L, ST AR

TL-SL3226P-Combo(config)# mac access-list 20
TL-SL3226P-Combo(config-mac-acl)# rule 10 permit smac 00:01:3F:48:16:23

smask 11:11:11:11:11:00 vid 2 pri 5 tseg tSegl

23.11 access-list policy name

Zr 4 TN Policy, €1 no v 4 F TR X Rif¥) Policy % H . Policy Lhifgts ACL FIZENEL4L &
R, RNV PEHI SRS, XA AR ACL MU 8 G AT+ d), AN iR E SR B AR
Mm¥aFE. QoS Remarking Al I 5 5 ] .

e

B

Pl

access-list policy name name

no access-list policy name name

name — ZININI Policy 47K, wl#iAN 1~16 NF4Fo

4R i B AR

IIN—A~4 7 policyl f¥) Policy:

TL-SL3226P-Combo(config)# access-list policy name policyl

23.12 access-list policy action

Z a4 T4 Policy ¥ ACL JE#EAN Action FL BRI LI ESIE, EH no a4 H T IIERAH R 5]

1E.
W

access-list policy action policy-name acl-id

no access-list policy action policy-name acl-id
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policy-name —— i & [ Policy 4%, Al 1~16 NFRF.
acl-id — Policy fEF ] ACL 1] ID 5.
S
4 Ry e B AR A
il
N4k policyl 1) Policy %1 ACL 120:

TL-SL3226P-Combo(config)# access-list policy action policyl 120

23.13 redirect interface

Zfin % T4 Policy M INEE M s, BCEAFILE 7 AHR ACL HIEHE 0L K B4R E i 1. "B no
i P T BN R4 R i 1

e
redirect interface { fastEthernet port | gigabitEthernet port }
no redirect interface { fastEthernet port | gigabitEthernet port }
28
port St 11 LS ) 0 L 0 1, BIRREULIC 7 AR ACL SIS LA i 21 L A s 7 1Y) i
Fo SR I P i
B
Action Fi. B 5
5

N44 K policyl [F) Policy #INBhAE, X554 ACL 120 AH S8 (s 6, # & i 1 2.
TL-SL3226P-Combo(config)# access-list policy action policyl 120

TL-SL3226P-Combo(config-action)# redirect interface fastEthernet 1/0/2

23.14 s-condition

%2 M08 Policy Wit &3 1E. €/ no ar M MIERsh1E .

s-condition rate rate osd { none | discard }

no s-condition

rate — VIR E AUE E R, HUETEE Y 1~1000000 (kbps).

osd —— it PRI A AR B , RGP A E A i Bt B A 27 5, A A b (none)
MZEFE (discard) PINIET. SR AR,
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B

P

Action Bt & &z

N4 A policyl [ Policy W IishfE, XIFF4 ACL 120 FHN AU I 6, i it
1000kbps, “ZHHLEE T LAEF:

TL-SL3226P-Combo(config)# access-list policy action policyl 120

TL-SL3226P-Combo(config-action)# s-condition rate 1000 osd discard

23.15 s-mirror

Zdn 4 108 Policy # i Be B ah{F . €1 no i S MHER GRS

L S:H

Pl

s-mirror interface { fastEthernet port | gigabitEthernet port }

no s-mirror interface { fastEthernet port | gigabitEthernet port }

port TR B

Action it & =,

%N policyl 1) Policy #IMaN1E, 556 ACL 120 FHJSIHEI ) s 0 53 i 1) 11 2:
TL-SL3226P-Combo(config)# access-list policy action policyl 120

TL-SL3226P-Combo(config-action)# s-mirror interface fastEthernet 1/0/2

23.16 gos-remark

%2 H T4 Policy 71 QoS EFrCENE, BRI no i M T ERAH RN o

we

gos-remark dscp dscp priority pri

no gos-remark

dscp —— QoS HFridz DSCP, NULAL 1 #H5 ACL HI%¥E EL1E & DSCP . HUHEEH]
N 0~63, BRI N TERR

pri—— QoS HEArid Z A2, FULES 7 AR ACL AR e te e it e g . BUETEH]
N 0~3.
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B
Action Fic & =
5

4474 policyl i) Policy #NahfE, X5 & ACL 120 AHN AN ) EdE €L, fi5 € DSCP %
N30, LN 2:

TL-SL3226P-Combo(config)# access-list policy action policyl 120

TL-SL3226P-Combo(config-action)# qos-remark dscp 30 priority 2

23.17 access-list bind(interface)

Zfn 2 HT485€ Policy Bl¥R & H, B no & M THUHIE .

e
access-list bind policy-name
no access-list bind policy-name
2%
policy-name —— Z455E 2% 1) Policy ##K.
%2
BN E A (interface fastEthernet / interface gigabitEthernet)
5

+ policyl 2 7€ i I 2:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# access-list bind policyl

23.18 access-list bind(vlan)

%% HT485€ Policy #1457 VLAN, B/ no x4 H T EUHSEE -

we

access-list bind policy-name

no access-list bind policy-name
S8

policy-name —— %45 5€ 3| VLAN [ Policy ##5.
B

BOEERER (interface vian)
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¥ policyl 45 %] VLAN 2:

TL-SL3226P-Combo(config)# interface vlan 2

TL-SL3226P-Combo(config-if)# access-list bind policyl

23.19 show time-range

Zdn 2 T BRI (e BUR R E

Lie

show time-range
(SN

R ORI BT A G B 5
7~

BRI I TR UG

TL-SL3226P-Combo# show time-range

23.20 show holiday

Zdn A T BT 2 R H .

Lile

show holiday
B

R B AT A e B AR X
i

R H B E

TL-SL3226P-Combo# show holiday

23.21 show access-list

Za AT 5o~ ACLBLE .
i

show access-list [acl-id]

2
acl-id — ZLE/REEM ACLID 5.
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B
R BSR4

1
7R ID 524 20 1 MAC ACL HIBC & -

TL-SL3226P-Combo# show access-list 20

23.22 show access-list policy

Za A T &R Policy it & .

Lie
show access-list policy [name]
28
name — Z R/ E M policy PIHIAR .
e
R ORI BT A G B
i

RN policyl 115 &

TL-SL3226P-Combo# show access-list policy policyl

23.23 show access-list bind

Zan A T 578 Policy 40 Bl & .

Lile

show access-list bind
B

REAUAR A P A7 TG BB =X
i

7R Policy 4F 2 13 & :

TL-SL3226P-Combo# show access-list bind
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$o43E MSTP BLE M4

MSTP (Multiple Spanning Tree Protocol, %4l &7E STP A1 RSTP 12l I, R4 IEEE
hroxtilE 1) |EEE 802.1S FrifE ST, FH T R S8 o v B2 6 2 = P BEEA B (R B A2 B
W R A AR I A 1 — R B R F A I 7R I8 B BT TUR BRI H 1, R SEELE % 25 3 A1
AT EARAL .

24.1 spanning-tree(global)
Zar 2 T 2RI RS TIEE, B R no A H T 25 H A sm T fe .

e

spanning-tree

no spanning-tree
e

4Ry e B
7~

TR A HAL )AL B Ty e -

TL-SL3226P-Combo(config) # spanning-tree

24.2 spanning-tree(interface)
2 TR E I T8 A A ThBE, BRI no fir & AT AR I AR B D BE
[

spanning-tree

no spanning-tree

B

B O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

1
TFJE 3 2 B9 A2 B D e -
TL-SL3226P-Combo(config) # interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree
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24.3 spanning-tree common-config

A AT ARG O E, BRI no A HTKERIAELE. CIST (Common and Internal
Spanning Tree, AILHINEA BB e — AN ST # [ 28 N I AT Beas IR B A by o AN i 4 FHRIC &
it 3L F CIST IS DL K AT S22 480

i

spanning-tree common-config [port-priority pri] [ext-cost ext-cost] [int-cost int-

cost] [portfast {enable | disable}] [point-to-point {auto | open | close}]

no spanning-tree common-config

pri Ui RS, E & B 8 Ui 1 & 15 2 RO i e A e o o 11 AR SR AR, RIS 5%
PR e g v s R Bk AR e AEBR DS, RO Jedubkis . UETEHE 0~240, 1A
k% 16, BRIy 128.

ext-cost —— AMEBERAATTE . ERIEAIF MST 2 [HIMEKRE b, H TR aEaE
FRAETTEINZ B A, [RIIN H0 2 fE  F J 1 2 adk mon EARARA o (BB, o iR
Jedkiim, SREIAEZS).

int-cost—— WHIERIETTES . EaEfE MST A 1R b, F TR £ AT S B AR T
B8, (A 2 7 20 2 o e J iR dm AR o BB, Fonide idlinm
A E D)

portfast—— J& 15 )8 Fih % 11, SR AR (disable). %0 1 HHHZERS [ K
AT, ATSEBPET R, Tof &R e IR I ]

point-to-point —— U0 S EEECRAS, A H 3 (auto) &l I JE Copen) FaE i 5 1 (close)
AN, BRI E B LARUN RUEERS AR IE (P AN 1, a0 SRR i 1 B e g
TR DAPRIHT 7% 25 ROIRAS s ATl AN 0 B PR e R SE AR B ]

B

# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R~

JA 3R 1) STP LhRg, JFisc B HALR N 64, AL FMRERIEIT 08 100, T RIL%
i 11+

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)# spanning-tree common-config port-priority 64

ext-cost 100 int-cost 100 portfast enable point-to-point open
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24.4 spanning-tree mode

i F T HC B A R, B no i TRE BN &

Lie
spanning-tree mode { stp | rstp | mstp }
no spanning-tree mode
2
mode — AR, A stp. rstp. mstp =N, ERIAN stp. Hi stp A b
FAM rstp AP FRAER I mstp 92 EA SR
B
4 e B
7~
BB S A MSTP:

TL-SL3226P-Combo(config)# spanning-tree mode mstp

24.5 spanning-tree mst configuration

Zan A AT N R E R N MST BL BB, © 1 no a4 F TR AH B S5 Y N ERAIC &
(i
spanning-tree mst configuration

no spanning-tree mst configuration

B
4 JR e B AR
B
BEN MST it B 5 5X:

TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)#

24.6 instance

A HTHCE VLAN-MSTP sZHIBET, T/ no fiv4 T2 bR it ¢ 2 sl A0 B 0 S . i3]
B ER 5, 5164 R ¢ RSB FEFR

i

instance instance-id vlan vlan-id

no instance instance-id [vlan vlan-id]
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B

A~

24.7

instance-id — =24 ID, Yol N 1~8.

vlan-id —Z I N 1Z 5241/ VLAN ID.

MST it & =

& VLAN-100 S 215241 1.

TL-SL3226P-Combo(config)# spanning-tree mst configuration
TL-SL3226P-Combo(config-mst)# instance 1 vlan 1-100

U VLANL-50 X S48 1 fresf -

TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# no instance 1 vlan 1-50

name

Zm 2 THCE MST SR IE4 - MSTP R LUK 52 e  25 X1) 53 2 AN, 45776 A [R50 B R VLAN-
S BRI 5% R A LB AN B T [ — > MST 5 (Multiple Spanning Tree Regions, % AE il 1) .
e B A HE G B IR A FET G

we

2%

B

Nl

24.8

name name

name B4, HTFRR MST I, "N 1~32 DMFERF.

MST P & #55:

BiE MSTP #3844 regionl:
TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# name regionl

revision

Zin % HTHCE MST S BT 00 .

e

revision revision
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28

revision BT, JEHEN 0~65535.
B

MST it & =
7~

fic & MSTP 14E1T 44324 100:
TL-SL3226P-Combo(config)# spanning-tree mst configuration

TL-SL3226P-Combo(config-mst)# revision 100

24.9 spanning-tree mst instance

Zr % HTHCE MST S i 2ed, E no fir& F TR0 RS I BRAIL 6 2%

spanning-tree mst instance instance-id priority pri

no spanning-tree mst instance instance-id priority

ZH
instance-id — =4 ID, JuHy 1~8.
pri —— MSTIRSES, ERAEM NS 1D, B S HHLRE 75 2 ik SR 1 B AR
o HUH L 0~61440, [AIKF 4096, HRENJy 32768.
B
A R B A
A~

Ja sz 1, % E MSTI R Z:40 kN 4096:

TL-SL3226P-Combo(config)# spanning-tree mst instance 1 priority 4096

24.10 spanning-tree mst

2 T MSTP SEli L&, BRI no & TS0 RSl B ERIABC B o I I AEAS [R] Y
Az e S T DMEAE AN R A €, AR i FHORBC B AN RS2 1D o s A 240
e

spanning-tree mst instance instance-id { [port-priority pri] [cost cost] }

no spanning-tree mst instance instance-id

instance-id —— 7 T B @ PEAISLH] 1D 5, HUETER 1~8.
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pri— iy FARSES, TORLEXT RIS 1D H, B 8 i 12 75 23 Bl 0T vy 152 2348 AR s 1)
HEEMKYE . BUETEHEI 0~240, [AIFE 16, SR N 128,

cost—— HEARTFEY . BRARTTATRAE MST SN 0 RESEfh,  FH TR B AR AT S B A2
THHHIZEAG,  [RIN 2 1 E 120 1 R iz i AR - BB, FRoRiidadk
i, BUERSNE B,

S
¥ O & # 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

i

BEE S 1 M 1SS 64, HARITEDY 2000:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1
TL-SL3226P-Combo(config-if)# spanning-tree mst instance 1 port-priority 64 cost

2000

24.11 spanning-tree priority
Zin S HTRCEM IR, EM no fr & H TR E BN E .

e
spanning-tree priority pri
no spanning-tree priority
28
pri —— Mgk, BUETEE 0~61440, BRIy 32768.
L S:e
4 e B A
bl
BEMILEH N 4096:

TL-SL3226P-Combo(config)# spanning-tree priority 4096

24.12 spanning-tree tc-defend

Zar A TR B AN 4R/ TC /Y7, B no w2 H TIKEBIANRE . W&ERIE TC

(MZAR IR AR RI RSO J5, SPATHIHERBI MR #E . SR & FEER TC i3I
il PR MM ER R A 2o 25 B i RAR KB, 45 4% AR 8 T oRAR KRR 8. TC OR4 AT DABR 1 —5E
AN AZ BN TC SRR, AT il bk 2 30T (] B f5e A
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e

B

Nl

spanning-tree tc-defend threshold threshold period period

no spanning-tree tc-defend

threshold —— TC {R R, HUE L 1~100 (dEa), SERH 20, TC Ry {E 2
£ TC TRy AIIA , AZHALILE] TC R HAREH « B ZEH 5, SCHbEZ AN
ANFFHEAT IR Ml ) R A

period —TC {4 A, HUEVEH 1~10 (B), SN 5.

4 JRy i B AR

BLE TC RYIR{E Y 30 bl te, TC Ry ANy 10 -

TL-SL3226P-Combo(config)# spanning-tree tc-defend threshold 30 period 10

24.13 spanning-tree timer

i F T HC B AR B R BRER IS TR) L 2 AR I] . ARHISERT, "B no fr & TR E BN E .«

e

SN

A~

spanning-tree timer { [forward-time forward-time] [hello-time hello-time] [max-age

max-age] }

no spanning-tree timer

forward-time —— fEHAET, BIERIZESH AN Jm , SSHATL AR S IR SRS AR SE I I [R],
BUEVEH A 4~30 (BP), BRMEN 15, Jf H 2x (FBHaEnf-1) 224K E .
hello-time —— 1544 N 1], BRIV AE HtfL A 128 A0l SCHRDJoT 351, PR T e i s 75 77 78 B,
BUETERE Y 1~10 (), BRMEDN 2, JFH 2x GERERISE+1) <ZALIFA].

max-age —— ZALKT ], BIPRSCHROSCHE S He LA Re % ORAT 1) e KA d i, BUE TS RN
6~40 (F0), BRIMEAN 20.

4R ic EAR

BB M AR AE N Dy 16 70, BREXI Ry 34, ZALIS 1Ay 22 7).
TL-SL3226P-Combo(config)# spanning-tree timer forward-time 16 hello-time 3

max-age 22
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24.14 spanning-tree hold-count

Zin 2 T BCE AR E R, B8 no fre M TIREBANRE

Lie
spanning-tree hold-count value
no spanning-tree hold-count
2
value TEPRE], RICERENERESI (AP, I R 22 BENS IR B DM SO . Y
HIE N 1~20 (pps), BRIMEN 5.
B
4 e B
7~

BEE A SR B Ry 8pps:

TL-SL3226P-Combo(config)# spanning-tree hold-count 8

24.15 spanning-tree max-hops

i A T T BB AL O SR SO R B KB, e/ no i TR EERIAL &

spanning-tree max-hops value

no spanning-tree max-hops

ZH
value —— RRBEEL,  BIMSCRSCRRE RIS, e PR T AR o IR, BB
FlH 1~40 (Bb), BRMEN 20,
B
4 JR e B AR
7~
wE O KEECh 30:

TL-SL3226P-Combo(config)# spanning-tree max-hops 30

24.16 spanning-tree bpdufilter

wn 4 M OvdRE R D TR BPDU i iEThfE, A 1 BPDU S IETRE RS 1, R ASFHEROI%
RATAT BPDU 3L, {HZ S M4 E% H S ¥ BPDU #3C, M B 132 54152 ) BPDU #)SC I i
fRUE STP iFSLRIEHIPE. "B no fr4 M T 25 i IRe -
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e
spanning-tree bpdufilter
no spanning-tree bpdufilter
LS
#: 0O i & B A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Nt 2 ¥ 5 BPDU i i Th Rk
TL-SL3226P-Combo (config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree bpdufilter

24.17 spanning-tree bpduguard

Za AT N EEm D (FIHFEA% 0 (edgeport) DjEE) FJ5 BPDU {R¥Dike, JoH T BPDU
BRI IhAEIG, Wi UE] T BPDU R3C, MSTP kxSl e b,  [H] Aef I 0 9 8 I s 14
MSTP K], ok I3 A BE HT 28 BN BRI . B0 no fr & F T 45 i DR .
we

spanning-tree bpduguard

no spanning-tree bpduguard
L S:v

O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

B
N 2 75 BPDU R HhfE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree bpduguard

24.18 spanning-tree guard loop
2 T8 IR ER IR IP Th g, "B no ir & HI T 25 i DI fRe . FREE ORGP AT AT 1k oy - B BE 41 28 5
FATGURERR #ibR, S BUN Wt BB TR A R, AT AR A S IR LR
W
spanning-tree guard loop

no spanning-tree guard loop
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B

P

¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

FEE U 2 B LR
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree guard loop

24.19 spanning-tree guard root

A TR RS, T no fr 4 T2 ZThRe . ARMFORY AT LA LE 24 BT AR AR 2k 25 AR M
Moz, T S EEF 0 2 P Th S5 A4 A B R AR S

we

B

Pl

spanning-tree guard root

no spanning-tree guard root

O/ & # R Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

TEE v 2 BIARME R
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree guard root

24.20 spanning-tree guard tc

w2 MR TC /Y, €/ no & M T4 12Th6e. B TC (R Ihfg)a, CHblfE “TC fk
P A, UKE] TC-BPDU s REH N “TC R4 BIME” APl s H, Bz H Ja, A2l
FEZ A S A AN BEAT R MR ER AT o IRl R DAIRE G 1 225 3t M o e s st k2R 300

e

B

spanning-tree guard tc

no spanning-tree guard tc

B OB B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
R 2 1) TC {4
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree guard tc

24.21 spanning-tree mcheck

Zan 2 TR I GE# .

W
spanning-tree mcheck

Bk
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N/

Ja Fi 2 B G
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# spanning-tree mcheck

24.22 show spanning-tree active

i & T B A s S AT AT IS E B

e

show spanning-tree active
B

R B AT A e AR X
bl

TR HATIZATIRSE B

TL-SL3226P-Combo# show spanning-tree active

24.23 show spanning-tree bridge

i 4 T o At 9 2 S B 5
T

show spanning-tree bridge [ forward-time | hello-time | hold-count | max-age | max-

hops | mode | priority | state ]
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B
R BSR4

~ il
WRA RS I E LS S

TL-SL3226P-Combo# show spanning-tree bridge

24.24 show spanning-tree interface

i A P T SR A R s RS S

W
show spanning-tree interface [ fastEthernet port ] [ gigabitEthernet port ] [edge |
ext-cost | int-cost | mode | p2p | priority | role | state | status]
2
port —— ERIRICEE B 15, SRE I BRI b H AL EE
Bk
B AT A e AR X
7~

R PP B A O A

TL-SL3226P-Combo# show spanning-tree interface

BRI 2 B A RS R

TL-SL3226P-Combo# show spanning-tree interface fastEthernet 1/0/2
BRI 2 B A R AR

TL-SL3226P-Combo# show spanning-tree interface fastEthernet 1/0/2 mode

24.25 show spanning-tree interface-security

A T RoR AL R ) 2 A B S

show spanning-tree interface-security [ fastEthernet port ] [ gigabitEthernet port ]

[ bpdufilter | bpduguard | loop | root | tc | tc-defend ]

port — ERIRELEE S M S, SRE N BRI i LR EE R .
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B

P

R SR BT A E B

BRI I 2 e B AE R

TL-SL3226P-Combo(config)# show spanning-tree interface-security
BRI R EE R

TL-SL3226P-Combo(config)# show spanning-tree interface-security fastEthernet
1/0/1

7R BT A v ¥ BPDU I JERC B 15 2.

TL-SL3226P-Combo(config)# show spanning-tree interface-security bpdufilter

24.26 show spanning-tree mst

i T S AL i R Se (5

B

Nl

show spanning-tree mst { configuration [digest] | instance instance-id | [ interface

[ fastEthernet port ] [ gigabitEthernet port]]}

instance-id — ZLEIRECE S BRI ID, HUEEHE 1~8.
port —— F RN E AR B 15, BN SR B in R B S .

AU ORI A T B A 5

BRI 1 REEATIREE B

TL-SL3226P-Combo(config)# show spanning-tree mst instance 1
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#o5E IGMP LB drd

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP i) J&Ig{T{EAZ AL
FHIHELENL], AT EEAESIHREA . 5 IGMP il D)gE nT LA 25 HhiEE G 2H 3k 2 7 0 2%
R

25.1 ip igmp snooping(global)

Zim AT IGMP &J5ECE, B no frd M T2 MR

Lie
ip igmp snooping
no ip igmp snooping
L S:H
4Ry e B
7~

5 IGMP £ =it & :

TL-SL3226P-Combo(config)# ip igmp snooping

25.2 ip igmp snooping(interface)
Ztn A H T e 2 i DAL E IGMP Snooping TIfE, ‘E 1 no 4 T2 1% hRE .
[

ip igmp snooping

no ip igmp snooping

B

B O & 20 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

i
JF 53 11 3 [ IGMP Snooping Zhfi:

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping

25.3 ip igmp snooping immediate-leave
% T B LR PRI BT D RE, B no s T T AE %I EE
W
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ip igmp snooping immediate-leave

no ip igmp snooping immediate-leave

B
B O e B #% 3 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

w5

TFIE o 1 3 F PR B T T BE -
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping immediate-leave

25.4 ip igmp snooping drop-unknown

Zan 2 TR AR FIH AR SCEFEIIRE, €M no i T2 IR

e
ip igmp snooping drop-unknown
no ip igmp snooping drop-unknown
e
4 JRyic B AR
5

THE RENHFRRSCEFE I RE -

TL-SL3226P-Combo(config)# ip igmp snooping drop-unknown

25.5 ip igmp snooping vlan-config
Zr 4 T H FfEE VLAN 1) IGMP SNOOPING i, IFEEUL IGMP S8 DA K 1) i i A5 4H 4 b
H% H . B no w4 2552 VLAN [f) IGMP SNOOPING . IGMP {7 T 7. (¥ 4 4% 41
FeHET VLAN TR, AR VLAN AT LR E A ) IGMP 28, A b4 H T EE S VLAN 1)
IGMP {1 2%
we
ip igmp snooping vlan-config vlan-id-list [ rtime router-time | mtime member-time |
[time leave-time | rport interface { fastEthernet port | gigabitEthernet port } ]

ip igmp snooping vlan-config vlan-id static ip interface { fastEthernet port |

gigabitEthernet port }
no ip igmp snooping vlan-config vlan-id-list

no ip igmp snooping vlan-config vlan-id static ip
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B

Nl

25.6

vlan-id-list— FHEEM IGMP 511 VLAN ID %113, HUETER 1~4094, #%3N 1-3,5.
router-time —— [ FH 253 L[] o 2E BT RIS I Y, n SRAS L I8AT MRS 25 s 1 42080 3
ARG, WAy Z s e A8 o 2k 2. BUHEYEH 60~600 (F2), BRiA{EA 300.
member-time —— 8 57 3y 1 B 6] o ZE T SEET 18] P, A SREAS 3L 38 HUS 21 ple 04 o 1 2%
(R RS, BEA AR R R 2. HUE 5 60~600 (FP), BRIMHE Y 260,
leave-time —— B JE I [], R AIE B AR SC BN AS e WA Z 3 ML A 3G 2H h
b I £ ] B ] o ERAESE TRl 1~30 (FD), BRMEN 1.

port —— AZHALK 51 3 5

vlan-id — Z1#% IP [ VLAN ID, HU{f il 1~4094.

ip —— HASAHE 1P Hil.

port-list —— J &7 I 1 513

4 JRy i B AR

Ja F VLAN 1-3 [f] IGMP {0t Wr ThRE, W5 e AT 2% HH 2 it IR R] 152 B 2 300 #b. Jl D ity 1
B 1A BEE N 200 B, FF44 VLANL-2 B i fs it 1a) 15 B R 15 5.

TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-3 rtime 300
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-3 mtime 200
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 1-2 Itime 15

fE VLAN 2 i i aS A bl 26 B, 43% 1P 08 225.0.0.1, ek My 1 1-3:
TL-SL3226P-Combo(config)# ip igmp snooping vlan-config 2 static 225.0.0.1

interface fastEthernet 1/0/1-3

ip igmp snooping multi-vlan-config

Zfr A TV VLAN, ‘B no fv2 T B A B R 4H 3% VLAN.

we

ip igmp snooping multi-vlan-config [ vlan-id ] [ rtime router-time | mtime member-
time | Itime leave-time | rport interface { fastEthernet port | gigabitEthernet port } ]

no ip igmp snooping multi-vian-config

vlan-id — FHEEECE ) VLAN ID, BUE TG FE 2~4094.,
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B

R~

25.7

router-time —— &% F &3 I (8] o CEPTICIS TR N, G0 SR AC BAL AT A% EH 25 i 1 #6838
PR, WA I B3 LR 2. BUEYEH 60~600 (F5), BRIME N 300.
member-time —— i &1 3y N (8] o ZEPITICIN TR] N, G0 SRASHAL AT Wl 31 1 b H s
MR SR SC, B IZ A G A BUE TSl 60~600 (F5), ERIAME N 260,
leave-time —— B FF JE I [A], BT AL 08 B HF A SC B AS BebLAE 12 S Lo 11 M2 R4
rH IR P (RIS R] . BB 1~30 (2D, BRIME N 1.

port ——AZ LA B i 115

% JRy e AR

JTHRARE VLAN Thag, JFBtE VLAN 3 [ d & m HR )05 100 AP j b s N 8] o4
100 A0 T a0 3 8D, A b 1 s 3.

TL-SL3226P-Combo(config)# ip igmp snooping multi-vlan-config 3 rtime 100
TL-SL3226P-Combo(config)# ip igmp snooping multi-vlan-config 3 mtime 100
TL-SL3226P-Combo (config)# ip igmp snooping multi-vlan-config 3 Itime 3
TL-SL3226P-Combo (config)# ip igmp snooping multi-vlan-config 3 rport

interface fastEthernet 1/0/3

ip igmp snooping filter(global)

Zar A TR sUE A R JE i JE b2 H B0 no A TIBR I gL & H . TERHT
IGMP il ShEg)s, AT LU e B 2 32 ok 9ok PR il o 1 BE N (O ZEL 38 i Y TR, A R 1) FH P 3o 281
W H B AR, HIBHhETEE N 224.0.0.0~239.255.255.255, 1] DUIN B4 241 3% s bk 6 L N
224.0.1.0~239.255.255.255.

e

B

R~

ip igmp snooping filter id start-ip end-ip

no ip igmp snooping filter id
id — it yEHiE ID, GRS 1~30.
start-ip —— I yEHHE B A AR 2K 1P Mkt

end-ip — RLUEMLEB A R ALIE 1P il

4 JRy e B AR
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NN ID 508 3 BRI H, iR hEBCN 225.1.1.1~226.3.2.1:

TL-SL3226P-Combo(config)# ip igmp snooping filter 3 225.1.1.1 226.3.2.1

25.8 ip igmp snooping filter(interface)

e T B i L, B no @ FIREREARCE . 23 A% IGMP ) O, AZ#pl
SRR SR A 1 B AR I G 1D, W R AR A AR PO UE, PRI AN I B 41
AR Som B3R, RS2 Z381% IGMP #5130, AT 7 Brse i i) 414
4.

we
ip igmp snooping filter
no ip igmp snooping filter
Bk
O K & fL X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

TEiE o 3 A gD Re
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter

25.9 ip igmp snooping filter add-id
ZAn A F 4R i VAN 7 B SR I A A R B, B no i A F T IMIBR G B () g bt
[

ip igmp snooping filter addr-id addr-id list
no ip igmp snooping filter addr-id addr-id list

28
addr-id list —— #EHgbEnlJEhk 1D, #%X% 1-3, 5

B
B OB B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

46 ik e 2-6 B PRI NG 1 3:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter addr-id 2-6
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25.10 ip igmp snooping filter mode

P A 0 B 8 e v T i =

W
ip igmp snooping filter mode mode

Z2¥
mode — i JEANERE, #:5%% (accept) SUiEZE (refuse). iEF refuse I, AZHALKE
LA AR AEAE A F L DR B b O H il L, Tk 4% accept I, A2l A AL FRA]
P b7 2H F 0tk B b B A SR A

LS
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

fit € o 1 3 HIRL IR Y accept:
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# ip igmp snooping filter mode accept

25.11 ip igmp snooping filter maxgroup

A T 4a g i 1 2 BE I AR 4L A0 % H .

we
ip igmp snooping filter maxgroup maxgroup

28
maxgroup gt F R 2 BE NN AR A H o B i 1 e 2 BE NN ZH AR A8 H 2
B ik 1 KA 5

L S:e
# O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

i o 1 2-5 |EZ AN 10 NMHHRA
TL-SL3226P-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL3226P-Combo(config-if-range)# ip igmp snooping filter maxgroup 10
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25.12 ip igmp snooping querier vian

Zam 2 a8 @ VLANH i BEIGMP i T & 1 23 DU RE, ' I notin & 22 H #8 & VLANH IIGMP1ii
W & 2 hRE -

W
ip igmp snooping querier vlan vlan-id
no ip igmp snooping querier vlan vian-id
Z2¥
vlan-id — VLAN ID, it }1-4094.
Bk
4 JRc B AR
7~

TEVLANLH 8 G IGMP i T 2 ) 2 I fg

TL-SL3226P-Combo(config)# ip igmp snooping querier vian 1

25.13 ip igmp snooping querier vlan (general query)

% 4 TR EIGMPHUT 8 3 (B A B S%, Mo 4 H T W SR E
T

ip igmp snooping querier vlan vlan-id {query-interval interval | max-response-time
response-time | general-query source-ip ip-addr }
no ip igmp snooping querier vlan vlan-id { query-interval | max-response-time |

general-query source-ip }

S8
vlan-id — VLAN ID, Ju[~1-4094.
interval —— &% FH A R SO IR RIRG ,  BUE G A 1-300F>, BRIME 6070 .
response-time i 2 P W38 FH AR O E B e ke SN [E], EUE Y [ 151 2530,
BRINE 91050
ip-addr —— IGMPi I 25 1) 28 BT & 1 138 FH E RS IRIP, AN RE AL FR ) #E Hhdik .
BRINE ~192.18.0.1.

R
4 Jey i B AR
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A~

FEVLANZH i BEIGMP it T 23 1 25 14 388 F 28 v SR R 3% [RIRE N 20085, f5 K 9z i) 8]
20%D:

TL-SL3226P-Combo(config)#ip igmp snooping querier vlan 2 query-interval 200
TL-SL3226P-Combo(config)#ip igmp snooping querier vlan 2 max-response-

time 20

25.14 ip igmp snooping querier vlan (specific query)

Zar T AC B IGMPOTT Bl 2 R € H A MSH, Efnodr & M TIREEARC &

we

B

A~

ip igmp snooping querier vlan vlan-id {last-member-query-interval interval | last-

member-query-count count | special-query source-ip ip-addr }

no ip igmp snooping querier vlan vlan-id { last-member-query-interval | last-

member-query-count | special-query source-ip}

vlan-id —— VLAN ID, 3Ju[N1-4094.

interval —— JEFFE A ARSI TR TR R,  BUEVEE N1-5F0, BRIMEALRP. 44
VAR ISR B 2R S Bz R PRI B D Re A TR I, A 22 RIERE & H A AR SC .
count—— P HIAR AR RFE 4 BRI SR, BUETEFELEI5AS, BRME 2. 4
RO SRR BRI R A B IR SO B A WEIRE IR G, AR TE I 2H 1R 2H
o IR 122 B8 573 11

ip-addr —— IGMPii I 75 1] 2% AT & 14 1 RF 8 4L A WS IIRIP, A BN B #i bk o
2RiME4192.18.0.1.

4R i B AR

FEVLAN2 148 BEIGMP it Ufr 5 16 25 Ry 5 28 25 1) 1 ST A 18] B 240«
TL-SL3226P-Combo(config)#ip igmp snooping querier vian 2 last-member-query-

interval 2

25.15 clear ip igmp snooping statistics

22 TG FRI IGMP 304 HE B .
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e

B

A~

clear ip igmp snooping statistics

R RN BT I A X

HER IGMP L4 R -

TL-SL3226P-Combo(config)# clear ip igmp snooping statistics

25.16 ip igmp snooping accounting

Zin % T4 R H IGMP AETH SR DhRE, B/ no fir & T 554 R IGMP AIETH 3 D)fg .

e

L S:H

R~

ip igmp snooping accounting

no ip igmp snooping accounting

4Ry fic B AR

TR IGMP AEH 2 Thg.

TL-SG3218(config)#ip igmp snooping accounting

25.17 ip igmp snooping authentication

i % T RE s ) IGMP YAIETH SR DhRE, B no 4 15 Ml 1Y) IGMP AIETH 3} D) g .

e

SN

A~

ip igmp snooping authentication

no ip igmp snooping authentication

O E R

FFRE T 2 () IGMP YGETh R
TL-SG3218 (config)# interface gigabitEthernet 1/0/2

TL-SG3218 (config-if)#ip igmp snooping authentication
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25.18 show ip igmp snooping

a4 TR IGMP 2 /AL E S 2.

Lie

show ip igmp snooping
B

FEBU AT A C B AR
A~

78 IGMP 4 Rl B8 S

TL-SL3226P-Combo# show ip igmp snooping

25.19 show ip igmp snooping interface

Zar AT B IGMP i AL EAE B

we
show ip igmp snooping interface { fastEthernet port | port-list | gigabitEthernet
port | port-list } { basic-config | filter | packet-stat | authentication }
2%
port — ELEIRACEE A5,
port-list ——2 BRI B A5 B H %R .
basic-config | filter | packet-stat | authentication —— EFE BRI E S S
L S:v
e BB AN i A TiE BLAS =X
B

BoRi 2 [ IGMP JEARL B B

TL-SG3218# show ip igmp snooping interface fastEthernet 1/0/2 basicconfig
BoRiG L 1-4 ) IGMP R4 B

TL-SG3218# show ip igmp snooping interface fastEthernet 1/0/1-4 packet-stat
Boni 1/ IGMP IETRE(S B

TL-SG3218# show ip igmp snooping interface fastEthernet 1/0/1 authentication

25.20 show ip igmp snooping vian

A T S~ IGMP VLAN R85 5.,
i
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show ip igmp snooping vian [ vlan-id ]

2%

vlan-id — #8578 VLAN 5.
LS

BB AN i g LA X
il

78 VLAN 2 [ IGMP Snooping it & 15 .-

TL-SL3226P-Combo# show ip igmp snooping vlan 2

25.21 show ip igmp snooping multi-vlian

Zdn 4 M T R4k VLAN BLE S 2

we

show ip igmp snooping multi-vlian
L S:H

FEBUB A AT A C B AR
i

SRR VLAN LB (S B

TL-SL3226P-Combo# show ip igmp snooping multi-vlan

25.22 show ip igmp snooping groups

a2 T s UG S . ATBE R TRINY RS LU RTRE VLAN [FEh 34141
BHERER.

we
show ip igmp snooping groups [ vlan vilan-id ] [ count | dynamic | dynamic count |
static | static count ]
S8
vian-id — FFZEERA (S 1 VLAN 5.
count BRI AR

dynamic—— EE A KEhAHIBHE R
dynamic count— RoRBIAHFBHMEE -
static— BEEIANEHSHBRHAGER .
static count— BRI HEAAIEHE .
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B

A~

AU 2 L BT A TG A 2

TN R B

TL-SL3226P-Combo#show ip igmp snooping groups

27K VLAN 5 [T AR H % H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlian 5

7R VLAN 5 1 (4R 2H 5% H AN

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 count
27K VLAN 5 1 (B H AR LS S

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 dynamic
7R VLAN 5 1 (RS AR ALAE S

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 static
78 VLAN 5 a3k % H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 dynamic
count

7R VLAN 5 i S A% 5% H -

TL-SL3226P-Combo(config)#show ip igmp snooping groups vlan 5 static count

25.23 show ip igmp snooping filter

Zdn A T BRI JEHIERAE R .

B

R~

show ip igmp snooping filter [ filter-addr-id-list ]

filter-addr-id-list —— LB /R A FF T LS B pEstbt ID, "TAZ %%, #08 1-
3, 5, SREWERITA G IDHREER R

AU U T A TG B A

BRI AR e AL

TL-SL3226P-Combo(config)# show ip igmp snooping filter
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25.24 show ip igmp snooping querier

%t A T 5~ VLAN HH IGMPAF I 25 1) 22 (S 2.,

W
show ip igmp snooping querier [ vlan vlan-id ]
Z2¥
vlan-id — ZE/R A 3E S HIVLAN ID, BUATEE1-4094. #7ARE, WERIA
VLAN & 4L E
K
RO AT A C B
7~

S IRVLAN2 FFIGMPi I 2 1) 2% 145 B

TL-SL3226P-Combo(config)# show ip igmp snooping querier vlian 2
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Ho6EE AAA LB Hé

AAA JEINE. FZRUATTSE (Authentication. Authorization. Accounting ) = /N3 A iR . 3
BT B U 18] A2 #ATL B SR A7 IR A PR KT FH P R4 T UAIE, 8 B U7 i) A I F P AT AR A8 26
MR55,  Brfart IEAEASE FH 0 2% B2 I P AT 1E 3% . RAAThRE RN

1. 1AiiE(Authentication): 3&iEF P a2 15 v] LAIRTSU7 I AL FR 5

2. FEBL(Authorization) : FZALF AT DA W6 AR 45 ;

3. i3 (Accounting): it 3 FH A N 4 B R S DL

26.1 aaa enable

Zin ST AAA ZRIELE, B no i T2 M1z

e
aaa enable
no aaa enable
e
4 e B
BURRER
A E AR A REVT Hl X Lty 2.
i

THE AAA 4 RITC B D fE

TL-SL3226P-Combo(config)# aaa enable

26.2 tacacas-server host

Zn A T EE — AN TACACS+HARSS 28, ‘&1 no i 2 F T MIBREF & TACACS+IR %555 .
i

tacacs-server host ip-address [ port port-id ] [ timeout time ] [ key {[ O] string

| 7 encryped-string } ]

no tacacs-server host ip-address

ZH
ip-address € TACACS+IRZ#: 1 1P Mkl .
port-id HiE AAA JIr 55 a5 1 5 o RIS OL R 22 49,
time ——7i& & BRI Y L 9 55 5 IR 45 25 0 L PR ST T o B TRJSE LA 1 310 9 75, BRI
5.
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B

BURREER

EVAE 1]

Nl

[ 0] string | 7 encrypted-string ——0 Al 7 2 N# KA, 0 Komilfg— A e
o 7 Rl — A EE K ORI A . ORISR 0. “F
FrE” R LA B O BeIE R 55 2 L 23 8, B 2 vl LIS 31 N5 1)
R SRRV N TR AN A B E K RO PR s %
B, AT LS — A S L C B A T R I R . S P A B B %
W LU AT . IO e B % R iz 2 W B 5 — I,

4Ry ic B AR

HAEE BI04 REVT R IX 2 &

& T & 1Y) TACACSHIRSS 28 B BRI IN R “tacacs” k55 22l .

i & TACACS+IRZ-41 IP Huhl 9 1.1.1.1, TCP #1104 1500, @B N6 #, &

I % EH B 12345,

TL-SL3226P-Combo (config)# tacacs-server host 1.1.1.1 port 1500 timeout

6 key 12345

26.3 show tacacs-server

%A A T 5~ TACACS +IR & it B = E..

e

B

BURREER

R~

show tacacs-server

A PHAT S R A 5

HAE R RO R A BEVT R X L i 4

BoRFT TACACSH %445 2.
TL-SL3226P-Combo (config)# show tacacs-server

26.4 radius-server host

Zan 2 HTECE T RADIUS k%25, MIBREFE RADIUS k54, B HER no s
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e

B

BURREER

DA 1]

Nl

radius-server host ip-address [ auth-port port-id ] [ acct-port port-id ] [ timeout
time ] [ retransmit number ] [ key {[ 0 ] string | 7 encrypted-string } ]

no radius-server host ip-address

155 RADIUS IR 554311 1P MLk

auth-port port-id —A4HIETE K482 UDP H i . BIAMEHL T2 1812,
acct-port port-id — A1t P E K452 UDP H i . BUIAEHL T2 1813,

T 5 BB IR Y0 ] P S5 A5 R 25 A e S R ARE ] o BN (D RN 1 21 9 FP, ERIA My

ip-address

time
5,

number —— 1 R AR SS S KR, HEE RADIUS & KRIXE. BRAEHL T
& 2 1%,

[ 0] string | 7 encrypted-string ——0 A1 7 & N# 2R, 0 FKmilfg— AN e
Ho 7 Rl — AN EDEK R PRINE ZH. BIAGOT, IR HN 0. “F
FrER” RS LR B O B R 55 2 I AL 3 8, B 2 v LIS 31 N5 1)
B SRR RV “INEFRE” & — A BA W KB AR 2 %
B, AT LS — AN S B C B SO R I R . S T A B BN 4
BN E TR R . ALK e B B E 1% a2 i 5 — Tl

)R e B AR

HAEH RO A REVT R I 2 &

ERCE R RADIUS fiR S5 A K BRINANINE] “radius” 55 S 2 .

it B RADIUS RZS 25110 1P #ihk >y 1.1.1.1, B&4Fus 14 1200, & 6 7, SEALK

BN 3, RINEREHE N 12345,

TL-SL3226P-Combo(config)# radius-server host 1.1.1.1 auth-port 1200

timeout 6 retransmit 3 key 12345

26.5 show radius-server

%A AT 5~ RADIUS R& S EE R,
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e
show radius-server
B
FEARHAT RS RE B
BURRER
HAEHABMRI T A REVH i IX L 2.
~ il

R RADIUS IR 45285 5 -
TL-SL3226P-Combo(config)# show radius-server
26.6 aaa group

AT ERE A, ¥H T IMER TACACS+RADIUS R4 S 4L HE, f HZar &3t AR
SPe U B, MIBRAEN. AAA 24, 5 SR no fr s .

we
aaa group { radius | tacacs } group-name
no aaa group { radius | tacacs } group-name
¥
i e IR 55 #2250 RADIUS 5t TACACS+
group-name i 5 M55 28 4L 4
B
4 JRy e B AR X
URER
HAEHE AR A REVH H X L dr 2
5
il —/~ 4%~ Radiusl (1) RADIUS Ji 45 #5401
TL-SL3226P-Combo(config)# aaa group radius radiusl
26.7 server

i A T THE O SUIRST A 4L P s InBLA BIIR S5 4% IR 55 45 LI R AR N2 AR 55 4% 7565 F1 & 19 no i

¢
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B

BUFRER

R~

server ip-address
no server ip-address

TRRE R S5 A1) 1P ik

ip-address

R 55 a4 P AR 5

HAE LRI B A BEVT R IX 2 a4

A% RADIUS %528 1.1.1.1 3| RADIUS k%5 #3440 “Radiusl” H:

TL-SL3226P-Combo(config)# aaa group radius radiusl
TL-SL3226P-Combo(aaa-group)# server 1.1.1.1

26.8 show aaa group

Zan 2 HT R AAAAIER, EiEfaedis, WA i A Ik S

Pl

show aaa group [ group-name ]

group-name — & MRS A I 4 FR

A PHAT A SR A 5

BRI IR A 4LRIE B
TL-SL3226P-Combo(config)# show aaa group

26.9 aaa authentication login

Zar S T E N E RS MR EIR . ZITESIRAE 1 X 2T SR R R SR SR IE TS
FAEATRI TS, MERARE BAETTESIZR, R E R no .

e

aaa authentication login { method-list } { methodl } [ method2 ] [ method3 ]
[ method4 ]

no authentication login method-list
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2%
method-list 8 5E TNEB R 2R
method1, method2, method3, method4 —— & L IGIE VAT 5 o QR Al 1
THEAMRL, WS — A SR IRIET V%, WA, WIAR#AT.
T 1) 7754 radius. tacacs. local f1 none.
K
4 JR e B AR
BURRE R
WA EHAB R A GEV) Hl X i -
7~

FCE —MILSETTE 1y radius, 56771 2 4 local H & SRMIETTVES 3K -
TL-SL3226P-Combo(config)# aaa authenticaiton login listl radius local

26.10 aaa authentication enable

Zdn 2 TR EBRIEEFIZR, ZINEFIRME 7 3T BRI B 3 BRI 5 I A o MR
T8 5E B e IEAIR, T ATE R no dr .

we
aaa authentication enable { method-list } { methodl } [ method2 ] [ method3 ]
[ method4 ]
no authentication enable method-list
28
HE J7 5 R B 4458
method1, method2, method3, method4 ——j& SIGHIE 77 VL )75 o QISR AT T i 77
AL, W22 T — AN SR RAIETE, WK, AT
5 164 radius. tacacs. local Al none.
B
4R B A K
AUBRESR
A EHE AR A REVS H X L dr 2
7~

BoE — MLk 1 N radius, RS9 2 4 local FIALBRINIE 771251135 :

TL-SL3226P-Combo (config)# aaa authenticaiton enable list2 radius local

171



R

26.11 aaa authentication dotlx default

Za A HTECE 802.1x INIETVESFR . %7 iEFIRFIA T 802.1x H P & FNUE 2. MIBRERIN &
PYSGUE T 1ESER, EMHER no M4

W

aaa authentication dotlx default { method }

no aaa authentication dotlx default
Z2¥

REJTIEAR. A SCHF RADIUS RS 2820, BRI RS 240

e

4 JRc B AR
BUFRZE R

RAEHAB I A REVT H X Ly 2.
7~

Fic B BRIA G 802.1x AIE A “radiusl”:
TL-SL3226P-Combo (config)# aaa authentication dotlx default radiusl

26.12 aaa accounting dotlx default

2 THCE 802.1X i3 J5iksIFR, MIERBIN R IESIER, HHEMHEN no i<

aaa accounting dotlx default { method }

no aaa accounting dotlx default

ZH
metho RIE T4 R SR RADIUS 45 23410, BRIAT 2RSS 254
B
AR E R
BURRER
U T MK TP A R 1 X 2y 4
Bl

Fic B BRA Y 802.1x 127 /7 : A “radiusl”:
TL-SL3226P-Combo (config)# aaa accounting dotlx default radiusl
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26.13 show aaa authentication

Zin 2 T SR GRRIESRERE, FHH dotlx JiiEs3&.

Lie

show aaa authentication [ login | enable | dotlx ]
28

login | enable | dotlx faw ks R MR
L See

R RIAT R R E B
AUPRER

HAEEHE RGP A REVI HIX L 2.
7~

N NIREL AR NS
TL-SL3226P-Combo (config)# show aaa authentication

26.14 show aaa accounting

ZAn 2 T BT SRR L E S S .

Lile
show aaa accounting [ dotlx ]
2%
dotlx T 5 T IEHNR R
B
R AT A U C B
BURRER
A E AR I A REVT H X Lty 2.
bl

EIRBRIN 802.1X T H ITESIR IIE B
TL-SL3226P-Combo(config)# show aaa accounting

26.15 line console

24 T HE NS i I B A Qe B 4 ) 6 i 1 DA 33 I B AE B3R
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e
line console { linenum }
2
linenum —— e VFIE I 42 ) 5 I S SRR . ERIME— B0 0, B9 &
AU G b 1 BT
B
4 e B A
BURRER
RAEH RGO 7 A REVT 11X L5 a5 2
i

BEA ] G i G B I AC B 1 & %5 1 0:

TL-SL3226P-Combo(config)#line console 0

26.16 login authentication(console)

N

2 F TR S SR A SR S B G i o A E BN B i BE T EESIR, E A E

] no 4.

W
login authentication { method-list }
no login authentication
28
method-list ——$i5 58 $2f1] & ¥ 1 - SR I75510 3% BOAE R 2 “BUN”, B8
J5i% “local”.
B
PRI B
HBURREE R
HAEEHE AR A REVS R IX Ledr 2
il

Pic B 2 1] 5 3 B RS SRVIE TSR Dy “listl”:
TL-SL3226P-Combo (config)# line console O

TL-SL3226P-Combo(config-line)# login authentication listl
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26.17 enable authentication(console)

i 2 TR IE 7772 2 R B3] o 1, 45 BE JFUNBRNIRIE 775136, 5 T no

we
enable authentication { method-list }
no enable authentication
Z2¥
method-list FaE P 6 1 B E FVGET S . BRAEGL T 2 “BRIN7,
8771 “none”.
Bk
2 g e B A
BUFRZE R
HAEHAB I A REVT H X Ly 2.
5

P B 2 1 5 i 1 R FHIETTVES IRy “list2”:
TL-SL3226P-Combo(config)# line console O

TL-SL3226P-Combo(config-line)# enable authentication list2

26.18 line telnet

Zn T TREANLBRBCER, JvF N AMES IR E telnet £ 0m2ki% .

iy
line telnet
B
4 Jeyfic B AR
AURREL R
HAEEE DI A R X Ee iy 4
7~

HEN telnet 2% b 2k B Aic B AR 2 .

TL-SL3226P-Combo(config)#line telnet
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26.19 login authentication(telnet)

Z & T1E Telnet £k it bR G SRIETTVESIFR, 5 ER JFONERARIE T %513, BT

1 no 4.

we
login authentication { method-list }
no login authentication
2%
method-list —#& € telnet Z 4k L& FITIESIER . BOAEOL T2 “BhLN7, &
1% “local”s
%2
PRI B
BUFRZE R
HAEHE ARG A REVH H X L dr 2.
7~
HCE telnet 244k bR KINIETEFIR N “listl”:
TL-SL3226P-Combo(config)#line telnet
TL-SL3226P-Combo(config-line)# login authentication listl
26.20 line ssh

Wz T AL B, 1E ssh &k BN AIETE5#%.

i
line ssh
LN
4R B
BURE R
ST B I P A ) i B
i

BEN ssh 2o 2 e B A

TL-SL3226P-Combo(config)#line ssh
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26.21 login authentication(ssh)

Zdn 2 THE ssh &imeeis BN RVAETNESIR, HEEEOVBRNSIE T EFIER, EHEHEr

we
login authentication { method-list }
no login authentication
ZH
JE ssh £ LS RINESIFR . BOABIL T “Bhl”, 6
J5i% “local”s
Bk
WL
UFRER
HAEE RBP4 REVH R IX L dr 2
N/

Mo ssh iz b HE FANIETEFIR Y “listl”:
TL-SL3226P-Combo(config)# line ssh

TL-SL3226P-Combo (config-line)# login authentication listl

26.22 enable authentication(telnet)

%A H THE Telnet Z3m kit b N FIRFBUNIE VAR IR, & EZIEFOMERINRAE T 55136, e

] no fix 4>

fnd
enable authentication { method-list }
no enable authentication
2
2 o BIMEOL T2 “BRIN7,
A5 751 “none”,
B

2 e B AR
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BURER
RAE RGO IR A B Vs H X iy 4

A~
He & telnet 22kt b 15 FHIANIET %5130y “list2”:
TL-SL3226P-Combo(config)#line telnet

TL-SL3226P-Combo(config-line)# enable authentication list2

26.23 enable authentication(ssh)

Zfn 2 HTHE ssh Zimekith b N HRFBGNIETESIZR, & EIEFONEINRAE ) 55138, TH I Er

nOn/v\

s
enable authentication { method-list }
no enable authentication
28
method-list T8 € ssh &unsk L) Ja FTiEsR . BOAED 2 “BON7, B8
T “none”,
B
28 T B AR
AR EL R
HAEEE RGP ARV RIX ey 4 o
7~

WC ' ssh Zimsk B IR FHITESIR Y “list2”:
TL-SL3226P-Combo (config)# line ssh

TL-SL3226P-Combo(config-line)# enable authentication list2

26.24 ip http login authentication

A THCE @S HTTP #E47 U5 18l I Pt AT AR TS I UGIE 7036, I8 TR BRI IE 77 v
Y2, WEHEHEM no w4,
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e
ip http login authentication { method-list }
no ip http login authentication
ZH
HE » BROATEOL N “BONY, A
J7i% “local”,
LS
4 JR i B AR
BUFRZE R
HAEHE ARG A REVH H X L dr 2.
7~

MCE HTTP Viinl B8 NIE 58N “listl”:

TL-SL3226P-Combo(config)# ip http login authentication listl

26.25 ip http enable authentication

Zm A THCEX @S HTTP 347 U5 18l I Pt AT A IE BT S F UGIE 736, I8 TR BRI B IE 7 v
IR, EMEHER no 4.

we
ip http enable authentication { method-list }
no ip http enable authentication
28
method-list f&5€ HTTP Vjial LR 77281038, BRMENL T “8007, &
 “none”.
L S2e
A e B A
HBURREE R
A EHE AR A REVS H X L dr 2
7~

FCE HTTP U5 Al L RAIET i8R “list2”:
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TL-SL3226P-Combo(config)# ip http enable authentication list2

26.26 show aaa global

Zan A T EoR AAA THEER) 4 R & FLE A F L (console. telnet. SSH A1 HTTP) #4T

é\
Vi 1] AR BUT 1513

e
show aaa global
B
FERUAAT B A S B AR G
AR E K
HAE R RO R A REVT X £ 4
Nl

7R AAA TRER) 4 R E AL AR B I 71681 3%
TL-SL3226P-Combo (config)# show aaa global
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#o7E SNMP LB fird

SNMP (Simple Network Management Protocol, i #M4EEHML) ThREH T &ML %, 5L
L5 A2 7= i P TR RS e HE,  DUE T X 4 45 B 00 0F IO 8% 1 A ) MR AR A A

27.1 snmp-server

Zan 2 H T3 M SNMP Zhg, ‘B no v Ml T-25H SNMP Zhig. SNMP ZReER VG2 AL I .
W
snmp-server

Nno snmp-server

R

4 ey e B A
B

FFJa SNMP Zhfg:

TL-SL3226P-Combo(config)# snmp-server

27.2 snmp-server view

—

ZAr 2 TR IE, B no 4 F T IHIBR X ML E . 7E SNMP S0 A B B (OID) SRt
IR ZZ HAL R FENT SR, MIB (Management Information Base, & FiA5 K E) & i1 W& 15 5 1)
EHA BRSPS ) AR 2 W B R

we
snmp-server view name mib-oid { include | exclude }
no snmp-server view name mib-oid

28
name — ZEANIMAIALEIZE HEIA PR, WA 1~16 D54AF. —MLERIR BLA 2 A4
RIRLIE 2% H
mib-oid —— MIB 7-# OID, BliZ#E% HIEHATE (OID). A 1~61 74
include | exclude —— FLEIZEA, A4 (include) FIHER: (exclude) WM.
BFENS, 1% OID A LIRS BB S B I BEFFRRIN, 1% OID ANBERE BRI 2E

L S2e
SR 5

7~

I viewl, i B H OID 4 1.3.6.1.6.3.20, i% OID 1] LIy & B f 2 3 .

TL-SL3226P-Combo(config)# snmp-server view viewl 1.3.6.1.6.3.20 include
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27.3 snmp-server group

Zin 2 H T IAVE BERCE , B/ no - TR B4 . SNMP v3 $26t T VACM (View-based
Access Control Model, 3&F#LEIF U7 iEHI#ERD K USM (User-based Security Model, #&F
FUR AR FRAENLE] . PR e, 5. @A ERIA B r P H G H . R
A INIEAH TN SFEThRE &, N BRI MR B8 2 1) R 3E A5 A B8 v i 22 4 1k

we

B

A~

snmp-server group name [ smode { vl | v2c | v3}] [ slev { noAuthNoPriv |

authNoPriv | authPriv }] [ read read-view ] [ write write-view ] [notify notify-view]

no snmp-server group name smode { vl | v2c | v3 } slev { noAuthNoPriv | authNoPriv
| authPriv }

name — EERINMALY, I 1~16 715, A4 5 2z 22500 F 4
BOZHRIFRR, =B FEA A 2 R —4H.

smode — %4, A vl. v2c Fl v3 =&, 47FR8 SNMP vl, SNMP v2c Fl
SNMP v3. H:H1 SNMP v1 Fil SNMP v2c ¥ H H4 4 (1 Wiy 4 snmp-server community)
WIE, SNMP v3 KA USM iAIE. SR v,

slev——SNMP v3 FI4l %4245, A noAuthNoPriv (ASAGEAINE ). authNoPriv (GA
EAINE D 1 authPriv. GAIEINES ) =/MET, #4514 noAuthNoPriv. SNMP v Al
SNMP v2c %46 T AN BEE L.

read-view —— K R E A FR . RSB R Bed &5 A Re bl i .
write-view —— KK R EME IR R EE R BedniE AN REm A G . 4 20 AL
BEAT B BRAE, RS RIISRZ AR B n g R s A L SR

notify-view —— SCER Il AL 2 FR o B ERECEE AT AR I8 R AR B A IS 1) S R A

S|

o

4R i B AR

AN groupl, FFE 24N SNMP v3, %4258 authNoPriv, 414 1H
JAR AL viewDefault #4715 53 E, & HEBE T AR K viewDefault 3% ) 5

HAREE R
TL-SL3226P-Combo(config)# snmp-server group groupl smode v3 slev
authNoPriv read viewDefault write viewDefault notify viewDefault

B4 groupl:

182



WMERZHHL AT T

TL-SL3226P-Combo(config)# no snmp-server group groupl smode v3 slev

authNoPriv

27.4 snmp-server user

P & AT, e no fr 4 BT MR 2R A 7 o A ER AR A TT LB A e ond e L gk
. FAP@AEEZ T, SRR AL RA MR 22 4 GO A el 2 AR o

we

snmp-server user name { local | remote } group-name [ smode { vl |v2c |Vv3}]
[ slev { noAuthNoPriv | authNoPriv | authPriv }] [ cmode { nhone | MD5 | SHA}] [ cpwd
confirm-pwd ] [ emode { none | DES }] [ epwd encrypt-pwd]

No snmp-server user name

ZH
name — ERINMA 4, AT 1~16 D54
local | remote —— I /727, 43 AH (local) FIIZfE (remote) Pifl. At 7 RIgEE ST
TEAMGIE NP, i RIS i 5 R R .
group-name —— KEXIN 4 . B e e R 2 A9 K mf e F P & )
4.
smode — %4, A vl. v2c fl v3 =ANEIN, SRAEI N vi. 7T A s
I P Jeg 4L 1) 22 A A A )
slev —— SNMP v3 (#2425, A noAuthNoPriv. CREA N ). authNoPriv (A
WEAINE D A authPrive GAUEINE ) = ANEDT, #4814 noAuthNoPrive I 42 4 4%
il A ZBURF i S 2L 1) 2 A R A T
cmode —— SNMP v3 Al HIWERET, A none. MD5 Al SHA =M%, ' none
FRAINIE; MD5 9 BB YL SHA N2 A HBIHE D, H MD5 f)2e A PEs . 6t
BN none.
confirm-pwd —— AIEZS, Al 1~16 NF 1.
emode —— SNMP v3 HI/ N, 4 none il DES B/ MED. HH none XA
hn#, DES AR A4 none.
encrypt-pwd — N HY, AN 1~16 NFE5F .

B
& R A

N/

A admin W INEI4H group2, fI AN L v3, 240 authPriv, 1%
B P UGERR A MD5. DIFERS R 11111, iy DES. %60k 22222,
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TL-SL3226P-Combo(config)# snmp-server user admin local group2 smode v3 slev

authPriv cmode MD5 cpwd 11111 emode DES epwd 22222

27.5 snmp-server community

Zan A H T I IEE, ©F no dr 4 H TAERX B FFfR . SNMP vl 1 SNMP v2c R H H1k 44
(Community Name) AiE, BIfRAREE] T AT 205 17EH

we
snmp-server community name { read-only | read-write } mib-view
no snmp-server community name
¥
name — ZINKIAIA SRR, A 1~16 777
read-only | read-write —— XA RALE AR, £ read-only (R ) il read-write
(BEH) WAL
mib-view —— MIB #LI&], Bl A& RT 15 i (40 o
Bk
4 e B
7~

WA public, EAXT ALK viewDefault A 155 HR :
TL-SL3226P-Combo(config)# snmp-server community public read-write

viewDefault

27.6 snmp-server host

i H T as il s g B H B/ no i T IR R 2% H o 38 0 H ) B eSSl 32 3h e R
AT AL B R A, T BRI A B LA L A AT S M A AL

[

snmp-server host ip udp-port user-name [ smode { vl | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ type { trap | inform }] [ retries retries ]

[ timeout timeout ]

no snmp-server host ip user-name

ip—— S LN IP Mk, SCHEF IPv4 Hikik. 00 IPv4 Mk 192.168.0.10.
udp-port —— UDP ¥ 15, B H AL TR E4t@E s f 4 0 UDP mH 5, 5 1P i
HEILEVER . BUBEYEE N 1~65535, ZRIME N 162,
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B

Nl

user-name —— M B & HRAHIA LI 4.

smode — F P %4, A vl v2c Al v3 = ANETT. SE RN vi.

slev——SNMP v3 [f2H %4247, A noAuthNoPriv CRIEAIZ ). authNoPriv (A

UEAINED A authPriv. GAIEINE ) =AME5T, R4 8 noAuthNoPriv.

type —— JEHIIRCHIREL, A trap A1 inform PANET, BN trap. 15 trap i,

PA Trap 77 0K IEE A 1E#E inform B, LA Inform J7 20Kk E @ &N Inform AT 5w it T

FEPE, JEH W E W E E AR (retries) BRI E (timeout). vl 224N R Aeik %

Trap 77 3.

retries —— Inform fRSCHTEAEREL, BUATEHE 1~255. AZHALLIZE Inform 05, #
22 1 R I I Tl A5 A Y R Inform [B] R4 SC, <2 H K Inform ) 3C . i B L REE, ¥

AHEK Inform R .

timeout —— FARTBT (], EPAZHeHLZE4S Inform [ RHRSCIFR ] B 1ZmT (8], KB
K% Inform . 3C. BUEIEFEA 1~3600 (7)),

4 JRy i B AR

IIGEAEFEZH, HPpE#E P IP ik A 192.168.0.146, H UDP &4 054 162,
EIHBMHE 48 admin, H P 2808 v2e, JBERSCLL Inform )5 UK,
Inform RS FRIABIN IS E] 9 1000 #5, EEAL K%L 100 IK%:

TL-SL3226P-Combo(config)# snmp-server host 192.168.0.146 162 admin smode

v2c type inform retries 100 timeout 1000

27.7 snmp-server enginelD

%

SN

A H T B A LA RS RE R 514 1D, &) no dr 4 H TR ERA L &

snmp-server enginelD { local local-enginelD} { remote remote-enginelD }

no snmp-server enginelD

local-enginelD —— A5 ID, EJAHL SNMP SZARF 518 1D AHL A P i 7 A HY
FIEEZ T . W 10~64 ANHNBEHERT, R Ben 20U R
remote-enginelD —— 254 ID, B SNMP & B 5] 4 1D, mfe 1 /7 @ 70 m i
FIEEZ T . AN 10~64 A N#E R, BRI R U AL

4 JRy e B AR
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N
P B 22 4l SNMP A HE 5] 8 ID Ay 1234567890, ifE5]% ID iy abcdef123456:
TL-SL3226P-Combo(config)# snmp-server enginelD local 1234567890 remote

abcdefl123456

27.8 snmp-server traps snmp
Zim A T8 BT AR HE traps. €1 no fir 4 F T X HIFRE traps.
we

snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }

no snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }

linkup —— 443 [ i Wi PR S AR N IEBRRASES, K%k linkup 282 trap. BRIAFE. 4
Uity 14 o e 28 vl fd & B 2R A trap

linkdown —— 43 [ FEHRARAS AL AW RS, K% linkdown 2% trap. BRI
A o W R FE R AT fid R 2R A trap.
warmstart —— FoRAZHALK SNMP #EATaa10, HAZ SRR B RA K AEDAE . BA
TP o« ML AR SNMP DhRETT A T 15 B 4 B 44 JO@ Ao H s LR, ek E
HHFJa 425 SNMP Dhfga] il 257 trap.

coldstart —— IR AZHAL R Gt B B3 B SNMP SEAR R AR IR  BRIATT A -
A HATLRD AT ik & 2R trap
auth-failure —— 24#20 SNMP i R AR B DGERT, KIEZE trap. BRIAIF)E
B
4 ey e B AR
B
FFIa A2 AL SNMP FR4E traps [ linkup Zhfg:

TL-SL3226P-Combo(config)# snmp-server traps snmp linkup

27.9 snmp-server traps link-status

2t AT IFRRE 1169 SNMP {5 traps (93 FESERA BRI A . 00 no #r 4 3% 113%

<
b
Heg o

e

e
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B

A~

snmp-server traps link-status

no snmp-server traps link-status

¥ O & # 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

TR 3 1) SNMP A5t traps HERSIRA W Th A
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/3

TL-SL3226P-Combo(config-if)# snmp-server traps link-status

27.10 snmp-server traps

we

i TR ALY traps ThAg. "B/ no dr& T RS #MBLIKS fi traps DhRE

snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | loopback-

detection | storm-control | spanning-tree | memory }

no snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | loopback-

detection | storm-control | spanning-tree | memory }

bandwidth-control —— ﬁﬁ?"kifiﬁﬂ”ﬁDE‘JL%%Kﬁ‘*T‘“%E‘J%?ﬁﬁﬁ% A I 1R B
FERIDIRETT G OLS, DAK T I s 8 2 (R A 120 H ORGSR G, RSk It
KA trap.

cpu — MTHEAE cpu WFBLIRDL. 2 cpu i 3 € (1 sy BRME I R G2l
IEZRA trap. B AIASHAHLI cpu {3 55 m BRI 80%.

flash —— FiTi#% flash & E#EE. 24 flash #fECat, BT (RAFICE . KB H)
WHE. THR. SABCE SRR, RESARILEM trap.

ipaddr-change —— ﬁﬁ?%%ﬁﬁd?ﬁ%ﬂﬁ’] IP 2B ES HAZHAL 1P HbE BT, 40
BEAT FENEE 1P bk el DHCP SREXEIH Y 1P bk, REt AR trap.
loopback-detection ——H T Eg i Il . S AL MBI PR BRI, BORIMERBOEIRIT, R4t
HR 2= fih K K trap.

storm-control —— T~ M5 0 286 KU IR 100 o =) R B85 2L 0 1) 0 0 381 XG4 1) 1R 1
SE B R G2 il 2R trap.
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B

A~

spanning-tree —— T4 B RAE I FNRGL  CLR TURPHE 2 il IE2E 2 trap:
a). AN AR R A N KA B N RS N AR K3

b). L I EIH TC flag AR SCEL TCN #R-3C.

memory —— H T WAAIHE . M AR EIE80% K, Rk I Mtrap.

4Ry i AR

TR L) SNMP 477 fi€ traps (¥ 98 147 DI g -

TL-SL3226P-Combo(config)# snmp-server traps bandwidth-control

27.11 snmp-server traps mac

Zm A TSI A L5 MAC Ml RAHC Y& traps i6E. E 1 no & A T4 — K%
Bt 5 MAC Hihik R AT traps Thit . 5 MAC ik F A% trap A PUFT: new. full. learn-
mode-change 1 max-learned, 1] LATE 5 9 & 240 DL MOT 5 H Ah H— TR .

we

SN

R~

snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

no snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

new — U HALY I BF b (RIS HNE . FESHbEAS E il B, Rt
RILZEA trap.

full —— 206 I 21 52 LI bk 3 e R Gt 2 i R 2R A trap.

learn-mode-change —— 243 bk 2% S48 20K AR AR AL IRy R Gi 4 fub k IE 2R trap.
max-learned —— 43 1124 > Fff) MAC Hbtibik #46  fe KEH (R 2B 7RI I i
TR RIEE) N, RGSAKER trap.

4 JRy i B AR

Gi—IF A el 5 MAC HihERAH S Y & traps HfE:
TL-SL3226P-Combo(config)# snmp-server traps mac

BRTF R 22 Bl SNMP 47 J& traps (%) mac new ZhRE:
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TL-SL3226P-Combo(config)# snmp-server traps mac new

27.12 snmp-server traps vian

Zin A TR — I R ML S VLAN MY & traps DigE.  'E 1 no fir & H T 4i— R HAS il
th 5 VLAN K13 & traps ThRE. 5 VLAN #H35¢) trap 4 vlan create £ vlan delete #§ff, LA
FEJE Y S5 VLM J5 Hoh 5 — I g

we
snmp-server traps vlan [ create | delete ]
no snmp-server traps vlan [create | delete ]
¥
create —— 4511 VLAN # 61 & Dbt R 40 2 ik SR trap.
delete —— 45 VLAN BB D 540 2> ik 282 trap .
Bk
4 JRc B AR
N/

gi— IR LML 5 vian HS<HIPJE traps DhE
TL-SL3226P-Combo(config)# snmp-server traps vian
BT JE A2 L SNMP 37 J traps H) vlan create Djfg

TL-SL3226P-Combo(config)# snmp-server traps vlan create

27.13 rmon history

LHTRED ERAEZE, Eno 4 H T EEIAELE . RMON (Remote Monitoring, izt
&H%Eﬁﬁ) FARET SNMP KR 450, FT AR B AR 4% ¥4 . 7 SR 42 RMON f{—A
21, FIH RMON [ S RFEFEHITIRE, A2 B2 B A S I 28 G5 U2, AT A0 19X 4% 117 5
R

W
rmon history index interface { fastEthernet port | gigabitEthernet port} [ interval
seconds ] [ owner owner-name]
no rmon history index

BH

index — KEEZLHMFS, BUEEHE 1~12, Al iA£%, #20k 1-3,5.

189



WMERZHHL AT T

B

P

port —— KAt .

seconds —— SRAE[R] &, BIut CRAEI RS TRl R fE, B 8%, BUEYER 10~3600, XA
{8} 1800.

owner-name —%k HIAIE#, "IN 1~16 MNFFF. HAEEA monitor.

4Ry i AR

FLE A H 1-3 [kt i 2, SRAEEESJy 100 2, 61 # N ownerl:
TL-SL3226P-Combo(config)# rmon history 1-3 interface fastEthernet 1/0/2

interval 100 owner ownerl

27.14 rmon event

Zinr A TE.E SNMP-RMON F{4-% H, ©/) no s TIKEERIAEE . FHH42 RMON —4p
H, R R R, kb e SRS 32 B 1 iR e B P i R

e

SN

R~

rmon event index [ user user-name | [ description descript] [ type { none | log |

notify | log-notify }] [ owner owner-name ]

no rmon event index

index — 4 HFS, BUEJEHE 1~12, F%&a4 HasmA—1N4%H.
user-name —— FHFERIH 4, Al 1~16 DNF5F. SRERA public.
descript ——  XHAMFHREE, A 1~16 MR, BRI

type —— FFRM, EFE none B, AMEALMTHERAE; %8 log B, ASHAUKE FHARDRAE
H&ERD: &$ notify I, ML R E B FHUREIREF S 1%£4% both I, ZHALKH
e A H ER P I m 8 B B ER B

owner-name — sk H OIS, vTHIA 1~16 NFRF. SER N monitor.

4 JRy i B AR

WEH 1. 2. 3. 4 WH %8 userl, HHHEIAN descriptionl, FHFRAA log,
BIE#E N ownerl:

TL-SL3226P-Combo(config)# rmon event 1-4 user userl description descriptionl

type log owner ownerl
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27.15 rmon alarm

Zir AT E SNMP-RMON Z4REHE R, Ef no A TWMERIARE . ZR4HE RMON
F—AN, AL E 20 FV R A BTV, — B S R ) e e, R 5 A0k
T HE S AF A SR AT AR N R AR BE

e

B

R~

rmon alarm index interface { fastEthernet port | gigabitEthernet port } [ alarm-
variable { drop | revbyte | revpkt | bpkt | mpkt | crc-lign | undersize | oversize |
fragment | jabber | collision | 64 | 65-127 | 128-255 | 256-511 | 512-1023 | 1024-
10240 }] [ s-type { absolute | delta} ] [ rising-threshold r-hold ] [ rising-event-index r-
event ] [ falling-threshold f-hold ] [ falling-event-index f-event ] [ a-type { rise | fall |

all }] [ owner owner-name ] [ interval interval ]

no rmon alarm index

index — ZHAEFKHINT S, DEGH 1~12, ANZ%, %A 1-3,5.
port
alarm-variable — Z4RA &, #EH N drop.

s-type —— FEBIZEAY, HIOAEARAT B PRHURE, FRRBURHE 5 BUE T LR M %, B
absolute (4&xH{E) 1 delta (M) FAMIET. EHF absolute, TITE—ANHUREJE AL
IR R £ SR B 5 AT b 3% delta, MIPKF H RIEIR 25 b — KEBUREE 2 5 (¥
B H5BEHTIE . BHAETTN absolute.

r-hold —— filt R &4 i) T, BUETERE 1~65535, BRIAE A 100.

r-event— bEFFAE, BIflOR EAHREERGFHAFS, BUETER 1~12,

f-hold —— iR 4RI T R BRIME, EUETEHE 1~65535, BRil{E 100,

f-event —— TFREF(F, Rk TREREERFMHNT S, BUETEH 1~12,

a-type — AN TN, A rise (EF. fall CREE Alall (&F) =ANEm. &
5 rise, WA TEMR b T BME G RUAR R 165 fall, ) AR AR BEBE S il K R
% all, Mok EJHRIT B BME A Al B R . BRINIE TN all.

owner-name —— sk HIWEIEE, A 1~16 NF4F, A4 monitor.
interval —— I /EJFE, HU{H Y6 10~3600, SAAFP, BRIAMESS 1800.

i 5

4 JR e B AR

WHEZAH 1. 2. 38 HN 3, BJEE N ownerd, H[E][E]FE A 100 5
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TL-SL3226P-Combo(config)# rmon alarm 1-3 interface fastEthernet 1/0/2 owner

ownerl interval 100

27.16 show snmp-server

A T 5~ SNMP 2l EE B

W

show snmp-server
K

RO BT T B AR K
5

78 SNMP 4 FRifid 515 B

TL-SL3226P-Combo# show snmp-server

27.17 show snmp-server view

Zdn & T R ESIE

e

show snmp-server view
B

AU R BT A G B 5
bl

RS .

TL-SL3226P-Combo# show snmp-server view

27.18 show snmp-server group

Wz T BoRH k.

Lilce

show snmp-server group
L S2e

RERUAR 2R P A7 TG B R =X
A~

SRR EE

TL-SL3226P-Combo# show snmp-server group
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27.19 show snmp-server user

Zdn T R P HIE.

W

show snmp-server user
K

FEBUBE A AT A E B AR
zNil

YN IRpIIESE

TL-SL3226P-Combo# show snmp-server user

27.20 show snmp-server community

Zdn 2 T BoRBIAFIE

W

show snmp-server community
e

R BB AN i A e LA X
bl

A VNl iIEE

TL-SL3226P-Combo# show snmp-server community

27.21 show snmp-server host

M T R HI NS,

Lile

show snmp-server host
B

RERUARE 2R P A7 TG BB =X
A~

B H NI

TL-SL3226P-Combo# show snmp-server host

27.22 show snmp-server enginelD

Zar AT 5~ SNMP 1512 ID (5 5.,
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e

show snmp-server enginelD
B

AU ORI BT A HE B 5
A~

78 SNMP #1512 1D {5 2.:

TL-SL3226P-Combo# show snmp-server enginelD

27.23 show rmon history

2t M R I SRFE R H L E S B

W
show rmon history [ index ]
28
index — ZRRECEEBAISRHZHF S, BUEEH 1~12, A%, %Ay 1-
3,5, BRI BRI I SRR H R EE S .
e
RO AT A C B
5

R P SRS H M E R R

TL-SL3226P-Combo# show rmon history

27.24 show rmon event

A H T 5~ SNMP-RMON HAERLE (B,

Lile
show snmp-rmon event [index]
2%
index — ZERRFMHEEGERZHF S, BUETEH 1~12, AAZ %, %y 1-
3, 5. BRENERITA%HKFRCERSE .
L S2e
R ASURE O i A TG A 2
A~

B H -4 KR ERE R

TL-SL3226P-Combo# show rmon event 1-4
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27.25 show rmon alarm

e & T R S R 4 H IR £ .

Lie
show rmon alarm [index]
2
index — ZR/NCEE B EREHZHFS, BUETEH 1~12, WHAZ %, K
1-3, 5. SREIEIRITH ERE B H AR S
B
FEBUE AT A C B A
i

BoNERERAH 12 MEREE R

TL-SL3226P-Combo# show rmon alarm 1-2
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#08% LLDP B &4
PR

AF R, TL-SG3428/TL-SG3226 HLAE 1~ % # LLDP ¢,

g 2R MY LLDP (Link Layer Discovery Protocol) Fo ¥ /¥ 2% 15 £ & 1 i) 1) 4 T 5] — J= ek 94
VAR JE R AEE B OIS B AR B AU RNE B K H DUARER MIB(Management Information
Base, EHUELEE) TEAIRIER K, (H153M L% E B R4 0] LUdid & H#H SNMP (Simple Network
Management Protocol, fAj B4 H P FRELFX (5 5,

28.1 lldp
Zir A M T2 mIT)E LLDP jfg, &/ no #r4H 454 LLDP .
e

lldp

no lldp
%2

4 Rl E AR
B

{fife LLDP ZhRE:

TL-SL3226P-Combo(config)# lldp

28.2 lldp hold-multiplier

ZAn ST W E TTL 3%, TTL sREUH DL A % & & %K) LLDPDU A TTL B HIME, TTLEAM
A S BAEAR R g F ARSI A] . TTL=TTL ¥ &%l . &/ no A TR E BN E .

we

[ldp hold-multiplier multiplier

no lldp hold-multiplier

multiplier —— TTL 3%y, JoFy 2~10. ERMEN 4.

4 JR e B AR
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A~

28.3

BB TTL REE N 5:

TL-SL3226P-Combo(config)# lldp hold-multiplier 5

lldp timer

Zdn A T BB AOE RO S I (8] 2 4. B no & H HIRE B E .

e

SN

R~

Idp timer { tx-interval tx-interval | tx-delay tx-delay | reinit-delay reinit-delay | notify-

interval notify-interval | fast-count fast-count }

no Ildp timer { tx-interval | tx-delay | reinit-delay | notify-interval | fast-count }

tx-interval——AsHh % 4% [0 40 J& 15 4 4 3% LLDPDU [ a1 B9, BUE RN 5-32768, 2R
WMEN 30 .

tx-delay ——AH 1% 45 )40 JE 3% &% LLDPDU FIZEIRIF ], YA D B &k A AR AL,
HREIR 5 € I 8] 405 LLDPDU 3 A0 5 ek, AT AT DAIRE G - 24 b T 50 AR K T
S5 LLDPDU M & k% . BUATEHEDY 1-8192, BRMEN 2 7).

reinit-delay ——¥I4A L LRI F] . 2435 1 LLDP T AR ek 28R, K 4838 — B A i 3k
TR, DAE St 1 LLDP AR A B o 3 3o H AW AT I 464 . BUETE RN
1-10, BUMEN 3 .

notify-interval —— A< i & ] W24 5 8 R G ik Trap 5 S [R] [A1Fg . 38 i 1 B 1 )
(] TE] R, AT LAk 140 8 5 B A E AR 3L Trap 15 BAINE ki, BUEIGHE N 5-
3600, FKIMEAN 5D,

fast-count ——4%i I LLDP TAERLAMEER] (BR300 Ui Rk sl (B k%)
B, A TR R A R R, K E R AIELE], B LLDP #SC K%
IR 1B, FRIELE RIS EHCR 1) LLDPDU J5 B 5 o IEH (0 R 1% 8 0. BqR 3
N 1-10, BRAEN 34

4 R E B AR
WHE LLDPDU [AILEG AN 45 70, HMGET RS KIE trap 15 51 RN a8 kg N
120 %P

TL-SL3226P-Combo(config)# lldp timer tx-interval 45

TL-SL3226P-Combo(config)# lldp timer notify-interval 120
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28.4 lldp med-fast-count

Zam A T % E LLDP-MED R A £ HI I &2/ LLDP-MED Mif%H . 24 LLDP-MED FpRis
RIENUE BN, 2 R IETE N2 LLDP-MED 13 E.1# LLDPDU, HERIAE A 4. E 1 no
i TR E BRI E

Lie
[ldp med-fast-count count
no lldp med-fast-count
28
count —— BRI RIEIRCCANEL, BUEVEH Y 1~10, BOMEN 4.
e
4 e B
i
BEE PR AR RN HON 5:

TL-SL3226P-Combo(config)# lldp med-fast-count 5

28.5 lldp receive
Zfn 2 AT IFE 48 € v H Y LLDPDU Uk Tifg. &1 no a4 H T2 H D6 .
e

[Idp receive

no lldp receive

B
# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N/l

JFJE %5 1 ff) LLDPDU 20 B fg:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# lldp receive

28.6 lldp transmit

Zan A H T I AR 1) LLDPDU KiXDiRe. B no v 2 H T4 1% IRe
W
[ldp transmit

no lldp transmit
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L S:e
¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

i

FFJE I 1 ) LLDPDU K% 3fE:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/1

TL-SL3226P-Combo(config-if)# lldp transmit

28.7 lldp snmp-trap

Zan A R T s ) SNMP SEENThRE. B L ThRERS, R kA trap Fit, A sK 2 im%n
SNMP flR45-#%. &1 no fiy & F 125 Ao 1 SNMP 3B A1 ZhEE .

we
[ldp snmp-trap
no lldp snmp-trap
Bk
O/ & L X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
5

J& F 3 11 8 (¥ SNMP Sl A1 3R
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/8

TL-SL3226P-Combo(config-if)# lldp snmp-trap

28.8 lldp tlv-select

Zin 42 H THCE KIER) LLDPDU R E& ) TLV 2K2Y, LLDPDU 2076 & =AU TLV, 2R
JE R AER TLV, &Ja2 %400 END TLV. 0] DIFE I 0T i g 350 1 &% LLDPDU B & (1) ml ik
TLV K8, &/ no 4 FH T MER LLDPDU 6L & IAHDC TLV 2881 BRIAENL T, LLDPDU HieL &
BT Y TLV 2RAL,

we

[ldp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name] [link-aggregation]

[mac-phy] [max-frame-size] [power] [all]

no lldp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vian-id] [vian-name] [link-aggregation] [mac-phy]

[max-frame-size] [power] [all]
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B

R~

port-description —— {4 LLDPDU 3 & ¥ty I 38 TLV, LA 4R & KA A 1) IEEE 802
JRy 1B A sl )i A O

system-capability —— f#f LLDPDU {5 R4t 77 TLV, LA AR JE A AT A % 2% S RE Y
ThEERLX L Th b2 75 R VF 15 2.

system-description —— i LLDPDU & R4ufHiid TLV, F LAAIAR & A AT A5 £ B 7
RGME . AR RGE B HA .

system-name —— {#i LLDPDU & RE 4K TLV, LLRARE KA A % 1 R G 4R
management-address —— 8 LLDPDU £ & & #i il TLV, BAARJE KA A 25 11
HEHLRE, 4R BRI AT DI i ok Yo AR b 1 4 AT R

port-vian-id —— 8 LLDPDU 3 &3 11 VLAN ID TLV,  BLEAR J& & A6 A3 ikt 802.1Q
VLAN [# ID.

protocol-vlan-id —— & LLDPDU 1 & #4 VLAN ID TLV, LA[A1AR J& & Afi A< 3 1 A Ak B
VLAN [# ID.

vian-name —— ffi LLDPDU % VLAN &% TLV, LAAI4RJE & A A 1 BT ik VLAN
FEUR 44 7R o

link-aggregation —— i LLDPDU & HERE S TLV,  LAIR) AR & A AR Ao 24 [ 1) HE 2%
REGEE, AfAum 2t A aRmEAR ). RELTRERE UL THEBEAIR
B3 1D

mac-phy —— ffi LLDPDU 3 MAC/PHY TLV, LLJFIAR & & A A i 1 R34
S 1S RE A0 T 24 Al A 3 56 0T DA R T T B 2 1 3 v o 43 1 Fr s R
T

max-frame-size —— {3 LLDPDU ‘A, % i KWK AE TLV,  PAIR 4R & & AT A3 ) MAC Al
PHY SCREI MK

power —— i LLDPDU & i AE S TLV,  LAFIAT & & A A IR AS it s L
all— i LLDPDU & LA EFTA ) TLV 344,

O B B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M3 1 8 3% ¥ LLDPDU L5 1) TLV 2R 8 il g £ bk TLV A3 1 VLAN ID TLV:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/8

TL-SL3226P-Combo(config-if)# no lldp tlv-select management-address port-vian-id
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28.9 lldp med-status

%4 i T F3 ) LLDP-MED *IR# . /& I3t 119 LLDP-MED Zhfg /5, Jifi [ LLDP R £k
WENRIEEW . BRI no dr4 M T2 ) LLDP-MED ThRE.

W
lldp med-status
no lldp med-status
K
¥ O & # 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

J F 3 1 2 (¥) LLDP-MED hfig:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# lldp med-status

28.10 lldp med-tlv-select

Ziir A Tk k%0 LLDPDU H445 (1) LLDP-MED (1) TLV 2KA!, BRiAIEM T, LLDPDU H4u4;
T 1 TLV 228, ‘&1 no v 4 F TRk A i) TLV 285,

we
[ldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}
no Illdp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}

28

inventory-management — f# LLDPDU & %775 H TLV, %25 R &bk
ARFI AR TLV, 2 BN AR TLV. B TLV BARRA TLV. #5105 TLV.
HE R AFR TLV. B AR TLV A5~ ERER ID TLV.

location —— {ii LLDPDU & ¥ Hiuht: TLV, #E&Huht TLV 324t 1 [ A AR 3 & R A A
B LA S A

network-policy —— f§f LLDPDU 3, 7 (2% S TLV, 2% SEIE TLV foVE 2 i ek &
RN RATAS K VLAN BLE 5 B =2 @M.

power-management — {i LLDPDU &.& ¥ RALHEES) TLV, ¥ RALHEE) TLV R
YF LLDP-MED J% 2 % £ R £ i % 2 [B) A8 EVEAN I a5 8., Bl an bt e . fbeotR

Vo

all — {# LLDPDU . A BT 1) TLV 287,

201



WMERZHHL AT T

B

P

¥ O & 20U Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M T 2 % 1) LLDPDU HAs 31 TLV 8L A il o 9 2% S g TLV A 2% ik TLV:
TL-SL3226P-Combo(config)# interface fastEthernet 1/0/2

TL-SL3226P-Combo(config-if)# no Ildp tlv-select network-policy location

28.11 lldp med-location

Zfr A T B i O R IE LLDPDU H A & (348 Hihlk TLV 1S ..

e

B

Pl

[ldp med-location {emergency-number identifier | civic-address [language language
| province-state province-state | county county | city city | street street | house-number
house-number | name name | postal-zipcode postal-zipcode | room-number room-
number | post-office-box post-office-box | additional additional | country-code country-

code | what what]}

emergency-number —— R R SR B AP RS K565, HEREIY CAMA B
PSAP, F4HFKES T 10 3] 25 Z[d].
civic-address —— &l ikl ] 1IETF FIE kA5 kg 2.

# 0O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

PEE I 6 K%M LLDPDU F# &l TLV KA bl &% BiE = N3E, I
ﬂﬁ‘y\j'fb%&

TL-SL3226P-Combo(config)# interface fastEthernet 1/0/6
TL-SL3226P-Combo(config-if)# lldp med-location civic-address language English

city London

28.12 show lldp

AT S~ LLDP 4 R8s R,
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e

show lldp
B

R RN BT I A X
A~

E78 LLDP & RicE S S :

TL-SL3226P-Combo# show Ildp

28.13 show lldp interface

Pt A T S ) LLDP Bl B S 8.,

W
show lldp interface [ fastEthernet port] [ gigabitEthernet port ]
28
port —— Z IR LLDP it & 5 S 0 5.
(SN
BB AN I A i B AR 2
5

S R 8 [ LLDP Bl B /s B

TL-SL3226P-Combo# show lldp interface fastEthernet 1/0/8

28.14 show lldp local-information interface

A T S ) LLDP Z 4.,

W
show lldp local-information interface [ fastEthernet port] [ gigabitEthernet port ]
28
port —— ZE IR LLDP 15 B 13 [145 #48 Son B i 1 1) LLDP {5 2.
L S2e
R AT A A
7~

SR U I F) LLDP 15 B

TL-SL3226P-Combo# show lldp local-information interface
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7Rk 8 f) LLDP {5 &

TL-SL3226P-Combo# show lldp local-information interface fastEthernet 1/0/8

28.15 show lldp neighbor-information interface

i T SR R B0 AR S S

e

2

B

R~

show Ildp neighbor-information interface [ fastEthernet port] [ gigabitEthernet port]

port —— R AR A5 B A A 15, SRE BRI o 1B E(E B

AU AT i 150

BRIERER G 8 AL EE

TL-SL3226P-Combo# show lldp neighbor-information interface fastEthernet 1/0/8

28.16 show lldp traffic interface

i T s B B2 0w A st 2 AN <0 s B 1) LLDP Seit s .

B

Pl

show lldp traffic interface [ fastEthernet port] [ gigabitEthernet port ]

port —— R RACH 1K %% AL R ¥4 1) LLDP Suit{5 B 15, B R Bon BT Ui
HgEitE S

R AT i 150

SoREZEFR T 18 LLDP Siit{E R

TL-SL3226P-Combo# show Ildp traffic interface fastEthernet 1/0/1
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